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Global Risks Ranked by Severity over the Short and Long Term
10vyears

Misinformation and disinformation Extreme weather events

Extreme weather events Critical change to Earth systems

Societal polarization Biodiversity loss and ecosystem collapse

Risk Categories

I Economic Cyber insecurity Natural resource shortages

I Environmental Misinformation and disinformation

I Geopolitical Lack of economic opportunity Adverse outcomes of Al technologies

Involuntary migration

I Societal Inflation

Cyber insecurity

I Technological Involuntary migration

Economic downturn Societal polarization

Pollution Pollution
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Source: World Economic Forum Global Risks Report 2024
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Risk Trends in2024

(v

Social

* Workforce Composition — Arrival of
Gen Z, Departure of Gen X

* Workplace — Hybrid theme continues

» People Development — Digital Literacy

» Aging Society

» Social Media — Crisis Management

KPMG

Technology

» Cyber Security
» Data Privacy

* Al — Business Risks &
Opportunities

Political
* US Election in Nov 2024 -
Biden vs Trump

» Geopolitics - Ukraine and the
Middle East, Trade War (US vs
China)

* Thailand - Budget approval will
boost economy, Mid-year
Senate Election, Government
Policies

Environmental

» Thailand — Continued trend
towards net-zero GHGs by 2065

+ Sustainability — Operating,
Financing, Investing with ESG
linked

* Disclosure — Coming IFRS S1 &
S2

Economic

« GDP -2.3-3.3% (MOF)
* Interest Rate - Expected to decline in
2" half of 2024

* [nflation Rate — 2%

» Public Debt — Concerns from digital
wallet, impacting the country’s credit
rating (currently BBB+)

e Tourism - 35 Mn visitors

III:

Legal

» SEC Regulations — Investors Warning
Criteria, IPO Criteria, Digital Assets
Investment Criteria




Economic Trends
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Key Considerations: * Flood of cheap goods from China
- Expectedinterestrate reduction in 2" Half of 2024 « GDP growthin 2024 is expected to be 3.2% mainly driving
- Credit Approval Constraint continues from private consumption, tourism, export sectors, etc.
« Corporate Bond due in 2024 — B 158 Billion  Tourism —expected 35 Million visitors, 50k average

(High bond yield 60%, majority in real estate) spending per trip
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Onthe 2024 Board and Audit Committee Agenda

Strategy, Risk and
Global Disruption

Board

Link boardroom discussions on strategy, risk, and global disruption.
Enhance communication and coordination regarding risk oversight
activities among the board and its committees.

Audit Committee

) ) ) » Focus on financial reporting and related internal control risks.
Financial Reporting, « Make sure internal audit is focused on the company’s key risks, and
Internal Audit, and is a valued resource to the audit committee.

Audit Quality * Reinforce audit quality.

Generative Al

Cybersecurity

Ethics, Compliance
and Culture

structure for the developmentand use of generative Al.

Focus on cybersecurity and data privacy
Monitor management’s preparations for compliance with the SEC’s
cybersecurity rules.

Identify the company’s material or strategically significant climate
and ESG issues, and embed them in risk and strategy discussions.
Keep abreast of management’s preparations for sustainability
reporting requirements.

Make talent, human capital management (HCM), and CEO
succession a priority.

Think strategically abouttalent, expertise, and diversity in the
boardroom.

Clarify when the CEO/company should speak outon social issues.

* Monitor management’s efforts to design and maintain a governance *Define the audit committee’s oversight responsibilities for

generative Al.

* Monitor management’s preparations for compliance with the

cybersecurity rules.

Clarify the roles of management’s disclosure committee and ESG
teams and committees in preparation for sustainability disclosure.

* Oversee the quality and reliability of the underlying data.

» Focus on leadership and talent in the finance organization.

» Sharpen the company’s focus on ethics, compliance, and culture.
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Key questions for audit committees to consider

Fraudrisk oversight

Is manage ment taking sufficient responsibility for the fight
against fraud and misappropriation? Is the tone from the top
unequivocalin insisting on an anti-fraud culture throughout
the organization?

Are appropriate diagnostic assessments of fraud risks
performed and updated periodically?

Are all significant fraud risks properly included in the

enterprise risk management approach, linked to relevant Intemal

internal controls and monitored?

Do codes of conduct contain adequate, user-friendly and up-to-
date behavioral guidelines in respect of fraud and other
misconduct? Are they adopted across the organization and do
they apply evenly to business partners and subcontractors?

Are anti-fraud controls designed to detect or prevent
financial reporting fraud from the early stage (i.e. before
small adjustments snowball into bigger issues)?

Are fraud-tracking and -monitoring systems and fraud response
plans in place and are they fit for purpose?

Do staff members at all levels have appropriate skills to
identify the signs of fraud and do they receive fraud
awareness training relevant to their role?

KPMG

Audit

Committee

External
Audit

Adequate resources for the internal audit

Does internal audit has appropriate authority and
standing within the organization to carry out its
duties effectively?

Does internal audit has clearly defined terms of
reference that articulate the scope of its work? Is
the charter regularly reviewed to ensure it
remains appropriate?

Are internal audit’s reporting lines unambiguous and
is it clear that internal audit has direct access to the
audit committee?

Do internal audit’'s terms of reference provide for
regular meetings between the head of internal audit
and the audit committee — including in meetings
without management being present?

Does the internal audit function have the
adequate skills and resources to execute its
role?

Source: KPMG Audit Committee Handbook 2023
| 12



Shareholder Questions

Questions which shareholders might ask the Audit Committee about:

| Internal J
1 - 02 Controls 031 04 ndi '
Al Fraudand ' (I

External Audit Misconduct

Risk Management

U ‘all(l Compliance
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Alinwidespread use

Does your organization / company
use or expect to use Al in business
process?




Alinwidespread use

Generative Al
Advanced robotics

Quantum computing

Augmented reality/
virtual reality

1T% :

of leaders rank generative

Blockchain
Metaverse

Al as the most impactful 3D printing

technology

Brain-computer
interface

Nano technology

NFT/cryptocurrency

Source: Generative Al survey, March 2023

KPMG 16



Generative Alapplications

Generative Al applications can be roughly divided into five categories:

articles, blog posts, legal interfaces, including
documents and more. translation sites.

Contentgenerators
Generative pretrained

[ eee]
transformer tools
generate content. 03 E

Smartchatbots

Interact in a conversational
way and can answer follow
up questions, admit

mistakes, challenge
incorrectideas and reject
inappropriate requests.

2 GElwu @

|nf0rmati0n extraCtOI‘S Language translators

- Create short- and long-form  Have the potential to
01 IKI:—/ summaries of news build entire website

05

Code generators

Produce codein
various programming
languages, and identify
and fix bugs.

| 17



Sneak Peak of Microsoft Gopilot

»

Copilot







Potential Opportunities and Use Gases

 LMM-based knowledge management

systems » Categorizing and validating
. 2 i . ayments
Self-serve IT support IT operations Finance pay
« Coding or testing code / logistics « Drafting and reviewing contract
terms
+ Automating audit review * Audit / . .
o Compliance J * Making personalized
’ Evalyatlng independence front \ \ 7 Legal and independence recommendations
requirements : organizational for investments
CRALULEULEY . Surfacing legal citations and *
source links

+ Candidate selection Human « Simplifying campaign language

. _servi icati resources . : o
Self-service applications « Localizing marketing communications at

scale

+ Distiling complex information
« Sustainability and ESG reporting * Operations

+ Virtual event management

* Simplifying business operations Source: Generative Al models-the risks and potential rewards in business

KPMG 19



Perspective on Generative Al

Survey highlights

s\,
o Opportunities: Challenges:
’ of respondents expect generative Al to have
. ; P g : ; think generative Al implementation introduces
77% the largest impact on their businesses out of all . .
; ; moderate to high-risk concerns.
emerging technologies.

Think generative Al implementation o .. /8 | - . T
elieve generative Al will increase workforce 47% are still at the initial stages of evaluating risk and
|ntr0d uces mod erate to h|g h_ns k concerns. productivity. risk-mitigation strategies for generative Al. I

[/
II :I
N
h .

=

r Top barriers to implementation: '
will implement their first generative Al solution
@ within the next two years. m Lack of skilled tale“t
-
costflack of I"VBSthnt
‘ 64% believe generative Al will help their business gain and lack of clear I]us'ness case

a competitive advantage over competitors.

Executive

slmmary
£6

Generative Al is an
opportunity, yet a
challenge for business.”

Top risk focus areas:

Top functional areas being explored: GVI]EI'SBCUHW aﬂ[l
@ IT/tech and operations dataprivacy
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Alchallenges

As generative Al scales, companies face multiple challenges.

Trust

Compliance

Security
andprivacy

Value

- Risk to external reputation
- Risk of bias, discrimination, and misinformation
- Risk of opaquenessin Al

- Rising number of global regulations around Al
and ethics

- Compliance with growing number of internal
enterprise policies and controls

- Skyrocketing number of security vulnerabilities
- Need for transparency and consumer privacy

- Lack of awareness and training on Al

- Risk of data integrity, statistical validity,
model accuracy

- Lack of technology assessmenttools

- Growing number of models built with diverse
stakeholders and complexpipelines

- Exponential increase in data, storage, and
computing Shortage of Al/ML talent

KPMG responsible Al framework

KPMG leverages eight core principles to guide our approach to
responsible Al across the Al/ML lifecycle:

Fairness

Help enable models to be free
from bias and remain equitable.

Accountability

Help establish mechanisms

to drive ownership and
responsibility across the Al/ML
lifecycle.

Privacy

Help drive compliance with data
privacy regulations and consumer
data.

Data integrity

Help embed trust with data
quality, governance, and
enrichment steps.

Explainability

Help enable the understanding
and documentation of Al
algorithms.

Security

Safeguard against unauthorized
access, corruption, and attacks.

Safety

Safeguard against a negative
impact to humans, property, and
environment.

Reliability

Help ensure the performance of
Al systemns at the desired level of
precision and consistency.

Source: Generative Al: From buzz to business value



Current Gonsiderations

Supporting appropriate
generative Aluse

6 .

With a responsible Al
program in place,

Risk management

Internal risks and considerations
Breaking confidentiality and intellectual property

Employee misuse and inaccuracies
Generative Al evolves i@i
Talent implications v g

External risks and considerations
Misinformation, bias and discrimination

organizations'can’
begin to move forward

Copyright

Financial, brand and reputational risk
Cybersecurity

Adversarial attacks




Alinwidespread use

Questions audit committees
shouldbe asking:

Do we know where and how Al is
being used in the organization?

Do we understand the Al models
we're using?

|s the data we're using for the model
accurate and complete?

What risks are being introduced by the
Al models we're using?

What regulations are on the horizon for
the use of generative Al?
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ESG Oversightand
Reporting Landscape
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How ESG Brings Value to Business

‘ ‘ ESG is animportantfactorin company performance and is the bestindicator of environmental, social,and
governancesuccess. Tosum it up — ESG Promotes Company Growth and Improves Financial Performance.

Regulatory drivers

v’ State regulation on sustainability.

v' Requirement of corporate disclosures
on sustainability, ESG, and climate-
related data and narrative.

v To align with state regulation

. T Value creation
Market dnvers s ! =¥ - v Increase its growth prospects by

v Investor’s focus A _ reducing expenses. o
v’ Better financial performance, risk 9 : ¥ | v Reflect pefformance by lowering risks
profile, opportunities, and longevity. .. . S NGRRRN and granting market value.
v' Better business’s reputation. JEE ;| ER v" Decision-useful information to capital
v To meet demands and expectation i A markets .
of these stakeholders & market. ' SRS PR v To creates financial and enterprise
g W value.
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Al-generated misinformation and
disinformation

Key Implication from WEF 2024

Current Risk Landscape

Extreme weather I 66%

I 53%

Societal and/or political polarization | NNININGGENE 46%

ond
3
4t
s
o
7th
gt
gth
10t

Cost-of-living crisis [ INNINIGINGTGEG 42%
Cyberattacks [N 39%

0% 20% 40% 60%

2years
Misinformation and disinformation
Extreme weather events
Societal polarization
Cyber insecurity
Interstate armed conflict
Lack of economic opportunity
Inflation
Involuntary migration
Economic downturn

Pollution

Source: WEF - The Global Risks Report2024

KPMG

80%
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« The analysis of global risks in the coming decade is focusing on four forces that will shape the
materialization and management of these risks. These forces include trajectories related to

Changesin Developmental

Climate Change population size and pathways for frontier
structure technologies

Material evolution in
geopolitical power

* A new set of global conditions is emerging in each of these domains, leading to uncertainty and
volatility. Societies' ability to prepare for and respond to global risks will be influenced by their

100%

10 years
Extreme weather events :
Critical change to Earth systems
Biodiversity loss and ecosystem collapse .
Natural resource shortages
Misinformation and disinformation
Adverse outcomes of Al technologies
Involuntary migration ¢
Cyber insecurity
Societal polarization

Pollution

capacity to adapt to these changing forces.

Key Consideration:

Environmentalrisks are predominant across different time frames as
it could hit the point of no return and affect biodiversity loss and
ecosystem collapse.

Economic uncertainty is expected to impact the cost of living and
limiting the access to vital resources and opportunities.

The convergence of technology and geopolitics may widen the digital
gap, leaving less-developed nations behind and drive new security
risks.

Ideological and geoeconomic divides are anticipated to disrupt the future
of governance, creating a deeper international divide between multiple
poles of power and the Global North and South.

Over the longer term, economic, environmental, and technological trends
pose risks to development progress, social mobility, and the stability
of livelihoods, potentially reshaping societal and political dynamics.

| 26
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ESG Trends 2024 - Set the tone for the growing importance of ESG

Increase focus on climate action

Increased frequency and severity of events like
floods, droughts, and wildfires will disrupt
businesses and supply chains. Companies will
need robust adaptation plans and accelerate the
efforts to reduce greenhouse gas emissions

ESG integration in corporate Governance

Strengthen ESG governance structures, with
boards of directors and senior management
increasingly responsible for overseeing ESG
strategies, setting ESG goals, and integrating
sustainability considerations into decision-making
processes and strategic direction of the Company

Technology and innovation for ESG

Leverage technology and innovation to develop
ESG solutions such as using platform for data
collection, artificial intelligence for ESG data
analysis, blockchain for transparent supply chain
management

Social impact and diversity

Greater emphasis on social impact initiatives,
such as diversity and inclusion programs,
community engagement, and employee well-
being, to address social inequalities and promote
a more inclusive workplace culture.

Supply Chain sustainability

Prioritize sustainability in their supply chains,
working with suppliers to improve environmental
and social practices, reduce carbon emissions,
and enhance transparency and traceability.

ESG regulation and reporting

Need to navigate evolving ESG regulations and
policy at the national and international levels.
Growing demands for transparent ESG reporting,
with stakeholders, investors, and regulators
seeking more detailed and standardized
information. ISSB will become the norm due to
regulatory and investor pressure.

| 27
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ESG Reporting - Frameworks & Regulations

The core principles embedded within the global goals are therefore the red thread that moves up through

the pyramid.

Regulations

Reporting
Frameworks

A REPORTING

FOUNDATION

@) .-PRI Responsion 2\ |

N TEE nvestment ERITEE MATIREE t W N
SUSTAINABLE SR o %
AT G Global Goals
GALS GREENHOUSE o

GAS PROTOCOL

Reporting principles

are designed to elicit
information that is coherent,
robust, decision-useful and
aligned with the objectives,
audience for and content of
corporate reports.
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The “hig three” ESG Disclosure Standards are Emerging

IFRS
Sustainability
Disclosure
Standards

e

Released the first two IFRS set S1
and S2 in June 2023.

IFRS S1 require an entity to disclose
information about its “sustainability-
relatedrisks and opportunities”
while the IFRS S2 focus on disclosure
of material information about “climate
relatedrisks and opportunities”.

The standards are effective beginning
on or after 1st January 2024, but
adoption on standard will depend on
local jurisdictions.

Source: ESG Reporting - KPMG Global

KPMG

European
Sustainability
Reporting
Standards

As part of the CSRD, the first set of
draft European Sustainability Reporting
Standards (ESRSs) were released and
disclosures will be required as early
as the 2024 reporting period.

The twelve ESRSs require companies

to provide information on:

= Governance and strategy to
address material sustainability
topics;
Impacts, risks and opportunities
arising from those topics; and
Quantitative metrics and targets.

US SEC Climate
Related
Disclosure
Rules

On March 21, 2022, the SEC issued
a proposed rule that would enhance
and standardize the climate-related
disclosures provided by public
companies and proposed climate rule
is currently pending.

The proposal incorporatesthe
concepts and many disclosures of the
TCFD framework.

An effective date will remain open
until the SEC adopts the final rules.
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ESGReporting -New IFRS (81, $2)

ISSB aims to become a comprehensive global baseline of sustainability disclosures

General Requirements for Disclosure (S1) e

= General feature of reporting, including materiality

Four core content areas of reporting, including governance, strategy, risk

: Governance
management, and metric and target

= Practical guidance, including fair presentation of information

Strategy

Climate-related disclosure (S2) =

It builds on four contents area with additional guidance as below

Risk

Disclosure of climate risks, climate transition plan, and scenario analysis. Management

= General and industry-specific metric

Future proposal (Other topics) Metrics and
- D oter Targets

Four potential projects:

Biodiversity, ecosystems and ecosystem services

Human capital

Human rights

Integration in reporting

KPMG

| 38



[FRS $1Gonceptual foundations

Fair presentation

» Presentfairly all sustainability-related
risks and opportunities that could
reasonably be expected to affect an

Reporting entity

+ An entity’s sustainability-related financial
disclosures shall be for the same reporting
entity as the related financial statements

entity’s prospects
» Disclose information that is comparable,
verifiable,timely and understandable Connected information
Understand the connection between:
r * Underlying businessissues
Materiality Ak

* Related information about underlying
businessissues within sustainability-
relatedfinancial disclosures

» Across the financial statements,

» Disclose material information about the
sustainability-relatedrisks and
opportunities that could reasonably be
expectedto affect the entity’s

prospects sustainability-related financial

* Information is material if omitting, disclosures and other general purpose
misstating or obscuring that information financial reporting
could reasonably be expected to Data and assumption used in preparing the
influence decisions that primary users of sustainability-related financial disclosures shall

general purpose financial reports make
on the basis of those reports

KPMG | 39
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Strategy - Financial Position, Performance, and Gash Flow

An entity shall disclose informationthat enables users of
general purpose financialreports to understand:

(@) The effects of sustainability-related risks and opportunities
on the entity’s financial position, financial performance and
cash flows for the reporting period (current financial effects)

(b) The anticipated effects of sustainability-related risks and
opportunities on the entity’s financial position, financial
performance and cash flows over the short, mediumand long
term, taking into consideration how sustainability-related
risks and opportunities are included in the entity’s financial
planning (anticipated financial effects)

In doing so, an entity shall considerthe following information regarding financial
position, performance, and cash flow disclosure

s/ 1. Quantitative and qualitative information

2. Anticipated financial effects of a sustainability-related risk or.opportunity

4 3. Additional qualitative information needed if unable to provide quantitative information

due to level of measurement uncertainty involved

KPMG | 40




How to Prepare For The New Sustainability Reporting Regime

Conducta
l[ ’] Materialit 000 .
W) Understandthe El/ Assesstnt& m Engage with
— ¥ | Applicability of i ) Stakeholders
— ¥ | Requirements Climate Scenario
q Analysis EnhanceData
C°"e°t_i°n and Understand and
Determine the scope Establlsh T Reporting monitor expectations
and timing of relevant Governance and assessment for Processes and concerns of key

ESG regulatory
requirements as they
apply to the business
and operations.

Companies should
continue to monitor

updates on evolving
ESG regulations of
the regions in which
they operate.

‘ Accountability

Clearly define
responsibilities and
establish accountability
mechanisms

Create a dedicated

and cross-functional

ESG governance
structure within the
organization to
oversee and drive
progress.

identifying and
prioritizing relevant
ESG issues & Climate
scenario analysis is a

powerful tool for
understanding global
climate risks,
managing disruptions,
and providing investor
insight.
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Implement robust
systems for
gathering,
analyzing,
measuring, and
reporting ESG

data.

Establish proper
processes and
procedures for
assurance of
sustainability
disclosures.

stakeholders
(investors, customers,
employees,

communities).

Engage with
stakeholders to
ensure effective
communication of
sustainability priorities
and progress.
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Audit Gommittee Roles & ESG Journey
Review the appropriateness of he

reporting system and disclosure of
information

Maturity Materiality ESG Govemance ESG Process

& Risk Reporting Assurance

Assessment Assessment Strategy Y F— Development

m © 2024 KPMG Phoomchai Audit Ltd., a Thai limited liability company and a member fimn of the KPMG global organization Document Classification: KPMG Public

Review the presence of the
Company’s risk management,
work processes, control, oversight
of performance of duties

Review the Company’s
Compliance Procedure

Review the compliance of the
Company’s Internal Control
System with Internal Control
Framework

Key Activities

Review the presence of proactive
preventive systemto enhance
operating effectiveness and
efficiency
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Audit Gommittee ESG Oversight Roles - Practical Points

ESG Risk Compliance & Operating Internal Audit

Scope of e
Management Control Efficiency &

Responsibilities

Effectiveness [ How can we support
How effective does Are there Internal Audit to

the Company assess | compliance / Are there sufficient perform ESG audit
ESG risks and controls policy and resources to drive effectively?
monitor action procedures in place ESG goals and

plans? teoffzrc]::\lj;eEsSs(’? reporting accuracy?

Do we have a
specific committee
with the capacity,
interest, and skills to
take the lead on
overseeing the
company’s overall

ESG efforts? « Y , Howcanwe ensure that overall ESG strategy,
« action plans, risk and controls including ESG
operating effectiveness, anck’re[{or/ﬁng are aligned
— within the Group?
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