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Key thematic areas 
for forward-looking 
planning
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How can we leverage our past to 
better predict and prepare for the 
future?
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Evolving risk environment in the age of “polycrisis”

• Eurozone crisis
• Hurricane Sandy
• Flood recovery (2011 

Great Floods)

• Rising inflation
• Afghanistan crisis
• COP26 – National 

Emission Reduction Plans

• Conflict in Eastern Europe
• Energy crisis and inflation
• Crypto crash
• Silicon Valley bank
• Introduction of ChatGPT
• PDPA

2012

2021

2022

• Ebola outbreak
• Aviation incidents
• Ferry disasters
• Global oil price crash

• COVID-19 outbreak
• Australian bushfires
• Amazon rainforest fires
• Trade war escalation

• Crowdstrike
• Aviation safety incidents
• US elections
• Floods (North and South)
• Financial crime/fraud
• Data breach

2014

2019

2024

• China’s stock market turmoil
• Nepal earthquake
• Paris Agreement
• California drought

• Global trade tension
• Cryptocurrency boom and bust
• GDPR

• Data and technology investment – 
adoption of AI and machine learning

• ESG impacts, e.g. Carbon Tax, CBAM, 
IFRS S1, S2

• Thailand minimum wage rate
• El Niño and La Niña

2015

2018

Beyond 2024

• Typhoon Haiyan
• Snowden NSA leak
• Boston Marathon 

bombing

• Global chip shortage
• The Gulf tension 
• Post-EU Transition
• Social unrest

• Conflict in the Middle East
• Supply chain disruption
• Financial market incidents in 

Thailand

2013

2020

2023

• EU transition initiated
• Zika virus

• Hurricanes and extreme weather
• Wannacry Ransomware, 

NotPetya, Equifax data breach
• Opiod crisis in US

2016

2017

• Geopolitical instability
• Potential pandemic
• Human capital and diversity
• Palisades fire
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Key thematic areas for 2025
Organizations are facing an increasingly complex, uncertain, unpredictable, and volatile risk landscape. Below are the selected 
thematic areas which organizations should consider for the risks and controls in the forthcoming year.

External pressures Operational challenges Technology

Third-party relationships and supply chains

Environmental, social and governance

Economic uncertainty and geopolitical 
volatility

Profitability, inflation and liquidity

Operational resilience

Talent management and retention

Cybersecurity

Data governance and privacy

Digital disruption and emerging technology
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Third-party relationships and 
supply chains

Environmental, social     
and governance

Economic uncertainty and 
geopolitical volatility

Risk insights:
• Geopolitical uncertainty 
• Extreme weather 
• Inflation 
• Evolving regulatory landscape 
• Increasing stakeholder expectations 

Example of risk and control actions:
• Assess supply chain processes 
• Provide advice on the sustainability of the 

supply chain operating model 
• Determine if sufficient consideration has been 

given to the risks associated with current 
macroeconomic and geopolitical conditions 

• Sole source/single source management

Risk insights:
• Increased mandating ESG disclosure, e.g. 

IFRS S1, S2
• Carbon neutrality and net-zero emission 

commitments
• Increasing stakeholders’ expectations, e.g. 

social media, green product/services
• ESG as part of the investment criteria, e.g. 

PRI & ESG Investment, FTSE Russell

Example of risk and control actions:
• Provide advice on new reporting requirements
• Assess readiness for new reporting 

requirements 
• Provide guidance on governance, controls and 

processes related to ESG metrics reporting 
• Align risk management capabilities with ESG 

risks and organizational objectives  

Risk insights:
• Economics implications of geopolitical issues 

and wars, such as impacts on growth, inflation, 
financial market, logistics and supply chain, 
and shipping routes 

• US political landscape  
• Middle East dynamics 

Example of risk and control actions:
• Integrate geopolitical risk assessment as a 

core element in audit plans and risk 
evaluations 

• Assess how the first and second lines addres 
and manage risk and operational impacts 
associated with geopolitical volatility 

Key thematic areas for 2025 – external pressures
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Profitability, inflation and 
liquidity

Operational resilience Talent management and 
retention

Risk insights:
• Financial risks, e.g. inflation or interest 

rates, have been marked by intense macro 
economic volatility.

• The augmentation of risks related to 
corporate assets and cashflow presents an 
onerous challenge to long-term financial 
performance, e.g. inflated expense, liquidity 
management, etc. 

Example of risk and control actions:
• Review or revisit investment and financial 

decisions
• Review supply chain and procurement 

practices
• Identify, evaluate and mitigate risks 

associated with inflation and interest rates
• Perform scenario analysis to prepare for 

various adverse scenarios

Risk insights:
• Persistent flux in economic, geopolitical and 

environmental conditions present new threats 
and opportunities to the organization.

• The resilient system may not agile enough to 
adapt to disruptions, preserve critical business 
process and ensure performance of key 
technologies and information systems.

• Evolving regulatory landscape 

Example of risk and control actions:
• Identify suitable response plans to address 

significant threats to the organization
• Thoroughly analyze and comprehend the 

impacts of disruptions 
• Determine intolerable levels of risk and 

perform cost-benefit analyses for mitigation 
and resilience measures

Risk insights:
• Evolution of AI to influence job roles, 

operational methods, required skills, or culture
• Talent and team diversity
• Gen Z to outnumber boomers in the workplace

Example of risk and control actions:
• Evaluate the strategies for workforce, including 

future skills requirements
• Comprehend the implication of employee 

turnover and hiring freezes 
• Assess management’s oversight and plans to 

improve employee-centric aspects

Key thematic areas for 2025 – operational challenges
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Cybersecurity Data privacy and governance 
privacy

Digital disruption and
emerging technology

Risk insights:
• The increasing sophistication of cyber 

threats 
• Growing digitalization of customer channels 
• Adoption of new technology platforms
• Expansion of sensitive data across 

interconnected and integrated networks 

Example of risk and control actions:
• Assess controls to mitigate cybersecurity 

risks and ensure that the first and second 
lines are continuously monitoring 
cybersecurity controls

• Perform control assessments against relevant 
regulations and standards

• Review user access management, data 
management, incident responses, etc.

Risk insights:
• Increased awareness among customers, 

employees and regulators regarding data 
privacy rights and the measures organizations 
take to protect personal information

• High-profile data breaches highlight the 
importance of understanding key data 
repositories, controls and data usage

• Data breaches can lead to loss of customer trust, 
reputational damage and financial penalties

Example of risk and control actions:
• Assess the data privacy protection controls 

within the organization
• Clarify which data is collected and why, where 

it will be stored and transferred, whether it is 
secured, how long it will be retained, and how 
it will be disposed of 

• Review the data breach response plan and 
readiness, including third-party data breach 
response plans

Risk insights:
• AI technology as part of business 
• Risks associated with the ethical deployment of 

AI
• Continued digital transformation across 

industries, with cloud technology often central 
to these transformations

Example of risk and control actions:
• Assess the digital transformation strategy
• Review how AI is being used and develop AI 

risk mitigation plans
• Establish and control AI technologies 

responsibly and ethically

Key thematic areas for 2025 – technology
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Sharpening Your 
Detection Skills in the 
Digital Age

02



13Document Classification: KPMG Public© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai limited liability company and a member firm of the KPMG global organization 
of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights 
reserved.

What does the 
survey say?

An estimated

5%
of revenue
Is lost to
FRAUD 
each year

The use of artificial intelligence (AI)

and machine learning in 

anti-fraud programs is expected to nearly 

Source: ACFE, Occupational Fraud 2024

Median losses for all three primary categories of

OCCUPATIONAL FRAUD increased from 2022 – 2024 

TRIPLE over the next two years.

83%

Financial statement fraud $593,000 $766,000 29%

Corruption $150,000 $200,000 33%

Asset misappropriation $100,000 $120,000 20%

2022 2024 CHANGE

Generative AI
over the next two years

of 
organizations
expect to
implement landscape

FRAUD
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Concealment of occupational fraud
Created fraudulent physical documents

Created fraudulent electronic documents or files

Destroyed or withheld physical documents

Altered physical documents

Altered electronic documents or files

Created fraudulent transactions in the accounting system

Altered transactions in the accounting systems

No concealment method

Deleted or withheld electronic documents or files

Deleted or omitted transactions in the accounting system

Other

Forced or altered account reconciliations

Altered journal entries

Created fraudulent journal entries

Forced or altered account balances in the accounting system

Deleted or omitted journal entries

41% 37%

31%

23%

19%

13%

10%

9%

7%

28%

19%

16%

11%

9%

8%

6%
Source: ACFE, Occupational Fraud 2024
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Occupational fraud affects organizations in different industries
Banking and

financial services

Median loss
$120,000

305
cases

Health care

Median loss
$100,000

117
cases

Median loss
$120,000

305
cases

Median loss
$120,000

305
cases

Manufacturing

Median loss
$267,000

175
cases

Transportation

and warehousing

Median loss
$121,000

60
cases

Information
(e.g. publishing/media/telecom)

Median loss
$166,000

52
cases

Real estate

Median loss
$200,000

29
cases

Energy

Median loss
$152,000

78
cases

Construction

Median loss
$250,000

73
cases

Government and

public administration

Median loss
$200,000

171
cases

Mining

Median loss
$550,000

24
cases

Food service

and hospitality

Median loss
$100,000

35
cases

Median loss
$145,000

65
cases

Wholesale trade

Median loss
$361,000

15
cases

Services (other)

Median loss
$170,000

42
cases

Insurance

Median loss
$190,000

69
cases

Technology
Services

(professional)

Median loss
$100,000

43
cases

Arts, entertainment

and recreation

Median loss
$44,000

34
cases

Agriculture, forestry,

Fishing, and hunting

Median loss
$165,000

40
cases

Median loss
$120,000

305
cases

Utilities

Median loss
$100,000

32
cases

Education

Median loss
$50,000

70
cases

Religious, charitable

or social services

Median loss
$85,000

58
cases

Retail

Median loss
$48,000

78
cases

Source: ACFE, Occupational Fraud 2024

1

2

3

45



How long do different occupational 
fraud schemes last?

Billing Check and 
payment

tampering

Expense
reimbursements

Financial
statement

fraud Payroll

Skimming18 months
Source: ACFE, Occupational Fraud 2024
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of

organizations
 their anti-fraud

controls after experiencing FRAUD

Source: ACFE, Occupational Fraud 2024
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What is the most common 
frequency of analytics 
within enterprise 
governance at your 
organization?
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7%
Don’t
currently
use DA 

11% Real-time

33% Ad hoc/as needed

What is the most common frequency 
of analytics within enterprise 
governance at your organization?

Monthly 20%

Source: KPMG

The most common frequency of analytics 
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Top six data analysis techniques organizations 
currently use

Anomaly detection Automated red 
flags/business rules

Data visualization Predictive analytics Link analysis/social 
network analysis

AI/machine 
learning

54% 37% 28% 22% 18%57%

Source: ACFE, 2024 Anti-Fraud Technology Benchmarking Report
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Anomaly Detection Automated red 
flags/business rules

Data visualization Predictive analytics Link analysis/social 
network analysis

AI/ Machine 
learning

18.% 14% 22.% 13% 32%12%

Source: ACFE, 2024 Anti-Fraud Technology Benchmarking Report

Top six data analysis techniques organizations 
expect to adopt in 1-2 years
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Basic controls
• Policies, procedures and

controls
• System reports
• Ad hoc analysis
• Sample testing
• Hotline reporting

Business rules
• Duplicate transactions
• Threshold amounts
• 100% transactions
• Internal and third-party audits
• High volume of false positives

Anomaly detections
• Transaction comparisons
• Aggregate risk scoring
• Text analytics
• Third party data
• Collective intelligence
• Visualization/dashboards

Predictive models
• Real-time models
• Multivariate analytics
• Use of past fraud cases to

predict future
• Hybrid-rules/predictive

Machine learning
• Machine learning
• Low-volume of false positives
• Automatic alerts/transaction

blocking

BAU Reports

Ad hoc Reports

Real-time Detection

Use of Past Fraud Cases

Supervised ML

Unsupervised ML

Transaction Comparison

Risk Scoring

100% Transactions

Threshold Amount

The evolution of data analytics for fraud monitoring 
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Result from the previous question
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Challenges and solutions

Data availability and quality Capabilities and resources Cost constraints
• Poor data quality/data

consistency across system
• Manual operational process
• Data privacy/security issues

• Establish a clear and aligned data
strategy

• Modify process to include
technology-enabled strategies

• Communicate with IT for upcoming
changes or configurations

• Lack of adequate people with
required skills to implement
digital innovation

• Dedicated DA professional and/or
up-skilling the IA team

• Decide on a cost-effective and
efficient resourcing model based on
organizational structure, size and
strategies

• High costs associated with on
a the digital innovation journey

• Deploy simpler innovation solutions
at the onset and move to more
complex procedures as the
functions mature digitally

Source: KPMG



Traditional vs data analytics 
and automation approach
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7.55s 2.42s 

Quiz

Traditional Data analytics
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Rely heavily on manual methods 
of collecting and analyzing data

Usually on sampling basis

Dependent on reviewer’s 
availability

Manual review of supporting 
documents

Dependent on skill and 
experience levels of the reviewer

Manual schedule of 
audit review period

Traditional approaches Automation approaches

Review can be automated through 
visual monitoring platform

Conducts analysis on 
100% of the data set

Leverage machine learning to detect 
known fraudulent patterns and predict 

future suspicious activities

Focused on using data to 
identify trends and anomalies

Use technology to automate the 
collection and analysis of data
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Review can be automated through 
visual monitoring platform

Rely heavily on manual methods 
of collecting and analyzing data

Usually on sampling basis

Dependent on reviewer’s 
availability

Manual review of supporting 
documents

Dependent on skill and 
experience levels of the reviewer

Manual schedule of 
audit review period

Traditional approaches Automation approaches

Conducts analysis on 
100% of the data set

Leverage machine learning to detect 
known fraudulent patterns and predict 

future suspicious activities

Focused on using data to 
identify trends and anomalies

Use technology to automate the 
collection and analysis of data
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Define the audit
objective(s) 

Determine what analytics
are relevant in achieving
the audit objective(s) Identify relevant IT

systems and assess
availability and
quality of data 

Acquire data
(i.e. extract, load etc.)

Develop analytics
(i.e. script etc.) 

Include analytics
work steps into DA
enabled work program 

Run analytics and
perform initial validation
of results to identify
data and/or logic flaws 

Confirm the results
and revise or rerun
analytics if necessary

Validate results of 
analytics with
business owners

Deep dive into the root cause
of identified exceptions

Report findings and recommendations
to business owners or management

Leveraging data analytics

within an internal audit

4 elements
of successful
data analytics
implementation 

Data

Tools

People

Processes

Source: KPMG
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Continuous auditing vs Continuous monitoring

The combination of technology-enabled 
ongoing risk and control assessments. 

Continuous auditing is designed to 
enable internal auditors to report on 

subject matter within a much shorter 
timeframe than under the traditional 

retrospective approach.

Continuous auditing
A management process that monitors 
on an ongoing basis whether internal 

controls are operating effectively

Continuous  monitoring

Source: Global technology audit guide, IIA



Our experiences in

fraud monitoring
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Use case #1

Technique
 Exact matching
 Fuzzy matching

Technology
 Basic: Power Query features
 Advanced: fraud monitoring 

tool with automated detection 
and visualization

Conflict of interest

Fraud detection powered by Power Query

>25% The largest loss

10million

we have seen is

conflict of interest

of our clients encounter

Business rules

Usual scenario of the conflict of interest (shared information)
Company Alpha frequently engages with a software vendor, TechLogics, which has 
been recommended by Company Alpha IT Manager, Khun Amnart. Recently, some 
invoices with suspiciously high amounts from TechLogics were submitted and were 
consistently and quickly approved by Khun Amnart. 
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Matched 
information

Matching criteria

Detected 
number of 
matched 
employee and 
suppliers

Purchase orders 
of the matched 
suppliers with 
their total 
transactions 
and values

Scenario description

Example of PowerBI Dashboard



36Document Classification: KPMG Public© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai limited liability company and a member firm of the KPMG global organization 
of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights 
reserved.

© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai liability limited company and a member firm of the KPMG global 
organization of independent member firms affiliated with KPMG International Limited, a private English company limited by 
guarantee. All rights reserved.

Use case #2
Fraud scoring

Meaningful insights improve decision-making

Technique
 Weighting and risk scoring 

Technology
 Basic: Power Query features
 Advanced: fraud monitoring 

tool with automated detection 
and visualization

Usual scenario of fraud scoring
When reviewing red flag or alert transactions, the high volume of detected transactions 
can be overwhelming and mentally exhausting. It is essential to remain focused in such 
situations. Fraud scoring can support analysts in making informed decisions and help 
prioritize the highest-risk transactions.

Anomaly detections

Embedding risk scoring into the business rules provides meaningful insights for 
analysts and guides them to highest-risk transactions.

2432
Total Number of Customer

49
High Risk Customer % High Risk Customer

2.09%

Indicator 1 Indicator 2 Indicator … Indicator N

Weighting the indicators and assigning risk rating

11.09% 47.62% 6 3

High

Risk Rating

0.02K (2.09%)

1.58K (97.9%)



37Document Classification: KPMG Public© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai limited liability company and a member firm of the KPMG global organization 
of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights 
reserved.

© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai liability limited company and a member firm of the KPMG global 
organization of independent member firms affiliated with KPMG International Limited, a private English company limited by 
guarantee. All rights reserved.

Use case #3
Bid rigging

Pattern of bid rigging using AI-technique

TechLogics

Heatmap showing the relationship of vendors:

DataPrime

InfoEdge

Bidding information
Date Candidate 1 Candidate 2 Candidate 3 Awarded

2-Jan-22 TechLogics InfoEdge DataPrime TechLogics
… … … … …
… … … … …
… … … … …
… … … … …

7-Jun-22 InfoEdge TechLogics DataPrime TechLogics
… … … … …

6-Feb-23 TechLogics DataPrime InfoEdge TechLogics
… … … … …
… … … … …

3-Aug-23 InfoEdge TechLogics DataPrime TechLogics
… … … … …

9-Nov-23 DataPrime InfoEdge TechLogics TechLogics

drill through

Technique
 Association rule mining

Technology
 Basic: Excel with add-ins or

plug-in features
 Advanced: fraud monitoring

tool with automated detection
and visualization

Usual scenario of bid rigging
In Metropolis city’s IT project, three leading tech firms, TechLogics, InfoEdge and 
DataPrime, are participating in a bidding. Behind the scenes, an illicit agreement is 
formed. TechLogics, the predetermined 'winner’, submits a competitive bid while 
InfoEdge and DataPrime, acting as 'nominee' bidders, submit high, non-competitive 
bids. 

Machine learning
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Use case #4
Behavior analysis

Behavior analysis, I know what you did last summer

GROUP AVG
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PROFILE 1

PROFILE 2

PROFILE 3

PROFILE 4

Anomaly 
behaviors

Technique
 Segmentation
 1.5xIQR Rule

Technology
 Advanced: fraud monitoring 

tool with automated detection 
and visualization

Predictive models

Machine learning

Usual scenario of anomalies
At TechLogics Ltd., the finance department noticed an anomaly — Sales Representative 
Khun Anurak consistently reported unusually high expenses, mainly for client meals and 
entertainments, compared to other sales representatives in the same coverage area. 
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Global Internal Audit Standards – Key insights
2024

• On 9 January 2024, Standards released
• Q2 - Quality assessment readiness tool
• Q3 - Topical Requirement on Cybersecurity 
• Q3 - Quality Assessment Manual

2025
• New Standards become effective 9 January 2025
• Apply for Quality Assessment
• CIA Exam: no change before May 2025

Later in 2025
• Topical Requirements expected for public 

consultation in 2025 – Third-party, Culture, 
Business Resiliency

The Standards combine into one document the five mandatory components of 2017 IPPF (Mission of Internal Audit, 
Definition of Internal Auditing, Core Principles for the Professional Practice of Internal Auditing, Code of Ethics, and 
Standards), as well as one of the recommended non-mandatory elements, the Implementation Guidance. 

ONE DOCUMENT NOTABLE CHANGES

Encompasses the following 
elements from the 2017 IIA 
Standards into one framework:
• Mission of Internal Audit
• Definition of Internal Auditing
• Core Principles for the 

Professional Practice of 
Internal Auditing

• Code of Ethics
• Standards
• Implementation Guidance 

(recommended)

1. Essential Conditions for Board and Senior Management
2. Internal Audit Strategy
3. Integrated Assurance and the Internal Audit Plan
4. Report and Finding Ratings
5. Performance Measurement
6. Technology Enhancement
7. Enhanced External Quality Assessments
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Global Internal Audit Standards – Key insights

1 What are the key changes to the IIA Standards and How does the Internal Audit Team align 
with the new standards?

2 Does the Internal Audit Team have a clear and documented implementation plan for the 
compliance with the new standards?

3
What resources (people, process, technology) are required to implement the new standards 
and does the Internal Audit Team have sufficient and necessary skills for compliance with 
the standards?

4 What training programs or professional development will be needed for the internal 
audit team?

5 Is the key stakeholders (Board, Audit Committee, Senior Management) aware, fully 
informed, and supportive for the implementation?
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Key Takeaways and 
Q&A Session

04



43Document Classification: KPMG Public© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai limited liability company and a member firm of the KPMG global organization 
of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights 
reserved.

Key thematic areas 

to consider 

in 2025
 

Anticipate and address operational challenges in 
this digital age

Become more predictive and agile to effectively 
respond to the evolving risk landscape and the 
age of the “Polycrisis”

Leverage AI, Machine Learning, and Data Analytics 
including GRC Transformation tools, to manage 
the risks and controls of the organization more 
effectively and efficiently, while enhancing fraud 
monitoring and detection capabilities of the 
organization.

Prepare and ready for compliance with the new 
Global Internal Audit Standards which become 
effective on 9 January 2025



44Document Classification: KPMG Public© 2025 KPMG Phoomchai Business Advisory Ltd., a Thai limited liability company and a member firm of the KPMG global organization 
of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights 
reserved.

Key thematic areas 

to consider 

in 2025

Questions & 

Answers
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