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Fraud Risk Management:
Strengthening oversight and foster transparency

[

Audit Committee's roles and responsibilities

Report to the Board if it finds or suspects that there is a transaction or any of the
following acts, which may materially affect the company’s financial condition and
operating results:

Atransactionwhich
causesa

anvFRAUD Aninfringement of the law on
' securities and exchange, the

Irreguiarity, ormaterial W exchange's reguiations, orany
defectinaninternal law relating to the Company’s
control system husiness

CONFLICT OF
INTEREST

Source: Bor Jor/Ror 01-04 Notification of the Stock Exchange of Thailand, Re: Qualifications and Scope of Work of the Audit Committee B.E. 2558 (2015)

Key takeaways for Audit GCommittees

Strengthen internal Enhance detection Adaptto
m controls mechanism technological
Enforce robust internal * Use data analytics and Changes
controls, including regular fraud detection to » Stay informed
audits and monitoring proactively identify about the latest
system suspicious activities technological
: advancements
* Regularly review and )
fraud detection and and their
m Promote an . potential
ethical culture Prever R impact on fraud
* Encourage a “speak-up” :
culture V\?here eFr)anoyeF:as Foster collaboration
and transparency

feel safe to report through
whistleblowing channels * Promote collaboration across

departments to help reduce

* Provide regular training on opportunities for collusion

ethical behavior and fraud
awareness to all + Conduct thorough background checks

employees and monitor employees in sensitive
positions
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Key takeaways for Audit Gommittees - Questions to ask

01 Tone at the top

* Do the Board, Sub-Committees and Management continue send messages/tone to staff on
adhering to the code of conduct and anti-fraud policies to re-enforce a culture of zero tolerance
of fraud?

02 Fraud Risk Assessment

» How often does the company conduct and report to the BOD/AC on the comprehensive fraud
risk assessment?

* Are emerging fraud risks being reported to the BOD/AC?

03 Whistleblowing channels
* Are the current channels effective, secured and communicated?
* Are the cases being reported to the BOD/AC on a timely basis?

» Does the AC have a proper resource in handling the case (if AC is one of the channels)?

04 Detection mechanism

* Are there adequate procedures and technology in place to detect fraud, such as data analytics
and monitoring systems?

05 Training and awareness

* Are the periodic training and awareness programs in place for management and employees on
recognizing and reporting fraud?

» Are the BOD/AC trained on their roles in relation to fraud (and anti-corruption)?

06 Periodic review
* Are anti-fraud controls included in the review by IA?

* Are anti-fraud policies and procedures regularly review and submitted for BOD/AC approvals to
ensure they are up-to-date and aligned with best practices?
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