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A conversation with Sir Bernard Hogan-Howe —Thursday 29 June 2017

Sir Bernard Hogan-Howe provided a fascinating insight into his time as Metropolitan Police 
Commissioner, the challenges that our police forces face, and the recent developments we have 
seen relating to the evolving terrorist threat.

Going back ten years, the devastating 7/7 attacks on London brought about some significant changes to how 
counter-terrorism is organised nationally in the UK. The setting up of counter-terrorism units in major cities, and 
an enhanced relationship with MI5 resulted in greater trust and information sharing at a local, national and 
international level. With no land border with mainland Europe, a high level of gun control and relatively better 
community integration than in many of our European neighbours, we had not seen the extent and volume of 
attacks suffered in, for example France or Belgium. 

However, 2017 has very sadly brought a real step change with the significant loss of life in the attacks affecting 
Westminster, Manchester, London Bridge and Finsbury Park. “When people start dying, you start to think 
differently.” 

Whilst there is no miraculous cure to the threat we face, there are certain steps that can help businesses be 
better prepared, reassure their staff and customers, and react more effectively in the wake of an attack.

Sir Bernard shared with us his ten areas for businesses and boards to give consideration to:

1. Use security experts well

Give consideration to the physical risk assessment of 
premises, how could these be enhanced to protect 
those inside? Could counter-terrorist advisors help 
provide additional solutions or identify weak spots? How 
could simple, often inexpensive, solutions provide an 
extra layer of physical protection? Might, for example, 
something as simple as large decorative planters deter a 
vehicle from violating your main entrance?

2. Vehicle access

Is vehicular access effectively controlled and monitored? 
How are goods deliveries or suppliers managed to 
mitigate the risk of everyday vehicles being used as 
weapons? Is the goods-in area a potential open door to a 
terrorist?

3. Evacuation or stay put plans

Most organisations invest significant time into ensuring 
staff are well informed and well-practiced in the 
procedures to follow when evacuating company 
premises. Does the same follow if the building is 
invaded and it is safest to stay inside? Are there 
designated safe areas where people can be protected by 
physical barriers/fire shutters etc.? Is this well 
communicated and understood? Has regular scenario-
testing taken place?

4. Shared sites

Organisations are often part of a wider infrastructure, e.g. 
shopping centres, business parks, industrial estates or 
offices in shared, managed buildings.  How joined up are 
the crisis action plans for each of the occupants? Do 
security teams liaise effectively as a community and is 
the approach co-ordinated, or are plans created and 
executed in silos?

5. CCTV

CCTV and access to video and audio of perpetrators can 
be hugely valuable in the prevention and detection of 
crime, when used effectively. Where is the central CCTV 
control point? Is this known? What access can the 
security teams gain from outside of the control point e.g. 
via the internet?

6. Internet and Wi-Fi – friend and foe

Access to Wi-Fi is an everyday expectation now and 
most companies have a customer-friendly approach to 
online access. In an attack situation, internet/Wi-Fi 
access can be a positive thing (e.g., allowing hostages to 
get a message out), but conversely, it can also provide 
assistance (or a mouthpiece) for attackers that the 
organisation may need to interrupt. Can this be done, and 
quickly if needed?
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7. Insider threat

The insider threat has been evident in many post-attack 
investigations. Cyber-crime is often cited as being 
committed with insider help (whether active or 
unwitting) and recent press reports suggest that the 
recent Manchester Arena attacker had access to 
hydrogen peroxide, a commonly available chemical. How 
might a business or industry provide access to products 
that could facilitate criminal activity? For example, do 
employees or contractors have access to supplies that 
could be used for making explosives? What procedures 
are in place to restrict access to large volumes of 
dangerous products? Is there easy access to large 
vehicles? Are opportunities provided that could help 
individuals carry out extremist activities e.g., fire-arms 
training?

8. Staff overseas

Does the organisation always know where its people 
are? What plans are in place to support people caught up 
in a crisis situation? Is the organisation ready and able to 
support family members? What welfare support is 
available? How is this communicated and managed? Do 
employees know about the help available and how to 
access it? 

9. Statutory duty for health and safety

As a statutory duty, organisations and leadership are 
required to ensure appropriate health and safety 
standards are adhered to. But what consideration is 
given to the security aspects that are inexorably linked to 
health and safety? For example, if a business handles a 
dangerous material (e.g., nuclear waste), the safety of 
how this is handled within the business will be a 
fundamental part of the organisation’s operations – but 
does the security of the material attract the same level 
of attention? What is the risk of theft? What are the 
procedures that prevent criminal access? Are these fit 
for purpose and working as intended?

10. Exercise, practice and test

Plans need to be rigorously tested. It is important not to 
make assumptions, and plans may not always survive 
contact with reality. Testing and practice also serves to 
reassure staff that the organisation takes their safety and 
security responsibilities very seriously. However, re-
testing is important too. Things change and develop - so 
regularly revisiting procedures, challenging potential 
scenarios and executing practice drills are all key to 
avoiding complacency.

Forthcoming breakfast events

Conversation about cyber risk – a growing 
threat: Thursday 14 September 2017

Sir Iain Lobban KCMG CB, former Director of the UK 
security and intelligence organisation GCHQ, will 
lead a discussion on addressing the growing threat 
of cyber risk. 

Conversation with a chairman: 
Wednesday 15 November 2017

Richard Burrows, chairman of British American 
Tobacco, joins us to give a board chairman’s 
perspective on the audit committee.

We will start with tea and coffee at 7:45am, sit 
down for breakfast at 8:00am and finish our 
discussion by 9:30am. 

Both breakfasts will take place at Number Twenty, 
Grosvenor Street, W1K 4QJ. 

To reserve your place at either breakfast please 
email us or contact us on 0207 694 8855.

Tim Copnell
Chairman of the UK Audit Committee Institute

T: +44 (0)20 7694 8082
E: tim.copnell@kpmg.co.uk

kpmg.com/uk

The information contained herein is of a general nature and is not intended to address the 
circumstances of any particular individual or entity. Although we endeavour to provide accurate 
and timely information, there can be no guarantee that such information is accurate as of the 
date it is received or that it will continue to be accurate in the future. No one should act on 
such information without appropriate professional advice after a thorough examination of the 
particular situation.

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network 
of independent member firms affiliated with KPMG International Cooperative (“KPMG 
International”), a Swiss entity. All rights reserved.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.

Produced by CREATE l Document number: CRT084863A

mailto:acichair100group@kpmg.co.uk

	FTSE100 conversation about terrorism as a business risk
	Slide Number 2


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages false

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages false

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages false

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages false

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





