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The UK Government’s Africa Cyber 
Programme

Protecting the most vulnerable
in Africa from cyber threats

Millions of people remain excluded from the digital
economy giving rise to a damaging global digital
divide. Anything that prevents those excluded from
getting online, such as issues around security,
exacerbates that divide further.
Middle-income countries in Africa are keen for their citizens and businesses to
harness the potential of digital access to boost economic development. Digital
access for their citizens is growing fast but improvements in cybersecurity
typically lag far behind. This gap is fertile ground for cybercrime. The harm
caused by cybercrime acts as a brake on development. As well as causing
direct economic loss, it reduces trust in technology and the internet, particularly
among the economically vulnerable.

As ever, the impact of crime is felt most keenly by those who have the least.

African governments are acting to shore up their cyber defences, making their
systems and infrastructure more resilient and educating their populations on
how to remain cybersecure, but this is a substantial challenge.

Over a 16month programme October 2022 to March 2024, the FCDO, through
its Africa Cyber Programme (ACP) is investing £3m to select, design and
implement projects to improve cyber capability and reduce harm in Kenya,
Nigeria and South Africa.

Backed by £3 million of UK aid from the Conflict, Stability and Security
Fund, the ACP is a major UK government investment that builds on the
£10m successfully invested in the Digital Access Programme (DAP)
Pillar 2 – Trust and resilience. The DAP programme was the UK’s
largest ever overseas cyber capacity building investment. The ACP will
contribute to the UK and FCDO’s vision of ‘thriving, open digital
societies powered by trusted technologies, with the UK leading efforts
to uphold a free, open, peaceful and secure cyberspace’.

6 main projects are being designed for Africa. These include supporting
the South African Police Service (SAPS) by developing and delivering
a course for Detectives to help them solve cyber crime, improving
Kenyan citizen's awareness of cyber threats and the governments’
strategy for addressing this, including providing a specific toolkit for
SMEs to use, and in Nigeria supporting judges, prosecutors and law
enforcement officers with digital evidence handling and digital forensic
training to strengthen their capacity to prosecute cybercrimes.

In each instance, the ambition is to build sustained capability that
allows national partner governments to better protect their citizens
online or to defend their critical national infrastructure from cyber
threats.

Ultimately, the ACP builds on the UK’s cybersecurity experience to help
these countries improve safe digital access, bring excluded populations
into the digital economy, reduce poverty and stimulate inclusive
economic growth.

The Africa Cyber Programme following on from the Digital Access
Programme is a UK Government Programme which catalyses
inclusive, affordable, safe and secure digital access for underserved
populations in Africa; promoting digital ecosystems that stimulate
innovations for local development challenges and creating local skilled
jobs.
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Overview of Projects (To date)

UK
Central Coordination & 
alignment with UK objectives

Nigeria
• Improving the prosecution of 

cybercrime in Nigeria 

• Defending Nigeria’s critical 
infrastructure from cyber threats

• Cyber Hygiene Benchmarking

Kenya
• Improving the prosecution 

of cyber crime in Kenya

• Raising awareness of 
cybersecurity across Kenya

South Africa 
• Improving the prosecution 

of cyber crime in South 
Africa

• Providing a cyber career for 
underprivileged students



South Africa



Improving the prosecution of 
cyber crime in South Africa
Why are we delivering this work? 
On 26th  May 2021, the  South  African  Pres ident  s igned  the  
Cybercrim es  Act  19 in to  Law . The  b ill is  in tended  to  act  as  a  
de te rren t  for cyber-crim e and  crim ina ls . While  the  South  
African  Police  Service  (SAPS) is  em pow ered  to  act  aga ins t  
cybercrim es , a  lack of cybercrim e t ra in ing  and  aw areness  of the  
new ly im plem ented  Cybercrim es  Act  m ay cause  cha llenges  to  
the ir ab ility to  inves t iga te  cybercrim e and  bring  crim ina ls  to  
jus t ice . 
Us ing  loca l supplie rs , the  pro ject  a im s  to  ensure  tha t  m em bers  
of the  South  African  Police  Service  (SAPS) rece ive  t ra in ing  in  
aspects  re la t ing  to  the  de tect ion , p revent ion , and  inves t iga t ion  
of cybercrim es . The  pro ject  a im s  to  deve lop  and  im plem ent  
accred ited  t ra in ing  program m es  for m em bers  of the  South  
African  Police  Service  (SAPS) prim arily involved  w ith  the  
de tect ion , p revent ion , and  inves t iga t ion  of cybercrim es . The  
pro ject  w ill a ss is t  the  South  African  Police  se rvice  in  m ee t ing  
requirem ents  defined  in  Chapter 8, Sect ion  55 of The  South  
African  Cybercrim es  Act  19 of 2022. The  pro ject  w ill a im  to  
crea te  cybercrim e m ate ria l and  w orkshops  tha t  can  be  u t ilised  
by the  SAPS to  de liver t ra in ing  to  10,000 s ta ff. 
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DDoocucummenentt  CCllassiassiffiicatcatiioonn:: O Offffiicicialal

Cybercrime training for the South 
African Police Service (SAPS) 

Who are we working with?
– South  African  Police  Service  (SAPS)
– KPMG South  Africa
– Key de livery partner is  VizSt ra t  Solu t ions , a  loca l supplie r 

specia lised  in  cyber crim e  t ra in ing

What is being delivered?
– Analys is  w ill be  conducted  on  SAPS know ledge gaps  and  

t ra in ing  needs  to  upda te  the  SAPS cybercrim e needs  
ana lys is  and  previous ly defined  t ra in ing  fram ew ork

– Tw o-w eek pract ica l cybercrim e w orkshop
– Aw areness  sess ion  to  SAPS leadersh ip  to  a id  sen ior SAPS 

s takeholders  in  unders tanding  the  th rea ts  and  opportun it ies  
tha t  a rise  w ith in  cyber security

– Draft  in te rnat ional p ro tocols  gu ide lines  tha t  w ill a ss is t  w ith  
the  provis ion  as  w ell as  reques t  o f e lect ron ic 
evidence/ a rt icles  across  the  borders  of the  Republic

– Delivery of t ra in  the  t ra iner sess ions  to  SAPS recru it s  on  
Cybercrim e Act
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Providing a cyber career for 
underprivileged students
Why are we delivering this work? 
An increas ing  num ber of com panies  a re  t rying  to  im plem ent  
in te rnsh ip  program m es  to  reso lve  the ir is sue  of IT Skill 
short fa lls . How ever candidates  com ing  out  o f the  South  
African  educa t ion  sys tem  do  not  have  the  IT and  soft  skills  
founda t ion  required  to  be  success fu l IT in te rns . This  resu lt s  in  
few  in te rns  be ing  appoin ted  in to  perm anent  pos it ions .
This  pro ject  w ill he lp  bridge  the  cyber skills  gap  and  a id  
s tudents  to  in tegra te  successfu lly in to  a  profess ional w orking  
environm ent  in  Cape  Tow n. It  w ill equip  candida tes  w ith  the  
skills  and  too ls  to  des ign  a  sus ta inable  ca reer (tha t  w ill 
pos it ive ly im pact  the ir hom e-life  and  com m unity); and  w ill a lso  
provide  a  pool o f w ell-equipped  and  skilled  candida tes  tha t  
m atch  w hat  com panies  require .
This  w ill resu lt  in  an  increased  d ig ita l and  cyber know ledge of 
young candida tes  tha t  he lps  bridge  the  skills  gap  and  increases  
em ploym ent  in  underprivileged  a reas . This  in  tu rn  w ill p rovide  
bus inesses  w ith  t ra ined  resource  to  be t ter equip  the ir 
cybersecurity team s , increas ing  the ir capabilit ies  to  defend  
aga ins t  cyber th rea ts .
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DDoocucummenentt  CCllassiassiffiicatcatiioonn:: O Offffiicicialal

Cyber training for underprivileged 
school leavers 

Who are we working with? 
– KPMG South  Africa  
– MiDO Academ y
– Know Be4

– What is being delivered? 
– MiDO Cyber In te rn  Readiness  Program m e w ill support  20 

school leavers  over 12 m onths . Part icipants  w ill ga in  
va luable  d ig ita l, cyber and  bus iness  skills  to  a llow  them  to  
succeed  in  the  Cyber and  IT m arket . 

– The  curricu lum  is  develop  a  w ell-rounded  skill se t  tha t  
p repares  s tudents  for a  ca reer in  IT and  enhances  overa ll 
em ployability and  adaptab ility. 

– The  b lended  curricu lum  is  s t ructured  to  cover founda t iona l 
d ig ita l skills  e .g . bas ic com puter lit e racy, d ig ita l lit e racy, and  
com m unica t ions  skills , a s  w ell as  cyber-specific t echnica l 
skills  covering  Com pTIA Security+ SYO-601, Com pTIA 
Netw ork+, and  Com pTIA A+ cert ifica t ions .
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Improving the prosecution of 
cyber crime in Kenya
Why are we delivering this work? 
Cybercrim e is  a  p revalen t  is sue  in  Kenya, and  the  2022 Nat ional 
Cybersecurity S t ra tegy has  iden t ified  the  prevent ion  of 
cybercrim es  as  a  core  priority for the  Kenyan  governm ent  over 
the  com ing  years . Kenya has  adapted  various  po licies , 
opera t ional and  adm inis t ra t ive in it ia t ives  to  im prove  na t iona l 
cybersecurity. In  an  e ffort  to  s t rengthen  the  cybersecurity 
leg is la t ive  fram ew ork, the  Com puter Misuse  and  Cybercrim es  
Act  w as  enacted  in  2018, w hich  in  tu rn  es tab lished  the  Nat ional 
Com puter and  Cybercrim es  Coord ina t ion  Com m it tee  (NC4) to  
coord ina te  cybersecurity e ffort s . This  leg is la t ion  is  curren t ly 
the  overarch ing  law  for the  pro tect ion  of Crit ica l Inform at ion  
Infras t ructures  and  m anagem ent  of cybercrim e in  Kenya. 
Whils t  the  m it iga t ion  of cybercrim es  is  a  core  priority of the  
leg is la t ion , the  level o f cybercrim e in  Kenya cont inues  to  be  
h igh . It  is  the re fore  param ount  tha t  law  enforcem ent  have  
sufficien t  know ledge and  unders tanding  of cybersecurity, 
pa rt icu larly in  dom ains  pert inen t  to  d ig ita l crim es , to  ensure  
tha t  appropria te  act ion  can  be  taken  to  enable  cybercrim es  to  
be  successfu lly inves t iga ted  and  prosecuted .
The  pro ject  w ill de liver t ra in ing  for a  se lected  cohort  o f J udges , 
Prosecutors  and  Law  Enforcem ent  office rs  to  provide  them  
w ith  the  conten t  and  skills  required  to  s t rengthen  the ir 
capacity to  prosecute  cybercrim es . This  a im s  to   increase  
successfu l p rosecut ions  and  act  as  a  de te rren t  for cybercrim e.
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Digital forensics and evidence handling training 
for Judges, Prosecutors and Specialist Law 
Enforcement officers 

Who are we working with?
– Directora te  of Crim ina l Inves t iga t ions  (DCI) Kenya
– Office  of the  Director of Public Prosecut ions  (ODPP) Kenya
– Key de livery partners  a re  UK supplie rs , PGI and  CYSIAM

What is being delivered?
– A ta ilo red  Dig ita l Forens ics  and  Dig ita l Evidence  Handling  

t ra in ing course
– Tw o five-day Dig ita l Forens ics  t ra in ing  w orkshops  de livered  

to  the  Departm ent  for Crim ina l Inves t iga t ions  (specia lis t law  
enforcem ent  office rs )

– Tw o tw o-day Dig ita l Evidence  Handling  Workshops  for 
J udges  and Prosecutors

– A cyber res ilience  scenario  via  the  4D Ins igh t  s im ula t ion  
p la t form  for J udges  and  Prosecutors
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Raising awareness of 
cybersecurity across Kenya
Why are we delivering this work? 
In  Augus t  2022, the  Governm ent  of Kenya (GoK) published  it s  
second  Nat iona l Cybersecurity S t ra tegy, w ith  the  u lt im ate  purpose  
of bu ild ing  a  secure , res ilien t  and  t rus ted  cyberspace  for the  people  
of Kenya through a  coord ina ted  approach , w hils t  cap ita lis ing  on  
the  benefit s  o f a  d ig ita l econom y. The  s t ra tegy is  in tended  to  se rve  
as  a  roadm ap to  address  new  cha llenges  and  em erging  threa ts  in  
the  cybersecurity dom ain . 
S ta t is t ics  ind ica te  tha t  the  num ber of cyber th rea ts  de tected  in  
Kenya has  s ign ifican t ly increased  in  the  las t  3 years  – the  s t ra tegy 
h ighligh ts  tha t  over 140 m illion  cyber th rea ts  w ere  de tected  in  J u ly 
– Septem ber 2021 as  com pared  to  4,589 in  the  sam e period  in  2017. 
Despite  a  grow ing  num ber of incidents , governance  of cyberspace  
in  Kenya has  rem ained  la rge ly uncoord ina ted  w ith  lit t le  clea r 
s t ructure . While  Kenya has  enacted  various  po licies  and  law s , 
regula r review  and  upda te  is  necessary in  order to  e ffect ively 
address  em erg ing  risks  and  threa ts . As  a  resu lt , the  GoK has  
iden t ified  cybersecurity as  a  na t iona l econom ic and  security 
cha llenge  and  priority w hich  the  s t ra tegy seeks  to  address .  
SMEs  a re  the  driving  force  of Kenya’s  econom y, cont ribu t ing  up  to  
40% of Kenya’s  GDP. The ir im portance  is  underlined  in  the  Kenya 
Vis ion  2030 as  they offe r the  m os t  po ten t ia l fo r GDP grow th  and  
em ploym ent  prospects . How ever, lim ited  cyber security gu idance  
and  s tandards  for SMEs curren t ly exis t s .
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Educating Kenyan citizens on how 
to protect themselves against cyber 
harms 

Who are we working with? 
– Com m unica t ions  Authority (CA), Governm ent  of Kenya 
– Com puter and  Cybercrim es  Coord ina t ion  Com m it tee  (NC4) 
– KICTANET, Kenyan  ICT Think Tank
– Globa l Cyber Alliance  

What is being delivered? 
– A cyber security too lkit  t a ilo red  to  su it  SMEs 
– A too lkit  com m unica t ions  p lan  to  spread  the  m essage  

w ide ly and  m axim ise  too lkit  use
– An SME ‘Tra in  the  Tra iner’ p rogram m e so  t ra iners  can  

spread  the  m essage  on  cyber hygiene and  sus ta in  the  
benefit s  o f the  too lkit

– A cyber hygiene aw areness  cam paign  a ligned  to  
Governm ent  of Kenya priorit ies , des igned  to  ra ise  public 
aw areness  of the  Governm ent 's  Trans form at ional Dig ita l 
Agenda  (GoTDA) w hich  a im s  to  prom ote  sa fe  d ig ita l access  
for the  m os t  vu lnerab le  groups  across  Kenya
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Improving the prosecution of 
cybercrime in Nigeria
Why are we delivering this work? 
Given  the  s ize  of the  cha llenge , the  Nigerian  Police  Force  (NPF) 
curren t ly have  insufficien t  ab ility to  inves t iga te  cybercrim e and  
bring  crim ina ls  to  jus t ice . This  is  in  part  caused  by the  shortage  
of d ig ita l fo rens ics  capability as  w ell as  a  lack of defined  
processes  to  report  and  m anage incidents . There  a re  a lso  
sys tem ic is sues  am ongs t  J udges  and  Prosecutors  w hich  
reduces  the  like lihood  tha t  cybercrim es  can  be  success fu lly 
prosecuted . 
Curren t ly there  is  a  lim ited  num ber of ind ividua ls  w ith  
sufficien t  know ledge of d ig ita l fo rens ics  and  crit ica l evidence  
required  for cybercrim e cases . 
The  pro ject  a im s  to  t ra in  a  se lect  cohort  o f Nat ional J udicia l 
Ins t itu te  (NJ I) J udges , Prosecutors  and  Law  Enforcem ent . This  
w ill p rovide  them  w ith  the  conten t  and  skills  required  to  
s t rengthen  the ir capacity to  prosecute  cybercrim es . This  w ill 
increase  the  num ber of successfu l p rosecut ions  and  act  as  a  
de te rren t  for cybercrim e. 
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DDoocucummenentt  CCllassiassiffiicatcatiioonn:: O Offffiicicialal

Digital forensics and evidence handling 
training for Judges, Prosecutors and Specialist 
Law Enforcement officers 

Who are we working with?
– Nigerian Police  Force  (Cybercrim e Unit )
– Nat ional J udicia l Ins t itu te  (NJ I)
– Federa l Minis t ry of J us t ice  (FMoJ )
– Office  of the  Nat ional Security Advisor (ONSA)
– UK de livery partners  PGI and  CYSIAM

What is being delivered?
– A ta ilo red  Dig ita l Forens ics  and  Dig ita l Evidence  Handling  

t ra in ing  course
– 5 Day Dig ita l Forens ics  t ra in ing  w orkshop to  the  Police  

Cybercrim e Unit  (specia lis t law  enforcem ent  office rs )
– Tw o-day Dig ita l Evidence  Handling  Workshop for J udges  

and  Prosecutors
– A cyber res ilience  scenario  via  the  4D Ins igh t  s im ula t ion  

p la t form  for J udges  and  Prosecutors
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Defending Nigeria’s critical 
infrastructure from cyber threats
Why are we delivering this work? 
A res ilien t  Crit ica l Nat ional Inform at ion  Infras t ructure  (CNII) is  
key to  socie ta l res ilience  to  th rea ts  and  harm s . It  underp ins  the  
provis ion  of m any se rvices  to  cit izens . Fa ilure  of in fras t ructure  
can  lead  to  m any harm s  including  phys ica l, socia l and  
econom ic. By increas ing  Nigeria’s  capability to  regula te  CNII, 
th is  should  im prove  res ilience  across  the  w ider CNII and  
there fore  reduce  harm s .
This  pro ject  a im s  to  increase  Nigeria’s  ab ility to  pro tect  it s  
Crit ica l Nat ional Inform at ion  Infras t ructure  (CNII) by 
es tab lish ing  CNII cyber m aturity governance  and  by build ing  
the  capacity of Nigeria’s  CNII regula tors  and  opera tors  to  
respond to  CNII incidents . This  w ill im prove  the  res ilience  of 
Nigeria’s  crit ica l na t iona l in form at ion  infras t ructure  thereby 
reducing  harm s  to  the  vu lnerab le .
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DDoocucummenentt  CCllassiassiffiicatcatiioonn:: O Offffiicicialal

Critical National Infrastructure 
Protection

Who are we working with?
– Office  of the  Nat ional Security Advisor (ONSA)
– Nigeria  CNII Regula tors
– Nigeria  CNII Opera tors
– KMPG Nigeria

What is being delivered?
– A tab le top  s im ula t ion of a  m ajor cyber-a t tack on  Nigerian

Telco  sector to unders tand  curren t  s ta te  incident  response .
Pos t  incident  report  to  provide  recom m endat ions  to  ass is t
w ith  prepara t ion  for a  live  event .

– A CNII Cyber Maturity Review Policy.
– A CNII Cyber Maturity Fram ew ork and  guide lines  for

applying  it  e ffect ively.
– CNII Cyber Maturity Policy and  Fram ew ork t ra in ing  for

ONSA and  chosen Regula tors .
– A p ilo t  o f a  CNII Cyber Maturity review for a  se lected

opera tor w ith in  the  Te lecom m unicat ions  sector. This  w ill
act  as  a  m odel for fu ture  assessm ents  conducted  by
Independent  Review ers , a llow ing  CNII opera tors  and
ONSA to  au tonom ous ly review  CNII m aturity.
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Strengthening the cybercrime 
defences of Nigerian 
businesses 
Why are we delivering this work?
In  today’s  rap id ly m oving  online  th rea t  landscape , it  is  m ore  
im portan t  than  ever for o rganisa t ions  to  have  a  cyber hygiene  
rou t ine  w hich  pro tect s  them  from  everyday breaches  from  
opportun is t ic cyber crim ina ls . When good cyber hygiene  is  
p roperly in tegra ted  in to  an  organisa t ion , w ith  the  righ t  
behaviours  and  da ily rou t ines , o rganisa t ions  a re  ab le  to  pro tect  
them se lves  aga ins t  the  m os t  com m on cyber a t tacks . This  
pro ject  scope  and  a im s  a re  developed  in  a lignm ent  w ith  
reques t s  o f support  from  the  Federa l Governm ent  of Nigeria .
The  pro ject  a im s  to  assess  the  curren t  level o f cyber hygiene  
aw areness  across  Nigeria . The  pro ject  w ill iden t ify a  sugges ted  
scope  for a  na t iona l cyber benchm ark. It  a lso  a im s  to  
unders tand  the  cha llenges , benefit s  and  cons idera t ions  of 
im plem ent ing  such  a  benchm ark, th rough a  governm ent  
backed  schem e in  Nigeria . 
The  Federa l Governm ent  of Nigeria  (FGN) a im s  to  de te rm ine  
the  righ t  scope  for a  cyber ce rt ifica t ion  schem e for 
organisa t ions  (including  Sm all, Medium  and  Micro  Ente rprise  
SMMEs) to  ce rt ify the ir level o f cyber hygiene . For ins tance , 
FGN w ould  like  to  explore  the  poss ib ility to  deve lop  a  schem e 
s im ila r to  the  UK NCSC Cyber Essent ia ls  and  Cyber Essent ia l 
p lus , w hich  provides  organisa t ions  w ith  cyber hygiene  
pract ices  to  pro tect  them selves  and  the ir cus tom ers  and  
u lt im ate ly cit izens  from  cyber a t tacks . This  a lso  he lps  to  
dem ons t ra te  organisa t ions ’ com m itm ent  to  cyber security.
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Cyber Hygiene Benchmarking 

Who are we working with? 
– Office  of the  Nat ional Security Advisor (ONSA)
– KMPG Nigeria

What is being delivered? 
– An online  survey to  co llect  in form at ion  on  base line

know ledge of cyber security in  Nigeria
– A sum m ary report  assess ing  the  curren t  level o f cyber

hygiene  aw areness  in  Nigeria .
– A feas ib ility s tudy provid ing  cons idera t ions  to  des ign  and

develop  a  cyber benchm ark requirem ent  schem e in  Nigeria .
– A com m unity w orkshop to  presen t  the  find ings  of the  report

back to  s takeholders  w ho engaged  w ith  the  w ork.
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