Undéf'étanding the new SO 27001 standard, a 'Step:'by- S
step guide for'new certification or recertification.

Enhanced information security framework

At the end of October 2022, the International Organization
for Standardization (ISO) published a new version of
ISO/IEC 27001:2022.

The new version is a moderate update from the previous
version of the standard: ISO 27001:2013. The majority of
changes relate to the Annex controls and align to ISO/IEC
27002:2022 updates, published earlier in 2022. The
Annex controls have been rearranged and new Annex
controls added.

At KPMG, we have developed a structured timeline which
outlines the transition period, with a deadline of October
2025.

ISO/IEC 27001: 2013 vs 27001:2022 changes
at a glance

Changes to The title of the ISO 27001 standard has
the title of changed to ISO/IEC 27001:2022

the Information security, cybersecurity and
standard privacy protection — Information security
management systems — Requirements.

The change reflects the modern compliance
landscape, regulations such as GDPR and
the evolving cyber threat organisations face.

Minor * 4 new requirements added to clauses 4
changes in -10

SEEEEE Il - o significant requirements from 1SO
10 27001:2013 were removed

The 14 Annex A sections have been
consolidated into 4 sections (People,
Technological, Physical and Organizational)
to simplify and streamline the process of
selecting and implementing security
controls.

Structural

changes to
Annex A

Changes in .
Annex A .
controls

93 Annex A controls, reduced from 114
11 new controls

* 57 controls merged together

« 1 control split

« 23 controls renamed

« 35 controls with no changes

» No controls were removed
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ISO/IEC
27001:
2013

Companies can
certify against
the 2013
revision until
April 2024.

Companies certified
against the 2013
revision must
transition to the 2022
revision by October
2025.

Companies can apply for
certification against the 2022
revision from October 2023.

ISO/IEC
27001: 2022

October 2022 October 2023 October 2025

New security controls in ISO/IEC 27001:2022

Threat intelligence

Information security for use of cloud services

ICT readiness for business continuity

Physical security monitoring

Configuration management

Information deletion

Data masking

Data leakage prevention

Monitoring activities

Web filtering

Secure coding

ISO/IEC 27001:2013

ISO/IEC 27001:2022

Clauses in the
main part of the standard

Security
Controls in Annex A

Sections
In Annex A
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The ISO 27001:2022 certification process

This information is not intended as professional advice; consult qualified professionals for guidance for your particular

circumstances.

1. Companies seeking certification for the first time

While companies can certify against the 2013 revision of the ISO 27001 standard until April 2024, we highly recommend that all
companies seeking certification for the first time pursue certification against the 2022 version of the standard. Companies can
apply for certification against the 2022 version from October 2023.
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changes that based on reassess your stage.
will be readiness readiness.
required. assessment
results.

2. Currently certified companies

There is a transition period of three years after the publication of ISO/IEC 27001:2022. Currently certified companies will need
to recertify against the new standard by October 2025.

2024 - 2025

2023 - 2024 2024 2024 2024
Readiness Gap remediation Control Certification audit
assessment

Conduct readiness
assessment to
understand the

changes that will be

Review and modify
ISMS policies and
supporting
documentation.

implementation
Implement new

controls or modify

existing controls.

Schedule and
conduct an internal
audit to reassess
your readiness.

?

Get 1ISO 27001:2022
certified

Start to certify
against new release

required.

How KPMG can help

Some or all of the services below may not be permissible for KPMG audited entities.

Gap Analysis Implementation

We can support you in implementing
the necessary processes and
controls mandated by the ISO
27001:2022 standard, ensuring

compliance with its requirements.

We can complete a gap assessment
of your ISMS’ conformance to the
ISO 27001 standard and review

controls which have been identified
as applicable to your ISMS,
highlighting current design gaps.
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act on such information without appropriate professional advice after a
thorough examination of the particular situation.

© 2024 KPMG LLP, a UK limited liability partnership and a member firm of
the KPMG global organisation of independent member firms affiliated with
KPMG International Limited, a private English company limited by
guarantee. All rights reserved.

E: jack.porter@kpmg.co.uk

Darnte Cranston
Manager

Cyber & Technology Risk | KPMG UK
T: +44 (0) 7769 283 582
E: darnte.cranston@kpmg.co.uk

The KPMG name and logo are trademarks used under license by the
independent member firms of the KPMG global organisation.

CREATE: CRT150607A


mailto:neil.coutts@kpmg.co.uk
mailto:jack.porter@kpmg.co.uk
mailto:darnte.cranston@kpmg.co.uk
https://twitter.com/kpmguk
https://www.linkedin.com/company/1080
https://www.youtube.com/user/KPMGUK
https://home.kpmg.com/uk/en/home.html

	Slide 1: ISO/IEC 27001: 2022
	Slide 2



