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This document outlines the critical role internal audit
holds in helping telecommunications companies
manage some of today’s most important risk areas
more effectively and unlock underlying value for the
company in the process.

The 10 focus areas explore some of the leading risks telecommunications
companies face as they strategize and make investments. KPMG LLP’s
(KPMG) selection of consideration areas is based on a number of inputs,

including:
— Discussions with chief audit executives at telecommunications companies

— Insights from KPMG professionals who work with telecommmunications
companies

— Various KPMG-sponsored industry and technical accounting share forums

— KPMG survey data, including a recent study, Seeking value through
Internal Audit, in which KPMG and Forbes surveyed more than 400 chief
financial officers and audit committee chairs to identify the insights internal
audit functions are providing, as well as opportunities where internal audit
organizations can improve.

Note: Every telecommunications company is unigue and it is important that
internal audit rely on a company-specific analysis of its risks in developing its
internal audit focus areas.

Top 10 internal audit considerations for telecommunications companies

Cybersecurity

Capital expenditures

Data governance

Customer experience

Network data integrity

Increasing demand

Data analytics and continuous auditing
Third-party relationships
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Drivers:

Avoiding costly consequences of data breaches,
such as investigations, legal fines, coverage

of customer losses, remediation efforts, loss

of executive and midlevel time and focus, and
potential loss of customers and business

Averting reputational damage to the organization,
especially with regard to lost customer data

Mitigating exposure to new kinds of risks related
to new services and more and more connected
devices

Preventing loss of intellectual property, capital,
and other privileged company information

In today’s world of constant connectivity, cybersecurity
has emerged as a key focus area for telecommunications
companies. As telecom networks have become an integral
part of our daily lives, they have changed the way we
communicate and interact with others, work, and relax.
Further, telecom networks are a critical component of our
national infrastructure, similar in many ways to our system
of roads and highways, and are an important contributor to
economic growth.

Several factors continue to drive the increased attention to
cybersecurity issues, including rapid shifts in technology
and the threat landscape, more stringent and diverse
regulatory environments, social change, and changes in
corporate culture.

The capabilities and techniques used by hackers evolve
continuously, especially in targeting specific information or
individuals. New methods are constantly being developed
by increasingly sophisticated and well-funded hackers—
including organized crime, nation states, hacktivists, and
insiders—who can target companies not only directly

but also through social engineering, phishing scams, and
connections with key suppliers and technology partners.
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The consequences of lapses in security can be disastrous
as an organization’s bottom line and reputation are
impacted. It is critical for technology companies to remain
vigilant and up-to-date on emerging threats and protection
criteria.

Internal audit can execute technical and process-driven
assessments to identify and evaluate cybersecurity
risks, and offers strategies and recommendations to help
mitigate the identified risks.

Example focus areas for internal audit:

— Performing a top-down risk assessment around the
company'’s cybersecurity framework using industry
standards as a guide and providing recommendations
for process improvements

Reviewing existing processes and controls to help
ensure they consider the threats posed in the
constantly evolving environment

Reviewing the alignment of the organization’s
cybersecurity framework with regulatory expectations

Assessing implementation of revised technology
security models, such as multilayered defenses,
enhanced detection methods, and encryption of data
leaving the network

Evaluating the organization's security incident response
and communications plans

Assessing third-party security providers to evaluate
the extent to which they are addressing current and
emerging risks completely and sufficiently

Determining if management has performed a maturity
assessment of cyber capabilities on a site-by-site basis
or at a company level

Internal audit: Unlocking value for telecommunications companies
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Drivers:
— Rapidly evolving network and service delivery
technologies

Upgrading, maintaining, or expanding existing
networks and supporting infrastructure, such as
converting to IP-based edge and core network
technologies, acquiring advanced wireless

spectrum, or implementing cloud-based software-
defined networking capabilities

—Increasing demand for telecommunications
services resulting from increasing use of mobile
and connected devices

— Changing capital expenditure strategies

—Implementing new lease accounting standards

Telecommunications companies have always struggled to
identify new technologies that provide the most reward for
the associated capital expenditure. Many have experienced
inefficiencies in the effective use of capital expenditures,
while global demand for telecommunications services
continues to drive the need for increased capacity and
speed of wireless data networks.

Responding to this demand, telecommunications
companies have spent billions of dollars on capital
projects over the last several years. Additionally, many are

implementing capital expenditure strategies that employ,
for example, greater use of leases as a way to mitigate
risks or to manage cash flow. These aspects present
unigue challenges for executives responsible for strategic
alignment, accountability, financing, and a suitable control
environment.

Example focus areas for internal audit:

— Performing a review of planned capital projects to
assess management’s consideration of strategic
alignment, project planning, and authorization

— Evaluating the vendor authorization and procurement
process to ensure compliance with policies

— Performing real-time assessments of individual capital
expenditure projects to identify potential issues with
project management, status reporting, and vendor
compliance with contract terms and provisions

— Assessing the policies and control environment of
key high-risk areas, such as project authorization,
contracting, scope changes, and fraud

— Evaluating capital expenditure strategy with respect
to expected outcomes, assumptions, new accounting
standards, and risks inherent with the strategy

— Performing lookback reviews of capital projects,
including reviewing assumptions and outcomes

© 2016 KPMG LLF, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
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Drivers:
— Validating and maintaining the accuracy, integrity,
and versioning of a company’s big data

Ensuring proper data security policies are

established and being followed

Increasing usability and metadata comprehension
by business owners

Operationalizing metadata to make it actionable

There is an explosion of data being captured and stored

in big data platforms. Leading organizations across

all industries are leveraging the power of big data
technologies to capture, merge, and analyze internal and
external, structured and unstructured, and transactional and
historical data to change the way they run their businesses,
and in some cases, create new businesses. The benefits
are not without risks. For example, data must be secured
and certain types of data, such as customer proprietary
network information (CPNI) and other personal identifiable
information (PIl), are specifically regulated. Increasingly,
companies are required to obtain customer consent to use
their data or disclose to customers how their data will be
used and shared. Internal audit plays a key role in ensuring
big data does not cause big problems.

Example focus areas for internal audit:

— Assisting in the formation or review of data governance
policies and processes to increase the accuracy and
integrity of a company’s metadata

— Documenting the data model and points of control to
identify security gaps (e.g., understanding what data is
collected, where it is stored, how it is used, and who
has access)

— Helping design or review information management
policies that include designing, organizing, retrieving,
and distributing information in the most efficient
manner

— Reviewing the company'’s ability to appropriately
respond to new policies and emerging regulations that
may impact how the company stores, secures, and
uses data

© 2016 KPMG LLF, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
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Drivers:

— Increasing an organization's competitive advantage
through better customer experiences, for example,
by providing seamless service experiences to
customers who are increasingly demanding
quick resolution through channels of their choice,
including social media

Avoiding reputational damage to the organization
resulting from poor customer service

Assessing customer behaviors and usage patterns
to introduce relevant products and services in a
timely manner, and enable product innovations and
creativity, thereby resulting in increased customer
loyalty, gross additions, and profitability

Reducing customer service costs and increasing
process efficiencies through improving service
delivery processes or leveraging technology

The topic of customer service and overall customer risk
has traditionally been limited to the completeness and
accuracy of billing, discount and rebate processing, call
center cost reduction, and customer retention. Although
these topics continue to be important, there is a growing
need to make a paradigm shift to a more strategic and
tactical approach. As a result, topics driving customer
strategy are increasingly focused on leveraging customer
behavior prediction through data analytics, enhancing
value and efficiency in sales and marketing efforts as

they directly target the most valued stakeholder of the
organization—the customer. Correspondingly, investments
in tools and processes to support this strategy are gaining
more attention.

© 2016 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
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Internal audit, with their overall organizational knowledge
and influence, can support this initiative and should be
perceived as a valued business advisor and contributor.
Customerfocused processes, policies, and initiatives
should come under the internal audit lens not just from

a risk, controls, and compliance perspective but also
from a potential process improvement and enhancement
standpoint.

Example focus areas for internal audit:
— Reviewing the processes used by the organization to
identify, analyze, and manage customer service risks

— Comparing existing customer service processes,
policies, and tools with leading industry trends and
recommending potential changes and enhancements

— Evaluating if customer service policies and procedures
(e.g., roles, responsibilities, metrics, and key
performance indicators) are current and consistently
applied across the organization for each customer
service channel

— Assessing if processes and controls designed to
mitigate customer service risks are designed and
operating effectively

— Reviewing the key performance indicators and metrics
used to evaluate customer service performance,
including more general indicators, such as net promoter
scores

— Evaluating the organization’s ability to leverage data
analytics to predict customer behavior and develop
relevant responses

— Evaluating the efficiency of the organization’s processes
and tools used to capture social media trends and other
information available on emerging platforms

Internal audit: Unlocking value for telecommunications companies 9
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Drivers:

— Reducing end-user billing errors and avoiding
unnecessary expenses related to unused or
underutilized leased access

Large or growing order backlog resulting from
difficulties identifying network assets that are
available for use (or reuse) when provisioning new

services or an inability to automate all or parts of
the provisioning work flow

Difficulties correlating or isolating network troubles
resulting in long repair times (or mean time to
repair)

Decreasing the percentage of service orders with
errors or that require rework

In the highly competitive telecommunications industry,
service quality and reliability can be an important
differentiator. A well-run network can help improve the
customer experience, reduce churn, and lower operational
costs. An important component of reliably and efficiently
operating a telecommunications network is a complete
and accurate network and service inventory. However,
maintaining network inventory data integrity is a constant
challenge driven by many factors, including:

— Maintaining a subscriber base of thousands or millions
of customers

— A complex catalog of new and legacy services

— Mergers and acquisitions of companies with different
technologies and operational practices

— Service provisioning (and deprovisioning) processes
that may not be well-controlled.

Leading telecommunications companies recognize the
importance of network data integrity and work to ensure
that robust operational processes and controls exist

to help ensure network data integrity is maintained, or
where needed, improved. Network data is complex,

jum|

and pinpointing network data integrity issues can

be challenging. Telecommunications technology and
operations subject-matter professionals can also be an
invaluable resource when assessing network data integrity.

Example focus areas for internal audit:

— Determine if a sample of active network services are
billing to the customer completely and accurately;
if possible, select the sample by inspecting active
services directly in the network (e.g., through an
operational support system or by physically inspecting
network equipment); If the service is not billing,
determine if it should be or if the underlying equipment
can be redeployed

— For a sample or leased or “off-net” circuits (e.g., from
carrier access bills), determine if each is accurately
represented in the network inventory, and where
applicable, determine if the leased circuit can be
matched to its corresponding revenue-generating
service

— Inspect network incident and outage reports and
related repair activities (e.g., in service tickets); through
inspection or inquiry of network operations personnel,
determine if repairs were hindered by inaccurate or
incomplete network inventory information

— Assess the company'’s ability to meet service delivery
dates, and if necessary, determine the root cause of
service delivery delays

— Inspect the complete process from sales order entry
to service delivery. Determine the percentage of sales
orders requiring rework, and if opportunities exist,
automate sales order processing (to decrease service
delivery cycle time and reduce errors)

© 2016 KPMG LLP a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
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. Example focus areas for internal audit:
Drivers: _ _ _ — Assessing network operations risks by evaluating the
Increasing use of mobile and connected devices impact of increased demand on network management
Avoiding disruptions caused by high demand or practices. This can include performing analytical
high traffic volume, especially during peak hours procedures to evaluate network reliability while also
considering network management practices to manage

Protecting the brand perception for network peak demand

quality and reliability, or perhaps improving those
perceptions — Evaluating the processes management uses to forecast
demand and correspondingly provide the required
capital to meet forecasted demand or needed to
implement the company’s strategy

Changing technology and the ability to obtain
and deploy capital in order to execute against the
company’s strategy

— Assessing technology-related risks, for example, by
evaluating capital investments and determining if

Everevolving technology and increasing demand for these investments make sense in light of current
telecommunications services has become the norm. technological advances (e.g., acceptance by standards-
In retrospect, even in the days of point-to-point wireline setting bodies or comparing the company's plans to
communications, the industry has been defined by its deploy a particular technology with others’ regional or
unigue mix of utility and technological innovation. Few global implementations or plans to implement)

would argue the contributions to economic growth

made possible by access to an advanced, affordable
communications infrastructure. Today, this trend continues,
albeit at a much faster pace, as recent technological
advances in both telecommunications technology and
“connected” devices are fueling greater demand for faster,
reliable, and always on access. This trend is expected to
continue in today'’s rapidly evolving innovation-focused
marketplace.

— Note that partnering with subject-matter experts can be
especially helpful when executing internal audit projects
in any of these areas
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Drivers:

— Robustly and timely addressing existing and
emerging risks, for example related to evolving
business models, new technology, and the
changing ways in which customers consume
telecommunications services (e.g., through
different mobile applications or connected devices)

— Creating value by leveraging advanced “big
data” tools and techniques implemented by
management to quickly adapt to rapidly evolving
business demands

—Improving internal audit quality and efficiency
while reducing costs and improving risk coverage

Data analytics have helped improve the way internal audit
departments assess and monitor risks, especially in terms
of enabling expanded risk coverage and audit scope and
improving testing precision. Continuous auditing can help
internal audit departments simplify and improve the audit
process, resulting in higher quality audits and increased
value to the business through the use of repeatable and
sustainable data analytics that can provide for more precise
control evaluation. Additionally, given that audit committees
and stakeholders are asking internal audit to do more for
less, these techniques can allow for more controls to be
evaluated, resulting in greater coverage.

While internal audit departments can realize significant
benefits by employing data analytics and continuous
auditing techniques, those responsible for operations,
compliance, and financial reporting have also generally

A

increased their use of data analytics and continuous
monitoring techniques in executing their responsibilities.
Internal audit departments can often leverage these
platforms or assist in a consulting role to help improve
processes and controls leveraging these capabilities.
Although Internal Audit must maintain an adequate
degree of separation from management responsibilities,
opportunities exist to work with management to expand
the use of data analytics and continuous monitoring and
auditing technigues.

Example focus areas for internal audit:

— Assisting in creating automated extract, transform,
and load (ETL) processes, along with repeatable and
sustainable analytics and dashboards enabling auditing
or monitoring against specified risk criteria by internal
audit or business management

— Assessing the alignment of the strategic goals and
objectives of the company to risk management
practices while providing a mechanism to monitor
and prioritize strategic objectives and risks on a
continuous basis

— Developing data analytics enabled audit programs
designed to verify the underlying data analysis and
reporting of risk at the business level

— Performing automated auditing focused on root
cause analysis and management'’s responses to risks,
including business anomalies and trigger events

— Recommending consistent use of analytics,
including descriptive, diagnostic, predictive, and
prescriptive elements

© 2016 KPMG LLP a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
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) Example focus areas for internal audit:

Drivers: : : : — Evaluating the methodology the organization uses

— Increasing the use of third parties to carry out vital to identify third parties, including segmentation and
business functions classification, and the risks associated with them

— Securing sensitive data that may be stored and — Providing insight and feedback on the organization’s
utilized by third-party vendors third-party management program, including vetting, due
— Mitigating risks unique to managing outsourcing diligence, and monitoring
relationships, such as controlling costs and — Executing risk-based third-party reviews that include
ensuring performance obligations are met procedures tailored to address the specific risks a third-
— Cost cutting measures often focused on party presents

outsourcing noncore business functions — Investigating anomalies identified as a result of the
organization’s third-party vetting process

Telecommunications companies leverage third parties for
a variety of services, such as billing, network operations,
information technology support, data center hosting, and
customer service. Outsourcing frees up organizational
resources to focus on core competencies and can help
reduce costs.

While third parties provide valuable services, they can
expose an organization to financial, compliance, and
operational risks. These risks can be extensive, including
revenue loss or penalties, data privacy breaches, service
disruption, bribery, and corruption risk, any of which may
damage the company's reputation. Organizations have the
ability to outsource a variety of tasks; however, they remain
accountable for these outsourced activities.

An effective third-party management program, such as
one that incorporates third party risk assessment, due

diligence, and ongoing monitoring, can help companies
manage their exposure to these risks.
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Drivers:

— Implementing new accounting policies, processes,
controls, and supporting IT infrastructure to
effectively meet upcoming implementation
deadlines related to new accounting standards,
such as the new revenue recognition and leasing
standards issued by the Financial Accounting
Standards Board (FASB)

Considering the company’s revenue-generating
activities, the corresponding performance

obligations, and the implications of the new
standard to accounting for these activities

Identifying and assessing the full population of
leases that may be impacted by new leasing
standards

Considering potential impacts to downstream
processes that rely on inputs that may change
due to new accounting standards, for example
financial reporting, debt covenants, regulatory
fees, and taxes

The Financial Accounting Standards Board (FASB) has
issued a large number of revised, updated, or new
standards that have to be implemented within relatively
short time periods. Due to the magnitude and complexity
of changes involved, this has, at least in some industries,
almost the same impact as first-time adoption. In this
paper, we focus on two significant account changes—
revenue recognition and lease accounting—that have broad
implications for telecommunications companies.

Revenue recognition — Public companies should apply
the new revenue recognition standard to annual
reporting periods beginning after December 15, 2017.
Nonpublic companies should apply the new revenue
standard to annual reporting periods beginning after
December 15, 2018. The new revenue recognition

© 2016 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
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standard may require telecommunications entities

to change their accounting for certain types of
transactions. Implementation will be challenging for many
telecommunications companies because of the nature of
the company'’s products and service (and related service
bundles), the variety of plans offered, and the frequency
with which customers modify their plans.

Lease accounting — Public companies should apply the new
leasing standard for interim and annual periods beginning
after December 15, 2018. Private companies should comply
for annual periods beginning after December 15, 2019 and
for interim periods beginning a year later. Early adoption

is permitted. The FASB's new lease accounting standard
requires organizations to recognize most leases, on-
balance sheet, which increases their reported assets and
liabilities. Implementation will be challenging for many
telecommunications companies, as they collect leasing
data across multiple disparate data sources in order to
assess impacts to least accounting, as well as impacts to
IT systems and processes, and people.

Example focus areas for internal audit:
Performing readiness assessments to identify potential
gaps in the company'’s future ability to report under the
new standards

Assessing capabilities in current accounting and
information systems to meet the requirements of the
new standards and support downstream systems and
business processes

Perform postimplementation reviews to help ensure
enhancements made to processes and technologies
will adequately meet expectations of the new
standards

Internal control evaluations over new or updated
controls implemented to help ensure compliance with
the new standards

Internal audit: Unlocking value for telecommunications companies 15
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Drivers:

— Changing the regulatory landscape, including
new or evolving direct telecommunications
regulation (e.g., rules promulgated by the
Federal Commmunications Commission (FCC) or
state commissions) and other regulations that a
telecommunications company may need to comply
with, depending on various business activities (e.qg.,
Health Insurance Portability and Accountability Act
or Federal Acquisition Requirements)

Increasing government enforcement

Managing multiple compliance activities across the
company

There are many drivers of the regulatory changes impacting
telecommunications companies. For example, changing
technologies and competition are driving new regulations
around net neutrality and intercarrier compensation. The
ways in which consumers utilize telecommunications
services are driving the need for new privacy rules.

Specific company activities or transactions may require the
company to comply with additional regulations. Therefore, a
company's compliance activities can become complex and
costly; especially if compliance activities are fragmented.
Adding additional concern, government enforcement
efforts have become increasing aggressive.

\Ej

Internal auditors can assist with evaluating all five
components of a company'’s internal control to help ensure
compliance objectives are achieved. Internal auditors

are also well-positioned to assess the efficiency and
effectiveness of the company’s compliance frameworks
and processes to help minimize compliance costs.

Example focus areas for internal audit:

— Assessing any of the five internal control components
as it relates to compliance objectives, such as the
following:

— Evaluating the company’s control environment,
including compliance programs, and assessing the
company’s “tone-at-the-top” and whistle-blower
programs

— Auditing the design and operating effectiveness of
processes and control activities intended to help the
company comply with specific rules or regulations

— Assessing the company's overall compliance framework
or frameworks and determining if opportunities exist
to more efficiently and effectively manage compliance
across the organization

— Assisting with the internal discovery and remediation of
actual or potential noncompliance incidents

© 2016 KPMG LLP a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
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How KPMG Can Help

An experienced team. A global network. KPMG’s Internal
Audit, Risk and Compliance professionals combine industry
knowledge with technical experience to provide insights
that help communications industry leaders take advantage
of existing and emerging opportunities and proactively
manage business challenges.

KPMG's Advisory professionals combine technical, market
and business skills that allow them to deliver objective
advice and guidance that helps our clients grow their
businesses, improve their performance, and manage risk
more effectively.

Our professionals have extensive experience working
with global communications companies ranging from the
world's largest carriers to alternative providers and MVNO
startups. We go beyond today’s challenges to anticipate
the potential long- and short- term consequences of new
technologies, regulatory changes and evolving customer
demands. With a worldwide presence, KPMG continues to
build on our member firms’ successes thanks to our clear
vision, maintained values, and our people in 155 countries.
We have the knowledge and experience to navigate the
global landscape.
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