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Organizations are striving to devise

the perfect ‘data compound’ — the
precise ‘mix’ of personal data elements
that will unlock new opportunities

for insight-based decision-making,
innovation and revenue growth, all
while ensuring that privacy, security
and ethics concerns are effectively
managed at all times.

Much like a digital ‘chemistry set,’
the ‘elements’ of any organization’s
data inventory can be strategically
combined for game-changing
success in the digital era. At the
same time, the wrong mix or
‘blend’ of data assets can prove
‘combustible’ — even ‘toxic’ —
amid rising consumer concerns and
regulatory scrutiny regarding the
appropriate use of personal data.

Compiling and analyzing data

with today's remarkable tools and
capabilities is certainly enabling data-
driven businesses in every sector to
enhance and personalize customer
relationships, develop innovative new
products and drive growth. And this
is only the beginning. To capitalize

on data as a source of competitive
advantage, organizations are working
hard to determine

— how personal data can be
monetized to open new revenue
streams

— how the public will perceive
innovation in the use of their data

' Me, myself, my wallet, KPMG International, 2018.

— how much to invest in privacy as
privacy rights and the regulatory
landscape evolve

— how to deal with the privacy
paradox: the apparent inconsistency
between customer concerns about
privacy and actual online behavior

— how data-processing practices
will be perceived from a security
and ethics perspective by the
growing number of watchdogs
scrutinizing data use.

A question of balance

As today's data ecosystem continues
to expand exponentially, organizations
have plenty to gain in their pursuit of
data-driven business models. With
the proliferation of cloud computing,
the globalization of business systems,
processes and supply chains, and

the ubiquity of mobile devices and
social media, consumer data is being
collected, analyzed and shared at
unprecedented levels. At the same
time, the rapid emergence of digital
labor, the growing use of consumer
loT devices, artificial intelligence and
predictive capabilities are already
increasing the potential of data-driven
organizations to embrace digital
disruption, deliver new value to
customers and reshape business for
the digital world.

But when set against the backdrop of
growing privacy, security and ethics
concerns and regulatory scrutiny,

leveraging consumer data wisely is
becoming critical. The work of KPMG
member firms, with clients globally,
reveals that many businesses are
recognizing the challenges in designing
a balanced data compound — and
many remain unsure about how to
strategically manage data assets,
mitigate liabilities and take action.

KPMG believes that placing trust

at the center of every initiative
involving personal data use is vital
to turning potential risks into historic
new opportunities for business
differentiation and growth in the
digital era.

Technology and its accompanying
data trails permeate so many aspects
of our lives that companies must earn
and sustain trust, or wary consumers
will be reluctant to share the critical
data that businesses need to become
data-driven and customer-centric.
Trust in the digital era goes beyond
the quality of an organization’s brand,
products, services and people. It's
also about the trustworthiness of data
use and management. The challenge
ahead is to prove that businesses are
protecting the customer data they
are using to create value and drive
success.!

)

Mark Thompson
Global Privacy Lead
KPMG International
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The race to capitalize on the immense promise of big

data is having a game-changing impact on businesses

that are boldly turning today’s digital challenges into
opportunities. These businesses understand that managing
the exploding volume, depth and accessibility of data is
critical to creating new competitive advantage as a data-led
culture. Many others, however, are discovering that they are
already falling behind in developing a smart data strategy
that will define their future.
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Consider, for example, the rapid
proliferation and ongoing evolution of )
internet-enabled devices over the past An exp|OSIOn of data
decade — and how businesses have
responded to the hyper-connectivity
trend. In 2010, we generated about
12 exabytes (EB) of internet traffic

(1 EB is equal to 1 billion gigabytes)
through our typical interactions, More than
and data processing had limited g
information sets such as name,

email address, phone number, home

address and perhaps their work .

location.” people are estimated to use
the internet daily®

The amount of data individuals produce every day is staggering.
Estimates vary but it's believed that roughly 2.5 quintillion bytes of
data are created daily.*

Today, the annual volume of data

a user generates has increased
1,000 percent to over 136 EB of
internet traffic. This is all before the

extensive proliferation of super-fast
5G mobile — pure fiber internet
connectivity which is going to

searches are made daily®

transform our everyday lives even
further. 3

The explosion in personal data is
leaving behind an endless trail of

personal information that future- There are
focused businesses are tapping into ARG
for the wealth of timely insights that

will enhance customer relationships

and drive growth.

Bringing trust into the daily email users’
strategic ‘formula’

As our world goes digital and Per month, there are

customer expectations for service, NLL:
reliability and security grow amid

the rush to exploit the data ‘gold

mine," how do companies balance .

the proliferation of data and their active users on Facebook,®
drive for value with serious privacy 1 billion+ on Instagram?®
and security concerns and increasing
scrutiny from regulators?

With the number of Internet of Things (loT) devices expected to reach

While some firms are moving boldl . : : ;
9 v 200 billion next year, these numbers will only continue to increase.™

forward to ‘formulate’ the right
personal data compound, many

2 Cisco Visual Networking Index: Forecast and Trends, 2017-2022, 2019.

Ibid.

Data Never Sleeps 5.0, DOMO, 2017.

Digital 2019: Global Digital Overview, Datareportal, January 31, 2019.

How much data is generated each day, World Economic Forum, April 17, 2019.
Ibid.

Q32019 IR Statement, Facebook, 2019.

Info Center, Instagram, 2020.

°/DC, Intel, United Nations.
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more organizations are amassing
huge volumes of digital information

that they don’t know what to do . - 2 .
With — or where to even start. As Access to a pool of information that provides a unique

today’s ground-breaking companies opportunity to conduct in-depth market research —
are discovering, the effective use of offering rich insight into recent sales trends, critical
personal data demands the strategic business improvements and gaps to exploit in the

design of a comprehensive data market — could be the solution to CEOs worries.
compound. Organizations seeking

a trusted strategic formula for a

persc]inal data compodund f[hat will — Koos Wolters
transform custom.e.r ataintoa Privacy Lead
source of competitive advantage, .
face a careful and perhaps daunting KPMG in the Netherlands

balancing act.

— Which personal data elements
need to be combined?

— How and in what proportion should
data elements be mixed?

How can the data compound’s
potential to produce positive or
negative ‘energies’ — for example
when addressing the inherent
liabilities of privacy, security

and compliance concerns — be
effectively managed in order to turn
personal data into a formidable and
trusted new source of competitive
advantage?

“Access to a pool of information that
provides a unique opportunity to
conduct in-depth market research —
offering rich insight into recent sales
trends, critical business improvements
and gaps to exploit in the market —
could be the solution to CEOs
worries,” says Koos Wolters, Privacy
Lead, KPMG in the Netherlands.
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“Cutitand slice it in the right way

and businesses can generate much
value from data — understanding
customer online activities, purchasing
power, shopping habits, preferences
and more. Companies can also gain
insights into customer motivations and
desires and combine these with more-
sensitive aspects of a customer'’s
personality, such as political and
religious beliefs, educational
background, gender and race.
Companies will profile their customer
base more effectively to strengthen
brand perception, improve customer
retention and increase sales.”

-
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rganizations pursuing competitive advantage
Othrough the strategic use of data, need the right

data at the right time to generate the timely,
accurate and actionable insights that can help build brand
trust and loyalty, identify new customer segments,

capitalize on emerging market trends and deliver innovative
new products and services.
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Companies often
operate under the
misconception that
personalization and
data protection are
conflicting efforts,
not symbiotic
opportunities.”

— Sylvia Kingsmill
Privacy Lead
KPMG in Canada

Understanding how to compile

the data compound, choosing,
analyzing and capitalizing on quality
data that adds real value to the
business — while working well within
privacy, security and compliance
requirements — will be critical to
success. In today’s hypercompetitive,
customer-centric world, those
businesses that know the most about
their customers and markets are most
likely to achieve the greatest success.

It's no surprise then that future-
focused organizations pursuing
enhanced productivity and value

are increasingly investing in the
remarkably powerful capabilities that

12| Building the trusted personal data ‘compound’
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artificial intelligence (Al), machine
learning, the Internet of Things (IoT)
and augmented reality (AR) solutions
can deliver when combined with data
and analytics.

In healthcare, smart technologies

and data analysis of patients’ genetic
profiles is already allowing doctors to
prescribe game-changing preventative
and personalized treatments. In
transportation, self-driving vehicle
technology and traffic monitoring

are improving traffic flow to reduce
congestion and accidents. In financial
services, rapidly emerging capabilities
are already being applied to risk
management, portfolio management,

¥
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trade clearing and more to improve
business efficiency and drive growth.
The list goes on.

Combine personalization and
protection

Capitalizing on the vast potential

of data analytics and the power of
intelligent technologies assumes, of
course, that privacy rights and data
security will be strategically managed
and protected.

“Companies often operate under the
misconception that personalization
and data protection are conflicting
efforts, not symbiotic opportunities,”

says Sylvia Kingsmill, Privacy Lead,
KPMG in Canada. “The potential
outcome of conflicts between

data and analytics leaders,

customer experience leaders,
marketing leaders, security and risk
professionals and other business and
IT stakeholders is evident when data
monetization efforts largely exceed
and hinder data protection.”

Organizations that fail to combine
personalization efforts with data
protection are undermining their
chances to monetize personal data,
she notes.

-

"They're frustrating customers

and limiting new business values.
Playbooks in response to the General
Data Protection Regulation (GDPR)
have helped to transform the way
that personal information is collected,
stored, used, disclosed and disposed
of, while the NIST Cyber Security
Framework in the US provides
guidance on how businesses should
detect, protect against and respond
to cyber-attacks. These should be
used to reframe business discussions
and actions to focus on using
personalization and data privacy to
benefit customers, not frustrate
them.”

Building the trusted personal data ‘compound’ | 13
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eeking the right data compound also raises

questions for careful consideration amid the

proliferation of digital technologies and devi
and our growing reliance on their capabilities. Mobi
phones, tablets, laptops, digital assistants — and t
emergence of smartwatches, other wearables, ve
homes, appliances and beyond — are becoming an
essential part of daily life.
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of consumers surveyed

globally were either
“concerned or
“"extremely concerned”
about how companies
handle and use personal
information.

Privacy is starting to
collide with data ethics
as organizations begin to
explore if they should be
using personal data and
if so, how and for what?
It's a new frontier which
is going to strike hard

at the bottom line for
organizations that do
not get it right.”

— Mayuran Palanisamy
Privacy Lead
KPMG in India

Over time, of course, our digital
devices are learning everything

about our habits, preferences,
communications, travels, purchases
and more. Today's digital technology is
designed to compile endless streams
of personal data that's already being
used, shared and monetized for
analytics, customer profiling, targeted
advertising and beyond. In today's
digital world, not only are individuals a
source of revenue for a company'’s core
business — information generated
about them is also a revenue stream
in its own right, raising the question of
when encroachment of personal data
can be deemed unethical.

KPMG's Crossing the Line privacy report
revealed that, on average, 56 percent
of consumers surveyed globally were
either “concerned” or “extremely
concerned” about how companies
handle and use personal information.
And 55 percent of consumers surveyed
said they had decided against buying
something online amid privacy
concerns. Meanwhile, in all markets
but one, at least 75 percent of
respondents said they were not
comfortable with their shopping data
being sold to third parties.

Making data ethics a priority

Little wonder, perhaps, that data ethics
is an emerging branch of applied ethics
that focuses on the value judgments
and approaches made when collecting,
using, sharing, storing or destroying
data. Data ethics includes a sound
knowledge of data-protection law, other
relevant legislation and the appropriate
use of new technologies. It requires

a holistic approach incorporating best
practices in computing techniques,
ethics and information assurance. Data
ethics challenges that businesses face
today include:

— violation of personal privacy or
breach of trust due to inappropriate
data processing

— processing personal datain a
disproportionate or compromising

16 | Building the trusted personal data ‘compound’

manner that exposes the individual
to harm or undermines trust

— profiling of individuals, potentially
leading to discrimination based on
age, ethnicity, health, religion or
gender

— intrusive advertising that invades
customer privacy or violates
human rights.

The challenges and risks are real, but
data ethics remains a new concept
that many organizations are struggling
to fully comprehend and respond to

in their quest to design and embed
robust ethics frameworks.

Technology that's enhancing the
customer experience at the front

of the house is also allowing
organizations to analyze every granular
detail of the customer experience

and interaction at the back. A smart
‘customer first" approach therefore,
also demands a 'data first’ approach
that includes an appropriate sustained
focus on ethical privacy protection and
security. With technology generating
unprecedented insights that enhance
decision-making traditionally handled
by humans, data ethics should be near
the top of every organization’s digital
transformation agenda.

Data ethics raises significant
questions that address whether

data use is legal, fair and balanced.
Businesses that consider every ethical
implication of their data management
can be confident of maintaining public
trust, brand loyalty, reputation and,
ultimately, a competitive edge by
meeting compliance and consumer
privacy issues.

"“Privacy is starting to collide with
data ethics as organizations begin
to explore if they should be using
personal data and if so, how and for
what? It's a new frontier which is
going to strike hard at the bottom
line for organizations that do not get
it right,” warns Mayuran Palanisamy,
Privacy Lead, KPMG in India.
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As we continue on this digital revolutio
ensuring personal information assets ar
understood and managed appropriately
is going to become increasingly critical
for organizations. ,’

— Matthew Q
Cyber Pri
KPMG
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rganizations are operating in a precarious environment,
which is increasingly impacting the data compound
mix. On the one hand, they're pushing the boundaries % | . -
of innovation and data use as never before. At the same time, e J;
however, they're carefully examining customer perceptions F LW
of privacy rights so as not to cross the line between what

consumers consider ‘cool’ and what they dismiss as ‘creepy’
or potentially unethical — if not illegal.
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As noted earlier, KPMG's Crossing the
Line survey report revealed consumer
concerns about data use and
management practices considered
unacceptable, with more than half
saying they decided against an online
purchase amid privacy concerns,

and most saying they were uneasy
with the sale of their online shopping
data. Respondents in most countries
also said that control over privacy is
more important than convenience,
with fewer than 20 percent willing

to disclose their income, address or
medical data.

Regulators are taking notice, and
the regulatory landscape is rapidly
evolving to address public concerns
over privacy, security and the

legal use of data. In May 2018, the
General Data Protection Regulation
(GDPR) came into effect as perhaps
the most rigorous and farreaching
data-protection regulation to date.

It imposes tight data-protection
requirements and hefty penalties for
non-compliance by businesses around
the world that fall within its scope.

The GDPR was the first wave in the
trend toward new privacy regulation.
As technology advances, new
data-protection laws are emerging
globally to:

— establish rules that are fit for
innovation, as the majority of
these laws and regulations are
technology-neutral

cultivate a culture of data
protection ‘by design’ —
embedding protection into devices
to ensure the safe and ethical use
of new technologies and data-
processing activities

put individuals in control of their
personal data by articulating
important rights that give them
greater powers to protect
themselves.

1

There is strength in
numbers for collective
redress. Under the current
regulatory framework,

a class-action lawsuit is
much easier to file, and
litigation funders are keen
to provide the financial
firepower to support
them. Where class actions
are upheld, the financial
penalties only add to the
existing regulatory and

reputational damage to the

affected organizations. »”

— Doran Rotman )
Managing Director
KPMG in the US

Regulations and penalties —
on therise

The GDPR has acted as a catalyst
for change in the privacy regulatory
framework at a global level, and
several GDPR-aligned regulations
have quickly followed suit, including
the California Consumer Privacy Act,
the Brazilian General Data Protection
Law, India’s Personal Data Protection
Bill 2018, and the Thailand Personal
Data Protection Act.

20 | Building the trusted personal data ‘compound’

"Organizations need to understand
that being just 'GDPR ready’ is unlikely
to meet all privacy obligations globally.
We also have to consider the diverse
cultural expectations of these different
markets from a privacy perspective,’
says Michael Falk, Privacy Lead,
KPMG in Germany.

With tighter privacy regulations on
the rise, penalties are also increasing.
Ten years ago, fines regarding data-
protection breaches were in the low

© 2020 KPMG International Cooperative (“KPMG International”). KPMG International provides no client services and is a Swiss entity with which the independent member firms of the KPMG network are affiliated
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millions for security controls deemed
weak. By contrast, in 2019, the US
Federal Trade Commission approved a
fine of roughly US$5 billion™.

Meanwhile, since the GDPR's
enactment, more than 100 cases of
enforcement action were put forth
with an imposed fines of over US$400
million since May 2018". There has
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also been a significant surge in class-
action lawsuits challenging the privacy
and cybersecurity practices of some
organizations, including their use of
tracking and the loss of personal data.

“There is strength in numbers for
collective redress,” says Doron
Rotman, Managing Director, KPMG in
the US. "Under the current regulatory

" Press release, Federal Trade Commission, July 24, 2019.
2 Global Privacy and Data Protection Enforcement Database, |APP, 2020.
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framework, a class-action lawsuit

is much easier to file, and litigation
funders are keen to provide the
financial firepower to support them.
Where class actions are upheld, the
financial penalties only add to the
existing regulatory and reputational
damage to the affected organizations.”
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o what is public and what is private in this challengin

era of data use and the need to develop the perfect

data compound? How can organizations wisely and
strategically resolve the high-wire act they face: balancing d

use to drive value and a competitive advantage versus the -
need to respect customer privacy, security concerns and th
evolving regulatory environment?

-~
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of consumers think
that data protection
should be embedded
into digital devices
‘by design,’ and 58
percent said they
would avoid storing
data on a device
that does not embed
sufficient data-
protection controls.

8 Me, myself, my wallet, KPMG International, 2018.

It should be abundantly clear by now
to any business that misjudging
consumer concerns or violating
regulations risk not only significant
financial penalties but also the harmful
erosion of trust and reputation among
their customers and markets.

"Expectations of customers are
changing, and organizations need to
understand these expectations to be
successful” notes AtsushiTaguchi,
Privacy Lead, KPMG in Japan. "As
we saw in KPMG's Consumer Loss
Barometer survey, for example,

75 percent of consumers think that
data protection should be embedded
into digital devices ‘by design, and
58 percent said they would avoid
storing data on a device that does
not embed sufficient data-protection
controls.”

In an era of heightened transparency
and informed, empowered and
connected consumers, the concept
of trust has risen to a new level of
prominence. No longer to be taken
for granted, trust is fast emerging as
a critical prerequisite to accessing
and using valuable data and insights
from consumers.”Winners in the
race to maximize data’s value and
its impact on competitive advantage
will strategically address and
manage trust.

Data professionals hold the key

\We believe that data-protection
professionals will hold the key to
success on this front. Data-protection
professionals are ideally placed to put
data protection and data ethics at the
heart of a smart business strategy —
ultimately helping to shape a digital
economy in which personal data is
exploited successfully while privacy
and security rights are robustly upheld.

How can data-protection professionals
help shape data-led businesses

24| Building the trusted personal data ‘compound’
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that successfully use data to

achieve strategic business and
growth objectives — and enhance
competitive advantage — while
sustaining trust and confidence in the
organization?

The answer, in part, lies in creating a
holistic data strategy that's designed
to put data protection at the center
of data-driven and insight-led
businesses. Data strategies based on
trust will act as a catalyst for change
for the entire organization and inspire
the business strategy as a whole.

KPMG's research report, Crossing
the Line reveals that more than half of
customers surveyed are “concerned”
or "extremely concerned” about how
companies compile and manage their
personal data, while only 25 percent
feel confident about buying products
and services online.

Data-protection professionals are
uniquely qualified to support the
organization in understanding the
value that personal information —
used correctly — can unlock, while
effectively controlling, predicting and
mitigating risk. An embedded strategic
data strategy will include critical
insights into

— the quality of existing data
inventories and when or what type
of new data needs to be captured

— whether existing and prospective
customers trust the organization

— innovative practices for future
implementation and trust
enhancement.

Data-protection professionals will
need to work closely with data
analysts and modelers to validate
whether the business has the right
data structures in place to ensure
data use remains appropriate and
trustworthy throughout its lifecycle.



Embed trust across the
enterprise

“Given the huge volumes of data
collected, it's becoming increasingly
challenging for businesses to keep
track of personal information captured
and the processing purposes that
data subjects were notified of or
consented to,” says Orson Lucas,
Privacy Co-Lead, KPMG in the US.
"Since data is such a cross-functional
asset that's collected, used, enhanced
and analyzed by a multitude of

teams throughout the organization,
implementing a cross-functional target
operating model that embeds trust
and data protection across multiple
touchpoints within the organization

is fundamental to ensuring
transformation efforts thrive.”

Data-protection professionals can
also bring a unique perspective to
acompany's board. Not only are
they able to articulate how to exploit
personal information, but they are
also able to help convey the ROI that

will be unlocked by striking the right
balance between risk and reward.

Given the volume of sensitive or
confidential personal data and the
rapidly evolving nature of Al and
machine learning tools powering data
consumption and use, data-protection
professionals may need to adapt how
they approach their day-to-day jobs.
Undertaking risk assessments from
the outset, before a project or activity
starts, and then relying on regular
audits to understand risk mitigation
in line with recommendations given,
may no longer be sufficient.

Data-protection practitioners will also
need to adopt cyclical processes for
monitoring privacy and security risk
and controls — continually reviewing
and reassessing data-processing
activities; conducting privacy, cyber
and ethics impact assessments; and
updating their inventory and notice
as Al or machine learning solutions
unlock new processing purposes.

Since data is such

a cross-functional

asset that’s collected,
used, enhanced and
analyzed by a multitude
of teams throughout
the organization,
implementing a cross-
functional target
operating model that

embeds trust and

data protection across
multiple touchpoints
within the organization
is fundamental to
ensuring transformation
efforts thrive. »”

— Orson Lucas
Privacy Co-Lead
KPMG in the US
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As organizations continue the race to
capitalize on data and drive growth,
they will need to remain mindful that
commercialized data still belongs to
their customers — who are entitled to
access, rectify, restrict and possibly
even erase sensitive or confidential
information that's constantly being
compiled, analyzed and shared.

To protect and enhance customer
trust while pursuing new value and
advantages, businesses will need

to design controls that acknowledge
and facilitate the public’s rights
regarding data use. To help ensure
businesses are ‘formulating’ the

right data compound — producing
healthy, sustainable results instead
of a ‘toxic mix’ that could prove costly
to brand trust and customer loyalty —
organizations will need to

— support and define a data vision
in which appropriate data use and
protection is at the heart of data
strategy and closely aligned to
business objectives

— truly understand the challenges
around creation or acquisition

1

SIOn

of data and the potential risks
or rewards related to how
well customer concerns and
expectations are met

— understand the value data holds
for your organization both now and
in the future

— balance data consumption and
commercialization — don't use the
asset so much that you diminish
its value.

“It's clear that to fully use personal
information and translate it into
positive business results, trust —in
the form of data protection, security
and ethics — must be built into
business processes by default and
embedded into an organization’s
culture, thought and behavior,” says
Mark Thompson, Global Privacy
Lead, KPMG International. “The
winners in the quest for a smart
data compound that unlocks new
competitive advantage will make
privacy an integral part of the way they
do business.”

The winners in the quest for a smart data compound
that unlocks new competitive advantage will make
privacy an integral part of the way they do business. ,,
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