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PACESETTER

' ALM INTELLIGENCE Introduction: About ALM Pacesetter Research
N RESEARCH

ALM Pacesetter Research (APR) is a market research initiative of ALM Intelligence with an inclusive perspective of the professional services landscape. Rather than traditional
market research which focuses on one market segment, APR looks across a broader range that includes law, consulting, insurance, financial advisory, and other actors operating
in the market defined by the research topic. ALM Intelligence started Pacesetter Research in 2020 to examine how more volatile demand dynamics are forcing market players to
reevaluate their approach to innovation, risk, market convergence, and ultimately, opportunity. The purpose of ALM Pacesetter Research is twofold:

= Deliver practical insights into the buying and selling of professional services in an increasingly converging marketplace

= Help buyers evaluate their sourcing options with objective assessments of providers’ services and capabilities

Pacesetter Advisory Council (PAC) Research Methodology

Market Leaders are selected by a panel of experts APR analysts combine qualitative and quantitative APR provides independent and objective analyses to
comprised of ALM editors, journalists, market research methods to profile Market Leaders in each providers and buyers of professional services coupled
intelligence analysts, and external professionals and market. These providers are evaluated and scored with practical insights that inform the decision-making
academics who have experience working with against five core criteria to determine Pacesetter process for strategic planning and procurement
professional services providers. status. professionals.

Insurance Employee Benefits ° Business model
. Practice Lead Buy-Side
Law Management Consulting o Value proposition ractice Leaders
= Analyst Relations = C-suite & Board
Financial Advisory Risk Real Estate . . = Sales, Marketing & = Business Unit Leaders
Service delivery . .
Public Relations = Procurement
Other Professional Services = |nvestor Relations = Supply Chain &
° Client enablement
* Ecosystem Partners Ecosystem Partners
Legal . Digital & = Shareholders
InsurTech g FinTech S e Brand eminence
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Introduction: Report Scope

After evaluating a wide field of providers, ALM Intelligence settled on 21 Innovators across five market segments for Cybersecurity 2022. Three providers were

identified as ALM Pacesetters: KPMG, Nishimura & Asahi, and PwC (*)

MANAGEMENT CONSULTING

INSURANCE & BENEFITS ¢ o o o o

e AXA XL Cybersecurity g e o o o o o o o
* Berkshire Hathaway Insurance o .

Group : Innovators 2022 .
* Vouch . ‘

LEGAL ©* *® ® * ® o o o oo
* Lewis Brisbois Bisgaard & Smith
* Nishimura & Asahi*

* Redgrave

© 2022 ALM Global Properties

Alvarez & Marsal
Booz Allen Hamilton
Capco

FTI Consulting

Kroll

PA Consulting

¢ MULTISERVICES
* Crowe
* Deloitte
° EY
* KPMG*
° PwC*

..oooooo""..TECHNOLOGY

* Accenture

* Capgemini

* Tata Consultancy Services (TCS)
West Monroe Partners
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Cybersecurity — technology, the sophistication of cyber criminals, what and who is targeted —
continues to evolve rapidly, but the big shifts in cybersecurity services have more to do with
catching up to what exactly “cyber” means for an organization in 2022. The most important of
these realizations is that technology enables organizations and as such permeates everything
they do. This, in turn, means that cybersecurity must do the same. A cybersecurity strategy must
be more than an endpoint security solution; it must be embedded in operational procedures,
employee training, management decisions and form a definitive thread in all external
relationships including vendors, suppliers, logistics partners and customers.

Furthermore, cyber criminals in 2022 have moved from targeting data (usually for ransom) to
disrupting operations — in effect, holding key organizational functions hostage. They have
become more adept at probing an organization’s entire value chain for weaknesses and entry
points, then exploiting those weaknesses to threaten or inflict damage. This is reflected in
recent surveys where CEOs voice fears of cyber threats less for any data loss or ransom payouts,
and more as an instrument of business interruption.1

This means that cybersecurity in 2022 is more than a technology problem; it is also an
operational, financial, human capital, value chain, product management, regulatory, and
ultimately, a strategic problem. This implies, of course, that a well-crafted cybersecurity strategy
can also be a differentiator and competitive advantage. Indeed, management consultants and
multiservice providers have incorporated their cybersecurity offerings into their broader
business transformation and long-term resiliency solutions.

The array of providers competing in the cybersecurity space remains massive, spanning mobile
phone service providers to technology firms, endpoint solution software firms, security
boutiques, retired IT specialists, as well as law firms, insurance companies (both carriers and
brokers), management consulting providers and multiservice firms. What distinguishes
Innovators from this large crowd of professional services providers is the recognition that any

Cybersecurity 2022: Introduction

approach to cybersecurity requires a holistic solution incorporating the whole organization, as
well as the client need for long-term engagement. On the farther end of the scale, this
translates into managed services and Cyber-as-a-Service solutions, but other providers also
recognize the importance of embedded solutions integrated with a client’s broader risk
management strategy.

The Cybersecurity 2022 report explores how the Pacesetters in 2022 are those providers who
have moved beyond stand-alone, “check-the-box” cybersecurity services to integrate
cybersecurity into their approach to broader client business functions, so that their
cybersecurity offering is as at home in risk management or supply chain management as
technology. It is not that every provider offers a full, end-to-end cybersecurity suite of services,
but that their solutions seamlessly integrate with client business functions. This includes law
firms, which embed cybersecurity in their digital transformation advisory offering, as well as
insurance carriers bundling broader business insurance offerings to include a comprehensive
cybersecurity risk transfer offering for cost-challenged middle-tier clients. Cybersecurity is a
fast-moving target, and innovators and Pacesetters alike recognize that clients do not need
boxed software but long-term partners to manage cyber risk in the flow of their other business
risks.

Tomek Jankowski

Director, ALM Intelligence Pacesetter Research
ALM Intelligence

T:+1.212.457.9175

Email: tjankowski@alm.com

1. Steve Hallo. (2022, January 31). Fear & liability on a global scale: Allianz highlights 2022's top risks. PropertyCasualty360°.
https://www.propertycasualty360.com/2022/01/31/fear-liability-on-a-global-scale-allianz-highlights-2022s-top-

risks/?kw=Fear%20%26%20liability%200n%20a%20global%20scale:%20Allianz%20highlights%202022%275s%20top%20risks&utm_campaign=newsroomupdate&utm_conte
nt=20220131&utm_medium=enl&utm_source=email&utm_term=pc360
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' ALM INTELLIGENCE Cybersecurity 2022: Market Landscape
A

RES EARCH The cybersecurity services market is still dominated by technology and multiservice giants, but while the market outside of these players remains
fragmented, advances in both technology and approaches to cybersecurity, as well as cost sensitivity, continue to open doors for innovators

Segments

¢ The increasing sophistication and organization of bad cyber players,
including the launch of ransomware-as-a-service offerings on the dark web
¢ The targeting of supply chains and third-party vendors/partners as the weak

g ® 5 3 e Insurance carriers & Demand Drivers
4 E 2 g brokers The pandemic is still not over and its impact on driving digitalization and
I > . 1 . . . . . .
% § 2 . kj:,,g;?;em & remote- or hybrid-work models is still being felt. Meanwhile, cybersecurity has
2 £ Technology moved from being seen as a technology problem to a core business challenge.
£ consultancies Key demand drivers include:
&
e
©
=

Cyber start-ups

(EQS'g)OJgagggstection platform links in clients’ cyber armor, particularly for under-resourced, mid-sized

with ser\éices clients

M it i . . . . .

providers Y service * The shortening and disruption of global supply chains by geopolitical events

¢ The spread of new regulations with more stringent enforcement

Sources of Competitive Advantage
. Defense contractors Constant change |s.tr.1ej reality in cybersecurity, so rapidly adaptive solutions
« Security boutiques hold the most credibility.
serving industry & Key sources of competitive advantage include:
f”“C;"i“ vertical ¢ The ability to integrate solutions within the broader context of client
arkes cybersecurity strategy and needs
¢ Universal GRC models that link governance with risk and compliance
frameworks
¢ Ability to help clients utilize Al and advanced technology for continuous
Cloud service providers monitoring

IT generalists . . .
Network service providers ¢ Continuous engagement models (e.g., managed service, Cyber-as-a-Service,

Telecommunications service etc.)

providers/ Communications ¢ Advanced change management and human capital management

Service Providers (CSP e . .
ervice Providers (CSPs) capabilities to help clients address the human component of cybersecurity

Technology

© 2022 ALM Global Properties 7
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Cybersecurity has been broadening in client organizations as a responsibility, spreading from the CTO to the CRO and GC/CLOs, to now include even unit-level managers
while leading to the creation of the CISO — and all of this with the CEQ’s full attention, and carefully monitored by the board

Stakeholder Impact on Decision-making Stakeholders egme akeholder roles and
/// J ” \\\\
[/ D|rectly.|nvolve<.j in'scopingand | Insurance Legal Management  Multiservice Technology
purchasing services Consulting
. .
B Key influencer; accountable/ The CEO has long been part of cybersecurity str'ategy development, but more recently
. . has been called upon to manage and foster a wider array of skills
responsible for executing
strategy RO CROs are expected to be able to integrate and weave cybersecurity into a larger risk
Some influence on purchasing management framework, embedding cyber risk into all operations
decision
o The CFO has all the usual financial reporting duties but the trickiest part of their role in
" [ Notinvolved in purchasing 3 2022 is to define and monitor the ROI of cyber investments
\\\ decision // O CISOs in 2022 are less technical experts and more project managers, able to span
) } production, supply chains, ecosystem partners and regulations
O The CTO is primarily responsible for the underlying technology of cybersecurity
Segment relationship solutions (e.g., endpoint security solutions), while contributing to strategy
) intensity ] O GCs and CLOs were once only called upon for regulatory compliance and governance
/ N\ but now are expected to have a stronger voice in risk strategy
M strong . . : :
relationship RO CHROs have become important in the intersection of workforce management, cyber
policy development, training, data management and talent recruiting
Moderate
relationship pve Unit-level managers are a key line of defense in cybersecurity, requiring enhanced
Weak anage leadership development for advanced culture management skills
relationship . .
External Regulators, shareholders, ecosystem partners, industry associations and customers all
| L1 No | Stakeholders play a role in influencing “cyber hygiene”
\_relationship
) ) ployee Employee behavior has come to be recognized as crucial for cybersecurity

Acronyms: CEO — chief executive officer; CFO — chief financial officer; CRO — chief risk officer; CHRO — chief HR officer; GC — general counsel; CLO — chief legal officer; CTO — chief technology officer, CISO - chief information security officer

2022 ALM Global Properties 8
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Trends

It would be legitimate for a section on trends in cybersecurity to
lead with, “Same as last year, only now to the nth degree.” What
is different about cybersecurity in 2022 is the concern around

serious business disruption. A year ago, cyber-criminals’ primary

target was data, but in 2022 it is processes and operations —
particularly in third-party (e.g., supply chain) relationships.
Trends include:

e Cyber incidents spiraled upwards in 2021, with social

engineering the fastest growing threat, particularly targeting

third-party relationships

e Cyber criminals are targeting under-resourced SMEs (small-
to-medium-sized enterprises) and third-(and fourth) party

value chain partners more
e Cybersecurity insurance coverage is under pressure
e The rapid spread of loT also creates vulnerabilities
e Post-pandemic end-user customer expectations of more

services delivered through internet-based products has
increased cloud reliance, and therefore cyber risk

e Killware is a big concern, illustrated dramatically in January

2021 when a threat actor used remote access tools to

increase the amount of sodium hydroxide in a public water
treatment plant in Oldsmar, Florida to lethal levels — caught

in time but showcasing the danger

Cybersecurity 2022: Demand Drivers

Cybercriminals are better organized than ever, including the
development of ransomware-as-a-service (RaaS) third party
services, opening cybercrime to anyone

However, most cyber incidents still occur because of human

error rather than technology failure, which is underscored by

the rise of shadow IT

One of the biggest areas of focus in cybersecurity are
providing continuous training and upskilling

Cybersecurity in 2022 is less a technology problem, and more

a risk and operational problem: a business problem where
risk-informed decision-making is the crux

Al and continuous management of cybersecurity are filling
some of the talent gaps while addressing the need to bake
cybersecurity into all business functions

With the sudden shift to remote and hybrid work models,
demand for cyber talent has far outstripped supply, leading

to a talent crunch across all industries

Slashed T&E budgets since 2020 led to more funds being
slated for risk management

Most anticipate new data and cyber regulations

Geopolitical instability is driving increased demand in
software supply chain risk

2022 ALM Global Properties

Implications for Buyers

Though utility varies by industry, the benefits of
Public Private Partnerships are usually pegged
(inaccurately) to cost, but the real value lies in risk
and information sharing and should be explored
as an option for a more effective long-term
cybersecurity strategy

Your organization’s weakest links may not be
internal but through your third-party
relationships, particularly your supply chain, which
necessitates greater scrutiny of third-party
partners’ cybersecurity regimes including
contracts, fourth-party exposure, etc.

There is a talent crunch for skilled cybersecurity
specialists now, so hiring is less of an option to fill
your organization’s needs, requiring robust and
continuous internal training programs for both
cyber roles and cultural “human firewalling”

Managed services and Cyber-as-a-Service are
increasingly common and (depending on the
provider) are looked on favorably by regulators
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Convergence

As ransomware attack payouts skyrocket in 2022, convergence is
happening at an accelerated rate in cybersecurity:

Incident response: This was the primary entry point for many
providers in the cybersecurity space, driven by the skyrocketing
number of data breaches and the spread and increasing sophistication
of ransomware. Incident response is a whole package of services in
2022, however, and different providers have specialized — in part
because some services are protected by licensing or regulations (e.g.,
legal or insurance). However, some of the approaches to these
services (and who provides them) derives more from tradition than
regulatory sanction, providing a ripe opportunity for disruption.
Multiservice and management consulting crisis management services,
for instance, are being adapted to cyber incident response demand in
ways that could unpack much of what law firms do for insurance
providers in breach coaching.

Security-as-a-service: Few organizations can keep up with the
hypersonic rate of evolution in cyber crimes, opening the door for
providers able to provide any number of continuous engagement
“security as a service” offerings. Technology providers got the ball
rolling but multiservice providers have stepped into the breach to the
extent that these now comprise a significant portion of their
cybersecurity revenues. A key value both global technology and
multiservice providers bring is their “follow-the-sun” global
capabilities (meaning, presence and integrated technology platforms)
that allow truly global, truly 24/7 monitoring services. Management
consulting firms have offered more targeted offerings, being wary of
the investments required for managed service-type offerings. They

Cybersecurity 2022: Convergence

prefer to build their consulting offerings in cyber around
complementary relationships with technology providers. However,
that cooperation is important and bolsters their attractiveness to
clients as an alternative to multiservice “one-stop cyber shops.”

Regulations: The threat of a new tide of regulations addressing
cybersecurity has nearly all providers seeking to create client-facing
information and alert-based solutions to inform client strategies.

Data privacy: Most law firm cybersecurity practices are bifurcated
between data privacy and incident response services. It has taken
some time for professional services to connect these two demand
areas, but multiservice and management consulting providers are
putting a lot of resources behind both the compliance and incident
response side of data privacy, and baking it into their end-to-end
cybersecurity solutions, while technology providers are attempting to
automate the compliance side in their client-facing platforms.

Risk transfer: Insurance providers have no competition for insurance
products (as mandated by regulations), but multiservice and
management consulting providers have been embedding
cybersecurity within larger risk management frameworks, and within
that context they advise clients on risk transfer strategy. This includes
helping them develop effective cyber risk management practices (in
competition with innovative efforts by leading insurers to develop
upstream advisory services) as well as with cost management in risk
mitigation and developing an optimal vendor (i.e., insurer) selection
process. In this way multiservice providers and consultants capture as
much of that risk transfer part of the puzzle as they can,. Short of
actually selling insurance products themselves and insert themselves
into that relationship between a client and their broker or agent.

2022 ALM Global Properties

Implications for Providers

Providers that can demonstrate to their clients their own
effective internal cybersecurity strategy will gain the most
credibility with clients

With a focus on client outcomes, innovative providers
should recognize the need for a holistic approach to
cybersecurity by building the internal “muscle memory” of
being able to manage external market ecosystem
relationships (e.g., partnerships, alliances, etc.) to both
extend their own capabilities and provide a seamless an
experience for clients

One of the areas victims (and potential victims) in
cybersecurity are most vulnerable s in their isolation;
providers should seek to form information-sharing
communitiesin industries, and where possible, utilizing
public sector data and resources to help collect data on
events as well as better understand the effectiveness of
policies

At a time when cybersecurity costs are skyrocketing,
providers should be able to utilize technology and
ecosystem relationships to keep costs manageable

Insurance panels have become popular but may be of
limited efficacy in cybersecurity for some service providers
as they tend to be tied exclusively to remediation projects,
and some clients have come to view providers on
insurance panels as “ambulance chasers” — undermining
efforts at building longer-term relationships with clients

10
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ALM Intelligence Pacesetters
What makes a Pacesetter in COVID-era cybersecurity strategy?

Upstream: Professional services providers broadly recognize that an
effective cybersecurity strategy cannot rely on barriers and
remediation plans. Servicing client cybersecurity needs in 2022
requires proactively understanding the client cybersecurity risk profile
— and managing that profile. This has prompted innovators to move
their service focus upstream to help clients maintain solid “cyber
hygiene.” This is an area where management consulting firms,
multiservice providers, and insurers in particular have reconfigured
their approach to help clients understand the day-to-day, hour-to-
hour nuts and bolts of an effective cybersecurity management
strategy to take the onus off defensive controls and downstream
remediation/crisis management plans. An ounce of prevention....

Al/Advanced technology & continuous management: As
cybersecurity (as a service) has moved from stagnant software
barriers and controls to more proactive, continuous management, the
recognition that humans cannot possibly monitor and manage the
massive flow of data, processes and events that flow through any
organization on a daily basis has given rise to the deployment of
advanced technology Al, machine learning and blockchain. Technology
firms, consulting and multiservice providers have been the first to
utilize these technology tools, but innovators among insurers are also
learning to use them to keep up with on-going cycles of technical
innovation, as well as the highly organized and increasingly
sophisticated cybercriminal community that cooperates far more
readily than cyber victims do. Al can adapt to an ever-changing threat
environment, and innovative providers have incorporated it into a

Cybersecurity 2022: Convergence

long-term, managed services or Cyber-as-a-Service offering.

Integrated strategy: Another key element to cybersecurity services in
2022 is the recognition that cybersecurity is also a business problem.
This translates into the need to address other business components to
cyber risk, including operations, human behavior, third-party
relationships, contracts, communication channels, and marketing &
sales. Innovative providers have broadened their approach to
cybersecurity to help clients create a holistic cybersecurity profile and
actively manage that profile. Multiservice and management consulting
providers have led the way with seamless, integrated offerings
spanning their practice domains (and sometimes anchored in their
M&A, restructuring or digital transformation practices), but insurance
and some legal innovators have also taken up the challenge with
expanded advisory offerings that include employee training and active
strategy development support.

Skills: All organizations, both providers and clients, are struggling to
acquire and keep skilled talent in cyber risk management and strategy
development. As one professional put it, the unemployment rate in
cyber talent markets is currently zero. This is forcing organizations to
become creative. Innovators recognize that cyber talent cannot be
simply acquired or recruited, but must also be developed and fostered
over time. This meshes with the recognition that the human
dimension of cybersecurity requires that all employees must acquire
and develop over time a certain level of cyber literacy and awareness.
Innovators are creating continuous education and training programs,
while working with institutions to build out the cyber management
portion of university programs

2022 ALM Global Properties

Cybersecurity 2022

Multiservice KPMG
Legal Nishimura & Asahi
Multiservice PwC

Methodology Notes

The ALM Pacesetter Research methodology
evaluates Innovators against five core criteria.

1. Business model

2. Value proposition

3. Service delivery

4. Client enablement

5. Brand eminence
Providers whose aggregate score is 85% or above
qualify as an ALM Pacesetter.
In some instances the scoring may be weighted due
to theirimportance in achieving competitive
differentiationin this report's topic. For details,
weighting in this particular report are addressed in
the Methodology section.
See Appendix for detailed definitions of the five
core criteria

11
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Cybersecurity 2022: Categories

The five highest scorers in each category reflect both where providers focus their investments and service focus, as well as the degree to which a full, end-to-

end, integrated and business-focused offering is having the most impact on cybersecurity

Business Model

Accenture

Deloitte

EY

PwC

Vouch

(Alphabetical order)

Value Proposition

AXA XL

KPMG

Nishimura & Asahi

PwC

Redgrave

(Alphabetical order)

KPMG

Kroll

Lewis Brisbois

Nishimura & Asahi

PwC

(Alphabetical order)

2022 ALM Global Properties

EY

KPMG

Nishimura & Asahi

PwC

Redgrave

(Alphabetical order)

Accenture

Deloitte

EY

KPMG

PwC

(Alphabetical order)

13
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ALM Intelligence Pacesetter Overall Score: Cybersecurity
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firm score median score
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Value
Proposition

Service
Delivery

Client
Enablement

Brand
Eminence

66666

Impact Scale: ONone (® Moderate @ Significant @ Very High

‘ ‘ KPMG’s “golden thread” approach to cybersecurity brings
together the business, technology and cyber elements of a
comprehensive cybersecurity strategy that focus on

enterprise risk and longer-term resiliency for clients.

Profile:

A global multiservice company and one of the Big Four, KPMG (headquarteredin the Netherlands) offers services
across four basic practice areas: Audit Assurance, Tax & Legal, Advisory, and Private Enterprise. KPMG has focused
in recent years on business transformation, with a strong emphasis on the digital component. KPMG’s approach to
technology-enabled transformation, dubbed the KPMG Powered Enterprise, is about organizations not undergoing a
single transformation event but internalizing the ability to drive continuous change, using advanced technologies,
including strong elements of agile and resilient functions and processes.

For KPMG, cybersecurityis a “golden thread” that runs through every client function, and as such enables growth,
requiring a full, comprehensive approach that fuses cybersecurity into broader business and technology offerings.
The main thrust for KPMG is what it calls the “Trusted Imperative.” KPMG believes that when organizations earn
and deserve the trust of all their stakeholders, they create a solid platform for responsible growth, confident
decision-making, bolder innovation and sustainable advances in performance and efficiency. Cybersecurity is at the
center of the Trusted Imperative. KPMG’s cybersecurity offering combines the use of technology, business, and
human capital resources across an integrated, cross-competency solution. Accelerated by COVID-19, KPMG’s
delivery model involves hybrid (remote/on-site) working models, virtual overlays (utilizing global specialist
resources), digital service delivery & automation, and effective use of near-and off-shore resources. KPMG works
closely with ecosystem partners for solutions, utilizing co-sourcing models for specialist skills and agile surge
capacity. Clients have been increasingly willing to utilize managed services and Security as a Service models with risk
transfer integrated into the client control environment. KPMG also makes use of its industry centers of excellence,
Insights and Ignition centers as well as KPMG Lighthouse, the firm’s CoE for advanced analytics.

© 2022 ALM Global Properties

KPMG

Cybersecurity Service
Focus

Data, technology Accounting &
tools & solutions auditing
Consulting Forensic
services investigations
Interim, managed

& outsourcing
services

. Stakeholder
Legal services
Management
Risk assurance Risk transfer
services services

Strategy

Function-focused
advisory services

Compliance
Risk
Manage/Monitor

Anticipate

Remediate

. Services offered

\:\ Services not offered

14
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How KPMG is moving the needle

Pacesetter
Criteria

Value
Proposition

Service
Delivery

Brand Eminence

Qualitative Assessment

KPMG’s cybersecurity offering is embedded across its Audit, Tax
and Advisory solution areas, reflecting the firm’s
multidisciplinary approach and view of cybersecurity as
ultimately a growth enabler for clients

KPMG's responsiveness to rapidly evolving client needs have led
the firm to address key client needs through a multidisciplinary
approach, willingness to cosource solutions with external
partners, offering managed and security-as-a-service solutions,
flexibility in helping clients adapt complex solutions, and its
focus in cybersecurity to longer-term client business resiliency
goals

2022 ALM Global Properties

Client Enablement

KPMG

Business Model

Cybersecurity: KPMG

Value Proposition

Service Delivery

== KPMG

sl Median

15
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ALM Intelligence Pacesetter Overall Score: Cybersecurity
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Value
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Service
Delivery

Client
Enablement

Brand
Eminence
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Impact Scale: ONone (® Moderate @ Significant @ Very High

‘ ‘ Nishimura & Asahi’s unique (in Japanese markets) pairing
of risk, compliance and digital transformation strategy with
an embedded cybersecurity component make this law firm
a key partner for clients struggling to comply with Japans’
digital push.

Profile:

One of Japan’s Big Four domestic law firms, Nishimura & Asahi is a full-service law firm with particular strengths in
M&A and financial restructuring. The firm has a global presence, following Japanese corporate clients into the
markets they serve. The firm has also invested in advanced technologies in recent years to support its legal
practices. The firm has a demonstrated competency in all things digital transformation, ranging from drones and loT
to digital strategy and digital health.

In response to the Japanese government’s series of laws enacted in 2021 designed to hasten the adoption of digital
technologies among both local governments and businesses across Japan, Nishimura & Asahi created its digital
transformation group designed to support practices (including industry practices) to manage legislative, regulatory
and commercial rules and standards. This practice is not just a compliance center but helps clients formulate a
digital transformation strategy, including providing some non-legal support. The firm’s Digital Operations group
focuses on broader social and economic digital challenges, such as autonomous vehicles, digital strategy, smart &
intelligent cities, and 1oT. Its Digital Innovation group in turn focuses on operational and business efficiency,
including Al & robotics, blockchain, drones, digital health, and digital trust & cybersecurity. Cybersecurity is seen by
Nishimura & Asahi as a regulatory compliance problem but one that is fused into its digital transformation and
innovation offerings.

© 2022 ALM Global Properties

Nishimura & Asahi

Cybersecurity Service
Focus

Accounting &
auditing

Consulting Forensic
services investigations

Interim, managed
& outsourcing
services

Data, technology
tools & solutions

Function-focused
advisory services

Stakeholder

Legal services
& Management

Risk transfer
services

Risk assurance
services

Strategy

Compliance

Risk

Manage/Monitor

Anticipate

Remediate

@ services offered

(] Services not offered
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NISHIMURA

& ASAHI

How Nishimura & Asahi is moving the needle

Brand Eminence

Pacesetter
Criteria Qualitative Assessment

Nishimura & Asahi’s key value proposition lies in its
multidisciplinary and cross-sectional approach to cybersecurity,
Value recognizing that client risk and compliance needs in cybersecurity
Proposition are interwoven with operational and technology challenges that
are inseparable from the typical legal offering when formulating a
cybersecurity and cyber risk strategy

In creating its digital transformation unit, the firm recruited non- Client Enablement
Service lawyer specialists across a wide range of newly emerging
Delivery technologies (e.g., drones, |oT, driverless vehicles, etc.) to be able

to directly address client risk and cybersecurity concerns

2022 ALM Global Properties

Cybersecurity: Nishimura & Asahi

Nishimura & Asahi

Business Model

Value Proposition

Service Delivery

=== Nishimura & Asahi

= [edian
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ALM Intelligence Pacesetter Overall Score: Cybersecurity

‘ ‘ PwC’s journey with its New Equation framework, which Cybersecurity Service
focuses on building trust and achieving client outcomes, feeds Focus

into its approach to cybersecurity where the firm positions
tools & solutions auditing

cybersecurity as a path to resilience, enablement and trust for

. Consulting Forensic
Profile: '
Function-focused In;?(r;lrﬁ,sg\uarr;?fed
advisory services . g
ALM INTELLIGENCE e . . . . . . services
\, PACESETTER PwC has undergone a significant transformation in the past year with the introduction of The New Equation
RESEARCH initiative, a restatement of the firm’s commitment to a relentless focus on client challenges. The New Stakeholder
Equation commits PwC to building trust in many forms and delivering highly sustainable outcomes, which in MERER S
turn generates more c.Iient vaIue: With The New Eguatior?, PwC positions its p.eople an.d tgchnology as.cllient Risk assurance / Risktransfer
enablers through services organized into two basic service lines: Trust Solutions, which include traditional SErviEEs services
[— Assurance, and Tax & Legal, and Consulting Solutions, where most of the firm’s cybersecurity services reside. \ ’
Overall Overall segment
firm score median score SR

Cybersecurity is a cross-domain competency for PwC, but service delivery begins with the Cybersecurity, Risk

Compliance

Business O and Regulation practice in Consulting Solutions. Cybersecurity capabilities, alongside Digital, are embedded in

Model PwC’s global Risk and Regulatory, Transformation, Sustainability/ESG, and Deals/M&A “platforms.” PwC’s Risk

Value cyber consulting strategy is focused on helping clients build trust, resilience and sustained outcomes, with IP & Manage/Monitor

Proposition 0 Intelligence-led services powered by technology and people. This informs all investments and R&D priorities. Anticipate

Service Cybersecuri'Fy engagements fgr PW.C typicaIIY take the form.of cyber s.trategy, and GRC integrati.on, front office .

Delivery 0 transformation, security engineering, metrics and reporting, identity management, threat intelligence-led Remediate
cyber defense, cloud security and zero trust engineering, and incident response. One of the central themes for

Client 0 PwC cybersecurity service strategy is simplifying cybersecurity strategy and operations, with the underlying !Ser‘"ces offered

Enablement tenet being that cybersecurity is as much a governance, organizational strategy and operational challenge as a () Services not offered

Brand 0 technology one. PwC also runs its annual Global Digital Trust Insights Survey as well as a Cybersecurity Forum,

Eminence while maintaining its Digital Cyber Academy for employee (and future client) skill development. PwC also

builds relationships with key technology and academic partners for advanced and distinct business solutions.
Impact Scale: ONone (@ Moderate @ Significant @ Very High

© 2022 ALM Global Properties 18
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pwc

How PwC is moving the needle

Brand Eminence

Pacesetter
Criteria Qualitative Assessment

PwC’s approach to cybersecurity is risk-led, organized through its BXT
(business-experience-technology) framework, and brings together
innovation, investmentin IP, delivery accelerators, and the use of

Value external partnerships and alliances to deliver an integrated, cross-
Proposition platform and intelligence-led approach that, by demonstrating
trustworthiness, seeks to help clients instill the same in their own
cybersecurity strategies Client Enablement

While PwC has been investing in its cybersecurity IP for years, there is
powerful value in its internal-facing digital upskilling and training

T VWCIDENYEIGYE programs, best illustrated by its global cyber academy which utilizes
internal and external vendor-created content to ensure PwC
employees are skilled in the latest digital and cyber trends

2022 ALM Global Properties

PwC

Business Model

Cybersecurity: PwC

Value Proposition

Service Delivery

el Py C
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PACESETTER

' ALM INTELLIGENCE Cybersecurity 2022: Market Segments Map
N/ RESEARCH

Cybersecurity has moved from being a linear technology and compliance defensive exercise to a pan-organization way of doing business, and while
the giant technology and multiservice providers continue to dominate, innovators across the spectrum are changing how they engage clients

Notes on market convergence: Cvbersecurity value
y ychain STRATEGY COMPLIANCE MANAGE/MONITOR ANTICIPATE REMEDIATE

¢ |nnovative Insurance providers have
been building out their cyber
advisory business lines in recent INSURANCE ‘ EEEEEE -> M
years, paying more attention to
upstream “cyber hygiene,” but some
also have been including regulatory
CO”? pliance |nformat|oq and an LEGAL I TTTTTTTTTTTS ﬁ FITTTTTTTTTTTITTTTIITTTTIITTTITTITTIT H
advisory function in their cyber
offerings, while encouraging cyber
claims managers to take on more
project management responsibility MANAGEMENT

* Law firms have moved the least, with CONSULTING _ ‘ " '> —
some tying cybersecurity to digital ‘ EEESEEESEEEEENEEEEEEN ’
offerings or data

¢ Management consulting firms and
multiservice providers have MULTISERVICE _ ‘ n l> —
broadened their offering t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>