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Introduction

Financial crime, including money laundering, continues to plague the global 

economy, despite increased efforts by companies, regulators and financial 

institutions (FIs) to turn the tide. 

Of course, over the last 12 months or so, the COVID-19 crisis has not helped. 

The impact of the pandemic has increased threat vectors – especially for FIs, 

by altering ‘normal’ red flags and complicating customer on-boarding and 

identification processes. 

 

But FIs are far from the only parties affected by COVID-19. So much of our 

daily and working lives have moved online since the pandemic began, catching 

many companies underprepared. Undoubtedly, it has been a steep learning 

curve for many – shedding light on money laundering vulnerabilities. 

 

As regulatory changes, new guidance and enforcement actions continue to 

mount, it is vital that organisations remain compliant and up to date with 

anti-money laundering (AML) regulations. Organisations need to consider 

all available tools at their disposal, including artificial intelligence, machine 

learning and robotic process automation, to enhance AML frameworks.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

the US? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Financial crimes, including money 

laundering and fraud, continue to pose 

a threat to financial institutions (FIs) 

across the US. 2020 was an unparalleled 

year for regulators, financial institutions 

and their customers. As of Q1 2020, the 

COVID-19 pandemic had caused shifts 

in the timing of regulatory examinations 

and the nature of regulatory guidance in 

the US and across the globe. Furthermore, 

FIs changed the way employees worked 

and had to swiftly put business continuity 

plans and other controls into action to 

protect data. The US saw only a brief 

pause in regulatory examinations during 

the early months of the pandemic and soon 

saw a return to normalcy as regulatory 

reviews and enforcement action teams 

adapted to working more remotely. In Q2 

2020, the Federal Financial Institutions 

Examination Council (FFIEC) provided 

updated guidance to their Bank Secrecy 

Act (BSA)/Anti-Money Laundering 

(AML) Examination Manual and in 

Q3 2020 the International Consortium 

of Investigative Journalists (ICIJ) 

Financial Crimes Enforcement Network 

(FinCEN) Files leak piqued the interest 

of the financial sector and federal bodies, 

shedding light on suspicious activity 

reports filed historically. In addition, 

the US has created partnerships with 

countries in the European Union (EU) on 

the provision of technical assistances in 

AML, counterterrorism and proliferation. 

These types of partnerships exemplify 

the common phrase ‘international better 

practice’.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: There will always be bad actors 

leveraging illicit practices, particularly in 

times of need. Money laundering, human 

trafficking, elder abuse and sanctions 

exposure continue to be the main sources 

of risk for FIs. Moreover, all industries 

have seen increased incidences of fraud as 

a result of the changes in commerce and 

how we transact due to the pandemic. 

As a result, typical ‘red flags’ might look 
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different and FIs will need to adjust 

transaction monitoring accordingly. For 

example, FI customers that typically 

transacted face-to-face now transact 

remotely and other processes, such as on-

boarding and identification processes, are 

more valuable to identity theft and various 

online fraud typologies. This challenge 

relates to both banking and nonbanking 

institutions and payment processers which 

are also seeing significant increases in 

transactions and online merchant activity.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in the US? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: The ICIJ FinCEN Files have been 

an area of discussion in the US and 

worldwide. On 20 September 2020, the 

ICIJ FinCEN Files exposed previously 

filed suspicious activity reports (SARs) 

between 2000 and 2017. For many, this 

turn of events highlighted a need for 

discussion between regulatory bodies and 

the financial sector. On 16 September 

2020, FinCEN announced solicitation 

of enhancing the effectiveness of AML 

programmes, welcoming questions 

and feedback “to potential regulatory 

amendments under the Bank Secrecy 

Act”. Although institutions’ involvement 

in reducing financial crime is ongoing, 

this suggests that the nature and extent of 

the demands being placed on companies 

is open for discussion. Moreover, 

cryptocurrencies and other alternative 

currencies continue to be a focus for US 

enforcement officials. The Financial Action 

Task Force (FATF) recently published 

guidelines for virtual currencies, however 

the US is still catching up. In 2020, there 

were enforcement actions against large 

FIs, law firms and individuals convicted 

of compliance failures and laundering 

through cryptocurrency exchanges.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Institutions must be proactive in 

reviewing and refreshing their compliance 

programmes. FIs should keep abreast 

of new enforcement actions, regulatory 

news and changes. Senior management, 

including the board of directors and 
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compliance staff, should hold regular 

discussions regarding inefficiencies in 

the programmes or controls that are 

not working as anticipated. Ongoing 

training is vital in keeping up with 

the ever changing AML and sanctions 

landscape, particularly for the board 

of directors to nurture a culture of 

compliance throughout the organisation. 

This is especially relevant with respect to 

blockchain technology and crypto-related 

sanctions evasion typologies. Historically, 

the majority of regulatory fines issued in 

the US have been sanctions-related. In 

2020, we saw examples of enforcement 

actions put into place for the first time, 

specifically with respect to broker-dealers 

and institutions offering convertible virtual 

currency services. Last year marked the 

first time in history that the Commodity 

Futures Trading Commission brought an 

action under 17 CFR § 42.2. Additionally, 

FinCEN announced the first-ever Bitcoin 

penalty in violation of AML laws.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes? 

“
“

The Financial Action Task 
Force (FATF) recently 

published guidelines for 
virtual currencies, however 
the US is still catching up.
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A: As financial crimes become more 

complex and increase in scale, it is evident 

that technological solutions are here to 

stay. Artificial intelligence and machine 

learning (AI/ML) and robotic processing 

automation (RPA) technology have 

become exceedingly attractive in many 

institution’s fight against financial crimes 

and evaluating solutions to enhance BSA, 

AML and sanctions oversight. AI/ML 

helps financial institutions bring to light 

key pockets of risk and vulnerabilities 

that were otherwise difficult to identify 

or emerging, and therefore potentially 

redirects their attention to areas of risk 

they did not previously have the ability 

to focus on. RPA allows institutions to 

more efficiently disposition alerts with 

the benefit of affording financial crimes 

specialists more time evaluating fraud 

and AML typologies than preparing 

investigative exhibits. Additionally, the use 

of blockchain analysis and crypto-tracing 

tools have been recent developments 

to assist with completing due diligence 

and enhancing transaction monitoring to 

trace the movement of virtual currency. 

It should be noted that technological 

enhancements may not be vital for an 

institution, depending on the size of the 

institution’s compliance programme or risk 

exposure.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Once a financial institution determines 

that it has fallen victim to a financial 

crime, the business legal and compliance 

staff should immediately work with other 

employees to document the facts, convene 

the relevant committee of the board 

of directors and notify the appropriate 

regulatory or law enforcement agencies. 

Whether it is fraud, money laundering or 

a sanctions-related violation, the financial 

institution should undertake a root cause 

analysis and identify the weakness or 

absence of controls, including overall 

governance structure, that permitted 

the wrongful activity to occur.  A 

renewed look at the risk assessment and 

a compliance programme gap analysis 

should also be undertaken to determine 

the precise programme control and 

process weaknesses. Such analyses might 

include a skills assessment of staff and an 

accountability and oversight investigation, 

if warranted. Many institutions have 
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integrated the approach to fighting 

financial crime and by consolidating fraud, 

AML and other criminal investigations 

to ensure that each discipline shares 

knowledge seamlessly and to consolidate 

similar governance and control structures. 

Q: What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: It is important for institutions to stay 

well informed with respect to regulatory 

changes, particularly when regulatory 

change is imminent. Institutions should 

also prioritise critical matters and 

reassess priorities throughout the year 

and revisit their risk assessments and risk 

tolerances to ascertain whether they are 

measuring financial crime risk and the 

counterbalancing effect of financial risk 

controls effectively.

www.guidehouse.com

GUIDEHOUSE is a leading global provider of consulting 
services to the public and commercial markets with 
broad capabilities in management, technology and risk 
consulting. The firm helps clients address their toughest 
challenges with a focus on markets and clients facing 
transformational change, technology-driven innovation 
and significant regulatory pressure. Across a range of 
advisory, consulting, outsourcing, and technology and 
analytics services, Guidehouse helps clients create 
scaleable, innovative solutions that prepare them for 
future growth and success.

SALVATORE R. LASCALA Partner 
+1 (212) 554 2611
salvatore.lascala@guidehouse.com
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Canada? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Canada’s anti-money laundering (AML) 

regulatory regime is continuously evolving 

to respond to financial crime risks. At the 

federal level, the AML regulatory regime 

establishes a common set of requirements 

covering multiple industries, such as 

financial services, casinos and real estate, 

and the federal government announced 

funding to establish new AML law 

enforcement units in Canada’s four largest 

provinces. Some provinces have recognised 

the need to implement their own unique 

requirements to address provincial AML-

related vulnerabilities. Financial crime 

perpetrators have exploited vulnerabilities 

in Canada’s regulatory regime and trends 

in consumer behaviour, such as increasing 

adoption of digital means to conduct 

transactions. Despite recent amendments 

to the legislative requirements – the 

Proceeds of Crime, Money Laundering and 

Terrorist Financing Act (PCMLTFA) and 

increased regulatory scrutiny on high-risk 

sectors other than financial services, there 

continues to be vulnerabilities related to 

beneficial ownership, intelligence sharing 

among regime stakeholders, and lawyers 

as a reporting entity. To date, regulatory 

supervision has focused on Canadian 

financial institutions (FIs), resulting in 

more mature AML programmes and 

greater investment of resources. It is 

increasingly important for Canada to 

promote greater integration between 

government departments and public-

private partnerships to effectively manage 

financial crime risk.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Prosecution of money laundering 

is linked to predicated offences, as 

defined in the Canadian Criminal Code. 

Transactions should be identified by 

regulated organisations and reported to 

Canada’s AML Financial Intelligence Unit, 

the Financial Transactions and Reports 

Analysis Centre of Canada (FINTRAC), 

where financial crime is connected to 

money laundering. FINTRAC has issued 

guidance bulletins to regulated entities 
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on topics ranging from money laundering 

indicators associated with online child sex 

exploitation, casino-related underground 

banking schemes and risk indicators for 

dealers in precious metals and stones. 

FINTRAC’s guidance includes factors 

that entities should be aware of related to 

AML in those scenarios, such as common 

transaction patterns, client profiles and 

payment methods. In addition, current 

industry topics of focus for Canadian 

FIs include drug and human trafficking, 

child exploitation and money laundering 

through real estate.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Canada? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: Canada has recently made changes to its 

AML regulatory requirements, including 

suspicious transaction and electronic 

funds transfer reporting requirements. 

These changes significantly expand the 

obligations on reporting entities with 

respect to the breadth of data that will be 

required for reporting to FINTRAC with 

“
“

FINTRAC and the Canadian 
government have ongoing 

consultations with regulated 
entities to clarify reporting 

changes – a positive ‘public-
private’ approach. 
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the goal to improve intelligence available 

to law enforcement. Many of Canada’s 

FIs have established large business and 

technology programmes to make necessary 

technology, data and business process 

changes. FINTRAC and the Canadian 

government have ongoing consultations 

with regulated entities to clarify reporting 

changes – a positive ‘public-private’ 

approach. At the provincial level, British 

Columbia (BC) has taken significant 

strides to uncover the extent of money 

laundering through the establishment of 

the Cullen Commission, an independent 

inquiry forum designed to make its own 

findings and recommendations regarding 

money laundering in the province. BC 

also established a new land registry with 

the goal of improving transparency of the 

real estate market and combatting money 

laundering. The outcomes of the initiatives 

in BC may encourage further action at the 

federal level.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Historically, FINTRAC has issued 

limited AML monetary penalties against 

Canada’s FIs and other regulated entities. 

Examinations conducted by Office of the 

Superintendent of Financial Institutions 

(OSFI), the federal prudential regulator, 

and FINTRAC have resulted in entities 

committing to address deficiencies by 

establishing comprehensive action plans 

with key milestones. Like most countries, 

Canada requires regulated entities to 

assess the effectiveness of their AML 

programmes on an ongoing basis. FIs 

commonly rely on a three lines of defence 

model and seek support from third-party 

experts where technical competencies 

may be lacking. In addition, changes to 

AML practices are informed through 

ongoing interactions with OSFI and 

FINTRAC. Even in the absence of possible 

enforcement action, FIs are expected 

to proactively manage their money 

laundering risk and look for opportunities 

to enhance their practices by optimising 

how technology is used in their end-to-end 

AML processes.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?
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A: Effective use of technology and 

analytics is necessary to combat financial 

crime and reduce ongoing operational 

costs of financial crime programmes. 

Examples of technology and analytics 

enablers include machine learning 

algorithms in transaction monitoring rules 

to reduce false positives, robotic process 

automation (RPA) to optimise investigative 

processes and reduce repetitive tasks, 

networks and entity-resolution to visualise 

risk areas, enhanced use of reporting and 

advanced analytics and consolidation of 

disparate datasets to produce a 360-degree 

view of the customer. For large FIs, big 

data and analytics are rapidly becoming 

a critical capability to manage financial 

crime. Companies are exploring financial 

crime fusion – how to integrate AML with 

other financial crime functions, such as 

fraud.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Financial crime must be reported 

to regulatory authorities as soon as 

practicable if it is connected to money 

laundering. Many companies also report 

financial crime to law enforcement and 

update their ‘do not do business with’ lists 

to prevent future business relationships 

with customers who have committed these 

offences. It is critical for companies to 

understand financial crime trends and the 

specific risks they are facing, such as the 

behaviours and risks posed by customers 

and the vulnerabilities of the company’s 

products channels and geographies to 

financial crime. These data points should 

be proactively analysed so that companies 

can enhance their technology capabilities 

and processes to better detect and deter 

financial crime. Regulated entities and 

regulators should have strong bilateral 

relationships, proactively communicate 

expectations and share intelligence 

and understand trends, for the active 

management of AML risk.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: Companies use multiple levers to 

improve the effectiveness of their financial 
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crime risk management programmes, such 

as integrating new technologies into their 

process, enhancing their process delivery 

models and leveraging data. Given that the 

AML aspect of financial crime programmes 

is subject to regulatory oversight, the AML 

programme must include appropriate 

governance and oversight mechanisms and 

a strong ‘tone from the top’. As companies 

invest in technology, process changes 

and data enhancements to improve their 

programmes, it is important to ensure 

these enabling capabilities are underpinned 

by supportable and right-sized risk 

methodology designs. Greater integration 

of financial crime programmes within 

FIs is evolving through the exploration 

of sharing infrastructure and capabilities 

across business and risk domains, such as 

analytics, case management and customer 

on-boarding, with the view to enhancing 

and optimising financial crime risk 

management programmes.

www.deloitte.ca
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financial advisory, risk advisory, tax and related services 
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Brazil? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Financial crime trends in Brazil are 

directly related to cyber crime. In this 

regard, the financial market and the 

banking sector are the industries that 

suffer the most from these attacks. The 

most common financial crimes, such as 

money laundering and tax evasion, have 

become more sophisticated with the 

advancement of technology. The banks, 

for example, increasingly use compliance 

tools to automate the processes of 

combatting and preventing fraud, money 

laundering and privileged information 

leaks. Brazil is already one of the most 

impacted countries with respect to 

money laundering, but despite the large 

number of cases, including cases that 

were investigated under the ‘Lava Jato’ 

investigation, the country is far from 

being a tax or legal haven. The country 

has many rules, including regulatory 

rules, related to money laundering. 

The Brazilian Central Bank and other 

institutions that regulate the financial 

sector, such as the Council for Financial 

Activities Control (COAF), have measures 

to monitor and prevent money laundering 

activities, such as communication which 

indicates illegal activities as described 

in Law 9,613/98, financial institutions 

monitoring, intelligence reports and the 

communication of automatic transactions 

and those of high value.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: According to surveys carried out by 

technology companies in Brazil, one 

in three entities have fallen victim to a 

financial crime. This is a growing trend, 

and as technology evolves and digital 

resources become increasingly available, 

the sophistication and threat level of 

criminals has continued to escalate. Today, 

electronic fraud and cyber attacks are 

the most common threats that companies 

face in Brazil. Financial crimes such as 

leaking privileged information in purchase 

and sales transactions, insider trading 

and credit card fraud, among others, are 

the most common crimes perpetrated 
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in Brazil. For experts, the source of 

this risk is associated with companies’ 

poor monitoring of digital and virtual 

environments and customer data, as well 

as unprotected systems and a lack of 

specific training to combat the spread of 

these crimes. 

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Brazil? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: Financial crime is a major global 

threat which causes financial losses in 

the trillions of dollars worldwide. One of 

the main regulatory and legal initiatives 

in recent years was the introduction of 

the General Data Protection Regulation 

(GDPR) in the European Union (EU), and 

the General Data Protection Law (LGPD) 

recently approved in Brazil. The LGPD 

aims to protect Brazilian citizens against 

violations of their privacy and data, and 

thus prevent digital crimes. Companies are 

more attentive to these types of crimes, 

and with new regulatory initiatives such 

as the LGPD, they will need to more 

frequently assess their vulnerabilities, 

whether the organisation has handled its 

information properly, potential employee 

responsibilities, and the consequent 

regulatory fines and penalties that the 

company may suffer. In addition to the 

LGPD, which covers not only the financial 

market but all of Brazilian society, today 

there are regulatory initiatives aimed at 

preventing and mitigating financial risks, 

such as financial compliance that regulates 

issues related to money laundering, and 

the commercial trade compliance laws. 

It is also important to mention Brazilian 

Money Laundering Law 9,613/98 which 

contains specific regulations to combat and 

prevent money laundering.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Historically, companies tend to 

invest more in reactive measures than 

in preventing illicit acts. Companies 

should not only review their practices and 

evaluate them for effectiveness periodically 

and proactively, but also establish formal 

monitoring criteria and actions to mitigate 

any threats, at the highest level of the 
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administrative chain. Best practice is for 

each company to establish a monitoring 

plan to combat and prevent financial 

crimes, and to conduct this assessment 

regularly. Some departments, such as 

internal audit and compliance, play a 

fundamental role in this prevention 

process. Acting based on these results and 

in a transparent manner can improve the 

perceived lack of impunity for those who 

act illegally.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: Cyber crime happens at a frightening 

frequency due to the advent of the internet 

and technology. Today, information 

security is a serious and ongoing 

problem faced by several countries and 

organisations. However, technology is an 

indispensable tool for combatting and 

investigating financial crimes. In Brazil, 

for example, there is an initiative led 

by the Federal Police and the Brazilian 

Banks Federation (Febraban) to prevent 

electronic banking fraud which includes 

debit card, credit card, internet banking, 

“
“

Companies should invest 
in technological tools 

designed to ensure financial 
crime compliance and to 

monitor constantly evolving 
regulations.
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call centre and electronic bank slip frauds 

committed by criminal organisations. 

According to experts in the banking 

sector, banking technology has advanced 

significantly, and financial institutions have 

interconnected systems that automatically 

forward information to the Federal Police 

with important details of the investigation. 

With regard to money laundering, in 

addition to the monitoring carried out by 

municipalities and regulatory bodies such 

as the Brazilian Central Bank and COAF, 

Brazil has a national strategy to prevent 

corruption and money laundering that 

relies on the interaction of several public 

officials and public control, inspection, 

legal and strengthening bodies of the 

Brazilian financial system.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Financial crimes can spread quickly in 

organisations due to rapid advancements 

in technology. In many cases, companies 

find that they are being used for financial 

crime and they are being financially 

harmed long after the first crime was 

committed. When faced with this situation, 

organisations must first establish a specific 

team or committee, if one does not exist, 

to initiate an internal investigation. 

Depending on the magnitude of the 

crime, this process can be done internally 

or with the support of third-party 

companies. It is also important to assess 

the information security environment of 

the organisation, the chain of approval 

that involves financial resources, systems 

and interactions between departments, 

to ensure that these areas and activities 

are carried out in accordance with the 

company’s code of ethics. The results of 

these actions must reflect the company’s 

level of transparency and its concern with 

compliance and governance best practices, 

and the applicable sanctions and penalties, 

previously established in internal policies 

and procedures, must be applied to those 

individuals involved in criminal activities, 

in order to demonstrate that the company 

does not tolerate such practices.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?
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A: Companies should invest in 

technological tools designed to ensure 

financial crime compliance and to monitor 

constantly evolving regulations. Currently, 

there are tools that act efficiently in the 

fight against money laundering, bribery 

and corruption, as well as cyber attacks 

and related crimes. The company must 

also assess its stakeholders’ adherence to 

financial crime compliance requirements, 

identify gaps in their processes and 

improve due diligence workflows 

associated with current legislation, 

and imposed by oversuight bodies and 

economic sanctions.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

the UK? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: The UK National Risk Assessment, 

published December 2020, identified 

diverse methods being used by criminals 

to exploit the global financial system, 

often facilitated by professional services 

providers such as accountants, lawyers 

and trust and corporate service providers. 

A similar Jersey publication in 2020 

identified the island’s main risks as 

heavily influenced by the sectors and 

jurisdictions in which key business is 

conducted. The dominance of the Trust 

and Company Service Provider (TCSP) 

and banking industries in Jersey place 

it at a greater risk of money laundering, 

and the vulnerabilities in the domestic 

regimes of other jurisdictions allow 

criminality to occur elsewhere and the 

proceeds transferred to or through Jersey. 

Difficulties include verifying the source 

of wealth, source of funds and politically 

exposed persons (PEPs) where potentially 

linked to bribery and corruption. In our 

experience, the difference between source 

of wealth and source of funds is not always 

understood and remains a key focus for 

regulators.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Cyber crime is a key means for 

criminals to target organisations and 

a startling proportion of companies 

will have fallen victim to cyber crime. 

High-profile ransomware attacks have 

received press coverage, but many more 

go unreported. The lack of preparation by 

some organisations to adequately protect 

themselves, and the relative ease with 

which tools are available to perpetrate 

such attacks, means organisations are at 

risk from tech-savvy operators. Cyber-

enabled fraud is increasing the scale 

of some financial crimes and the speed 

with which they can be perpetrated. 

During the coronavirus pandemic, 

increased online activity created more 

opportunities for criminals to perpetrate 

fraud. Payment diversion frauds can target 

different organisations at one time and 

provide links to mirror websites to add 
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apparent legitimacy to the request, duping 

companies into unwittingly diverting 

money to the fraudster’s bank account. 

Financial services and telecommunications 

are sectors where collaboration is required 

to counter this threat.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in the UK? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: In previous years there was an 

emphasis on developing robust anti-money 

laundering/combatting the financing 

of terrorism (AML/CFT) policies and 

regulation. Increasingly, regulators are now 

looking to move toward a more aggressive 

enforcement policy. The Financial Conduct 

Authority’s (FCA’s) 2020/21 Business 

Plan covers a number of challenges ahead, 

not least the impact of the COVID-19 

pandemic and leaving the EU. Alongside 

such issues, the FCA is also focused on the 

importance of culture, including looking 

at leadership, purpose, governance, 

management and employee reward. We 

also expect regulatory focus will shift to 

“
“

While technology has 
undoubtedly been exploited 

by criminals, recent 
advancements are now 
showing the vital role 

technology can play in law 
enforcement and fighting 

financial crime.
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smaller firms and to firmer action being 

taken against firms which consistently 

fail to meet the required standards. This 

approach is being mirrored in the Channel 

Islands. We anticipate regulators will be 

particularly focusing on areas such as 

governance, KYC, enhanced due diligence, 

negative news and sanctions screening, 

transaction monitoring, training, 

codification of framework through policies 

and procedures, and suspicious activity 

reporting, so organisations need to be 

prepared for this.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: In our view, proactively reviewing and 

revising internal practices is essential 

and all companies need to be mindful of 

their risk exposure. A recent enforcement 

action in Guernsey against a TCSP which 

assisted in setting up luxury asset-holding 

companies for ultra-high net worth 

individuals, some of whom had previously 

been involved in illegal activities, resulted 

in fines for the company as well as for 

individual directors and the money 

laundering reporting officer (MLRO). 

In this instance, the firm had failed to 

conduct proper risk assessments, comply 

with the termination of identified high 

risk business, and establish and maintain 

appropriate and effective procedures and 

controls to prevent and detect money 

laundering and terrorist financing. The 

issues uncovered in this inspection are not 

unique. These failings often arise from a 

poor internal culture, a common feature of 

which is inadequate oversight mechanisms, 

and a failure to properly invest in training 

for all levels of staff.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: While technology has undoubtedly 

been exploited by criminals, recent 

advancements are now showing the 

vital role technology can play in law 

enforcement and fighting financial crime. 

Artificial intelligence (AI) is now more 

widely accessible to tackle financial crime 

with off-the-shelf packages available which 

are constantly being refined with each 

new iteration utilising previous learning. 

Fertile areas for development are those 
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where there is currently heavy deployment 

of staff, such as customer and payment 

screening and transaction monitoring. We 

see the benefits, both in time and cost, 

of using AI packages to perform analysis 

work. Once the software has identified 

what is ‘normal’ activity in a particular 

dataset, the technology can then be used 

to find patterns, statistical links and 

relationships in the dataset that may not 

have been identified through traditional 

manual review.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Time is of the essence. Fraudsters plot 

the extraction of funds so that they are 

difficult to recover with financial systems 

making it relatively easy for money to be 

transmitted quickly around the world, 

posing challenges for tracing, freezing 

and recovering funds. Organisations must 

act quickly by contacting their own bank 

in the first instance. The deployment of 

accountants, lawyers and consultants to 

assist with recovery may be required. 

Lawyers will help with court orders, 

accountants can trace the funds and 

consultants can advise on the root cause of 

the fraud and on future prevention. Cyber 

expertise may be required where there has 

been large data loss. The trigger event is 

often the tip of the iceberg. Firms need 

to establish the motive of the fraudster 

and what other losses may have occurred. 

Firms also need to be mindful of any 

statutory reporting obligations they may 

face.

Q: What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: Firms should regularly evaluate their 

risk appetite and ensure all employees 

are aware of this and should encourage 

challenges from all levels of staff. As such, 

they should not underestimate the value 

of regular updates and refresher training 

on the basics for all employees. It is all 

too easy for complacency to creep in, 

relationships to become too familiar, and 

corners to start being cut. Setting the tone 

for this needs to come from the top of the 

organisation. Consideration is needed as to 
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who you are doing business with and why. 

Ask yourself if the customer is somebody 

you want your company to be associated 

with and whether you are comfortable 

with the transactions you are being 

asked to be a part of. Finally, especially 

for regulated firms, be disciplined about 

documenting and evidencing decisions and 

how they were arrived at, as this is critical 

to good governance.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Ireland? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: As a substantial and expanding 

international hub for financial services, 

Ireland’s exposure to and risk from 

financial crime is significant and 

increasing. Data from the Central Statistics 

Office shows that there were 7832 

recorded incidents of fraud, deception and 

related offences in the year to September 

2020. This was 0.8 percent down on the 

year to September 2019 but followed 

a 35 percent increase on the previous 

year. Rapid technological developments, 

particularly in the areas of online 

financial services, payment infrastructures 

and cryptoassets, have created new 

opportunities for criminals. Added to 

that, the disruption to the financial system 

caused by the pandemic is being exploited 

by criminals to mask money laundering 

and terrorist financing. In particular, there 

has been an increase in cyber crime, made 

possible by the weaker security defences 

of companies that have adopted working 

from home arrangements. The Irish 

police published a scam warning at the 

beginning of the pandemic, highlighting 

increased risks around ‘phishing’ and 

associated frauds, fraudulent selling and 

social engineering scams. The risks arising 

from financial crime are not limited to 

financial loss. Companies hit by financial 

crime may also face regulatory sanction 

and significant reputational damage. At 

a macro level, failure to adopt effective 

measures to prevent, detect and prosecute 

financial crime is likely to damage Ireland’s 

standing as a financial services centre.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Cyber crime is currently the most 

prevalent type of financial crime reported 

by Irish companies. A recent report 

published by PwC following a survey 

of Irish and global companies showed 

incidences of cyber crime in Ireland to 

be double that experienced by global 

companies. On 8 October 2020, the 

Department of Justice and Equality 

published a report on cyber crime and 

the Irish anti-cyber crime landscape. The 
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report notes that the most significant 

cyber crime trends and threats currently 

include ransomware and other malware 

threats, data breaches and network 

attacks, spearphishing – targeting 

specific individuals for the purposes 

of distributing malware or extracting 

sensitive information – and attacks against 

critical infrastructure. Other types of fraud 

commonly occurring in Ireland include 

payment card fraud, invoice redirection 

fraud, a form of social engineering called 

chief executive fraud, telephone fraud 

known as ‘vishing’ or ‘smishing’, and 

advance fee fraud, where criminals target 

victims to make upfront payments for 

goods or services that do not materialise. 

Key vulnerabilities for organisations are 

the absence of clear and effective policies 

and procedures and failure to adequately 

train and empower staff to detect and 

prevent fraudulent activity.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Ireland? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: As a member of the European Union 

(EU), Ireland is currently in the process 

of implementing the EU’s Fifth Money 

Laundering Directive (5AMLD). The new 

legislation will extend the scope of anti-

money laundering (AML) requirements 

to new categories of businesses, including 

virtual asset service providers, custodian 

wallet providers, letting agents and art 

dealers. 5AMLD, which Ireland is late in 

implementing, also makes a number of 

targeted enhancements to the legislative 

framework in areas such as anonymous 

prepaid cards, due diligence on high-risk 

third countries and cooperation with 

other EU member states. Ireland has 

already implemented central registers 

of beneficial ownership of corporates 

and certain investment fund vehicles. A 

central register of beneficial ownership of 

trusts is expected to be established later 

this year. Further changes are expected 

on foot of the European Commission’s 

action plan for a comprehensive EU policy 

on preventing money laundering and 

terrorist financing, which was adopted 

in May 2020. In December 2020, the 

report of the Governmental Review 

Group on anti-fraud and anti-corruption 

was published. The report makes a 
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number of recommendations designed to 

enhance Ireland’s framework for tackling 

economic crime and corruption, including 

recommendations for legislative changes, 

structural and systemic changes, and 

increased resources.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Given the current legislative and 

regulatory focus on financial crime, 

businesses can expect increased 

compliance demands in areas such as anti-

bribery and corruption, AML, lobbying 

and fraud prevention. The Central Bank of 

Ireland has taken a number of enforcement 

actions in relation to AML compliance 

failures in recent years. We expect that 

trend to continue and for there to be an 

increase in enforcement activity in respect 

of other financial crimes.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes? 

 

 

“
“

The Central Bank of Ireland 
has taken a number of 
enforcement actions in 

relation to AML compliance 
failures in recent years. We 

expect that trend to continue.
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A: Technology can assist businesses in 

identifying areas of risk and allow them to 

be more focused in their efforts to combat 

financial crime. Advanced analytics may 

help companies to identify trends and 

patterns indicative of financial crime that 

are not otherwise easily discernible. The 

use of transaction monitoring systems is 

widespread in Ireland and is increasing 

in line with the increasing volume and 

speed of transactions. The Central Bank of 

Ireland has recently set out its expectations 

in this area, which include an expectation 

that transaction monitoring systems are 

tailored to fit the company’s business 

risk assessment and are capable of being 

configured to reflect changing risks over 

time. The Central Bank notes that while 

the use of an automated transaction 

monitoring solution is desirable, 

companies should not place absolute 

reliance on any such system and employees 

should be aware of the need to manually 

identify suspicious transactional activity. 

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take? 

 

 

A: As well as taking steps to prevent the 

occurrence or recurrence of the incident, 

a company needs to consider its various 

reporting requirements. The nature of 

those requirements will vary depending 

upon the regulatory status of the company. 

It should be noted, however, that it is an 

offence under Irish law for any company 

or individual not to report information 

that might be of material assistance in 

preventing the commission of a financial 

crime or in securing the apprehension, 

prosecution or conviction of a person for 

such a crime. Companies also need to 

ensure that they have a process in place 

for informing affected clients, while being 

cognisant of the requirement not to tip off 

the perpetrator of the incident.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: One of the first steps should be 

identifying and assessing the company’s 

financial crime risks and vulnerabilities. 

This is key to designing a risk management 
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framework with a focus on prevention 

and early detection of incidents. 

Companies should ensure that their 

policies, procedures and controls are 

up to date and fit for purpose. Bear in 

mind that regulators are increasingly 

looking for a key individual, such as the 

head of compliance, to have overarching 

responsibility for financial crime matters. 

Outsourcing arrangements should also 

be reviewed, and enhanced assurance 

testing implemented where appropriate. 

Companies should ensure that all 

technologies employed are subject to 

regular review and compliance assurance 

testing. Transaction monitoring systems 

should be tailored to identify red flags 

applicable to the company’s clients and 

activities. Where appropriate, companies 

should consider the use of data analytic 

tools to enhance their monitoring 

capabilities.
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Q. Could you provide an insight into 

recent trends shaping financial crime 

in Switzerland? How great a risk 

does financial crime, such as money 

laundering, now pose to companies?

A: Switzerland is a leading global cross-

border wealth management hub for private 

clients. This makes it particularly exposed 

and vulnerable to financial crime and 

money laundering. In November 2020, 

the Swiss Financial Market Supervisory 

Authority (FINMA) published its 

annual Risk Monitor, which provides an 

overview of what it believes are the most 

important risks currently facing Swiss 

financial institutions (FIs), and money 

laundering continues to feature heavily. 

Owing to shrinking profit margins, FIs 

may pursue relationships with profitable 

new clients from high-risk emerging-

market countries where there is a serious 

threat of corruption. Many recent global 

corruption and AML scandals have all 

had links to Switzerland and its banking 

system. The numerous violations of anti-

money laundering (AML) regulations by 

FIs and other gatekeepers in the wake of 

these scandals show that the risks involved 

in the cross-border wealth management 

business remain high. In addition to 

the traditional AML risks, FIs also face 

emerging risks in the area of blockchain 

technology and in relation to digital assets. 

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Financial flows associated with 

corruption and embezzlement can not 

only be linked to just private clients, 

who often qualify as politically exposed 

persons (PEPs), but also to state or 

quasi-state organisations and sovereign 

wealth funds. Money laundering risks are 

increased further by complex structures 

that impair transparency when it comes 

to identifying the beneficial owners of 

the assets concerned. These structures 

include domiciliary companies, fiduciary 

relationships and insurance wrappers.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Switzerland? How would 

you describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

Wenger & Vieli Ltd.
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A: In 2016, the Financial Action Task 

Force (FATF) Mutual Report identified 

a range of weaknesses in Switzerland’s 

AML framework. As a result, Switzerland 

is engaged in an enhanced follow-up 

procedure. To exit this procedure, it 

started to implement several changes 

to its AML framework. For instance, 

FINMA revised its Anti-Money Laundering 

Ordinance (AMLO-FINMA), which came 

into force on 1 January 2020 and was 

adjusted on 1 January 2021 to implement 

changes from the new Financial Services 

Act (FinSA) and the Financial Institutions 

Act (FinIA). The amended AMLO-FINMA 

sets out in more detail the requirements 

for global monitoring of AML risks. It also 

specifies the risk management measures 

which must be put in place if domiciliary 

companies or complex structures are used 

or if there are links to high-risk countries. 

To meet the FATF requirements, the Swiss 

Anti-Money-Laundering Act (AMLA) 

is currently under revision. The revised 

AMLA is expected to enter into force 1 

January 2022 at the earliest. The proposed 

draft stipulates the explicit duty of FIs to 

check the details of the beneficial owner 

and to perform regular risk-based reviews 

of whether the client documentation is 

“
“

Enforcement of AML 
compliance continues to be 
a top priority for regulators 
around the world, which is 

why FIs must get it right and 
meet the enhanced regulatory 

requirements. 
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up to date. Further, advisory services 

including foundation, acquisition, disposal, 

administration and funding of domiciliary 

companies with registered offices in 

Switzerland or abroad and trusts will be 

subject to the AMLA requirements. At 

the same time, due diligence, auditing and 

reporting obligations for ‘advisers’ shall be 

introduced. 

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Enforcement of AML compliance 

continues to be a top priority for regulators 

around the world, which is why FIs 

must get it right and meet the enhanced 

regulatory requirements. Both FINMA and 

the self-regulatory organisations seek to 

prevent money laundering. In recent years, 

both FINMA and prosecutors investigated 

several cases where FIs domiciled in 

Switzerland breached regulatory and 

criminal laws in their handling of certain 

client relationships. During FINMA’s 

investigations at several Swiss banks, it 

discovered systemic failures to comply 

with due diligence requirements under 

AMLA, as well as violations of AML 

reporting requirements. FINMA imposed 

various mitigation measures. One bank 

was even prohibited from conducting 

major acquisitions that would lead to 

a significant increase in operating risks 

or in its organisational complexity until 

it is once again fully compliant. While 

FINMA stated that it has most recently 

and in general observed higher standards 

of compliance with the legal obligations 

to combat money laundering, FIs should 

assess and enhance the robustness of 

their AML framework and training on an 

ongoing basis.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: The implementation of IT-based 

solutions, such as sophisticated 

transaction-monitoring systems or the 

use of smart data analytics tools is best 

practice and assists FIs to better detect, 

manage and prevent risks arising from 

potentially suspicious transactions. 

Innovative technology helps connect 

the dots, for example the huge volumes 

of data across domains, to provide 
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compliance specialists with more complete 

and targeted information, rather than 

restricting monitoring to individual 

transactions or clients. FIs should correctly 

embed the AML tools within their relevant 

day-to-day activities to enhance the 

efficiency of their AML capabilities and 

to allow them to swiftly detect unusual 

behaviour and identify red flags. FIs should 

also deploy more data-driven validation 

of machine learning models to increase 

trust in currently used algorithms and 

enable the development and acceptance 

of advanced surveillance systems. Also, 

clients need to be onboarded and screened 

efficiently while complying with the AML 

regulations. IT-supported risk assessments 

and approvals, such as for PEPs or other 

high-risk relationships, significantly speed 

up compliance with AML regulations.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: The AMLA specifies the procedures an 

FI must follow if it suspects assets might 

be tainted. The provisions governing 

special duties of due diligence, as outlined 

in Article 6 of the AMLA, require FIs 

to clarify the economic background and 

purpose of a transaction or business 

relationship if it appears unusual or 

suspicious. The investigations carried 

out must be documented to enable third 

parties to reach a well-founded judgement 

on the transaction or business relationship 

and establish whether it complies with 

AMLA. ‘Reasonable suspicion’ exists 

when the results of these clarifications fail 

to refute the suspicion that the assets are 

linked with a crime. The FI must report 

such business relationships to the Swiss 

Money Laundering Report Office, under 

Article 9 AMLA – reporting duty. If it is 

unclear whether a report must be filed, the 

FI may still do so – reporting right.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: An FI’s AML framework must be 

adapted in line with its risk appetite, 

product portfolio and geographical 

coverage. FIs need to improve their 

surveillance and mitigation systems 
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continuously and in a holistic way. Given 

the major changes in the compliance and 

regulatory landscape and the resulting 

long-term impact on FIs, incremental 

adjustments will not be enough. FIs 

should design a new approach that 

integrates operational and compliance risk 

programmes. These programmes should 

be coordinated and follow a consistent 

standard and single platform. Integrated 

reporting and analytics provide compliance 

and management with a constructive, 

single view of risk. Products and channels 

are continually assessed from multiple 

perspectives and adjustments are made 

when needed. Further, compliance 

processes are subject to continuous 

improvement. Finally, the combined 

analysis of structured and unstructured 

data is forward-looking and shapes 

the compliance agenda for upcoming 

risk assessments, monitoring and other 

framework components.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Germany? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Germany is a stable country with a 

strong internationally interconnected 

financial centre and, until the COVID-19 

crisis, a prospering economy. The country 

is highly attractive for investments of any 

kind, including, unfortunately, illicit funds. 

At the same time, German society is still 

relatively cash-savvy. Due to the high cash 

intensity of the economic cycle and the 

country’s economic complexity, overall 

the money laundering threat to German 

companies is medium to high. Today, 

financial crime occurs more frequently 

and with increased complexity. According 

to the German national risk analysis, the 

frequency of money laundering offences 

in Germany is increasing and the amounts 

involved are estimated to be more than 

€100bn annually. The level of fraudulent 

activity in the German economy has 

become clearer throughout the COVID-19 

crisis. Criminals have recognised and 

exploited the urge among companies for 

financial stability, quick claim settlements 

and governmental economic aid. The 

deviation from regular processes and 

routine controls caused by the pandemic 

has created opportunities for criminals.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Organisations continue to face the 

threat of money laundering, fraud and 

terrorist financing, as well as bribery, 

corruption and sanction violations. We 

have also seen an increase in cyber crime, 

often involving the conversion of assets 

into cryptocurrencies. Suspicious money 

laundering behaviour can also be detected 

in the digital sector in Germany, although 

not yet on a large scale compared to the 

amounts of money laundered through 

traditional methods. But cryptocurrencies 

or virtual currencies are increasingly used 

to disguise sources of funds. Carelessness 

or negligence are the most typical sources 

of financial crime for companies, closely 

followed by a lack of adequate compliance 

controls and tools, as well as a lack of 

awareness of wrongdoing. Regarding 
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compliance tools, many companies have 

underinvested in compliance digitalisation.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Germany? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: Germany has set up national defence 

mechanisms and regulatory initiatives 

to combat financial crime activities and 

we do not believe these to be deficient. 

Regulatory legislation, such as the Anti-

Money Laundering Act, the controlling 

institution – the Federal Financial 

Supervisory Authority (BaFin) – and 

a central office which is supposed to 

evaluate suspicious cases – the Financial 

Intelligence Unit (FIU) – are in place 

to prevent financial crime in Germany. 

Thus, companies, particularly in the 

financial services industry, are obliged to 

follow significant compliance protocols. 

However, many critics are still calling 

for improvements to be made in the 

fight against financial crime, especially 

regarding the practical implementation of 

“
“

Companies must take 
meaningful and timely 

action as digital solutions, 
coupled with extensive risk 

experience, can increase 
the efficiency of the entire 
compliance unit and have a 
significant preventive effect.
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legislation, which is currently perceived to 

be lacking in effectiveness.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: The fight against money laundering, 

terrorist financing and other criminal 

offences not only leads to increasing 

regulatory requirements for companies, 

as the new Anti-Money Laundering 

Act in Germany shows, but has also 

piqued the interest of the public. Due to 

various recent scandals, such as money 

laundering via Baltic and Scandinavian 

banks, supervisory and management 

bodies see themselves increasingly obliged 

to defend the integrity and reputation of 

their organisations in public. Countless 

government investigations, indictments, 

judgements and settlements have been, and 

continue to be, reported in the press on an 

almost daily basis. The morals and decency 

of global industries are being questioned 

by the public. Consequently, supervisory 

bodies, executives and employees, 

irrespective of their legal responsibility, 

should vigorously pursue and promote 

the establishment of safeguards as part 

of a new sustainable compliance model 

and proactively review and revise them if 

necessary.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: Extensive risk experience, 

entrepreneurial thinking and strategic 

vision are the basis of a successful 

compliance programme. The trend of 

digitalising compliance processes builds 

on this foundation and has become 

increasingly prevalent in recent years. 

Increased technological adoption has many 

advantages, including increasing efficiency 

levels, strengthening the prevention of 

financial crime, being able to make data-

driven decisions and helping reduce 

costs. Digitalisation is already positively 

impacting organisations. Digital solutions 

for third-party due diligence, know your 

customer (KYC) processes, transaction 

monitoring systems including robotics and 

artificial intelligence (AI), whistleblowing 

and case management systems, as well 

as digitalising compliance reporting and 

contract management tools, all increase 
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companies’ ability to detect fraudulent 

schemes and networks of potential 

financial crime activity.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: One of the most important 

considerations for a company which 

suspects or confirms it has fallen victim 

to financial crime concerns self-reporting 

obligations. In terms of money laundering, 

for instance, the affected company is 

obliged to immediately investigate the 

case. Furthermore, it must submit a 

suspicious activity report (SAR) to the 

Financial Intelligence Unit (FIU) regardless 

of the value of the asset involved or the 

amount of the transaction as soon as 

indications arise that assets could have 

been derived from a criminal act or have 

an illegal origin. It might also be expedient 

to involve external counsel or consulting 

expertise to determine the nature and 

scope of the incident.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: Financial crimes continue to occur at 

record levels, affecting more companies 

in a variety of ways. Financial crime is 

characterised by complex interconnectivity 

and is not defined by geography, industry 

or type of organisation. There is a growing 

need to secure companies against elaborate 

financial crimes. Given the growing threat 

posed by financial criminals, and the 

increasing damage these crimes cause, 

companies must put effective measures in 

place to combat financial crime, as well 

as to test their responsiveness and ability 

to respond effectively in a crisis. Digital 

solutions do not have to be expensive 

and the time to tailor new innovations 

to case management systems has come. 

Solutions, such as digital signatures or 

digital customer on-boarding, process 

automation and AI, can achieve positive 

results in compliance at relatively low 

cost. Companies must take meaningful 

and timely action as digital solutions, 

coupled with extensive risk experience, 

can increase the efficiency of the entire 
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compliance unit and have a significant 

preventive effect.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Austria? How great a risk does financial 

crime, such as money laundering, now 

pose to companies? 

A: According to the Austrian 

Bundeskriminalamt, white-collar crime 

has been rising steadily for years. In 

2019, 71,112 cases, including 43,887 

fraud offences, were reported. In terms of 

money laundering, the Bundeskriminalamt 

stated that, in 2019, the money laundering 

reporting office recorded a total of 3656 

incoming files, compared to 3494 in 

2018. Furthermore, certain types of crime 

showed a significant increase compared 

to the previous year: tax offences were up 

by 155 percent, corruption increased by 

121 percent and money laundering saw a 

21 percent increase. On the other hand, 

there was a 38 percent decrease in the 

number of reports of terrorist financing. 

Next to the statistical figures, the Austrian 

banking sector has been hit by insolvency 

proceedings against a local bank due to 

alleged fraud in the hundreds of millions 

over several years.  

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks? 

A: Organisations continue to be faced 

with the threat of money laundering, 

fraud, terrorist financing, as well as 

bribery and corruption and sanction 

violations. We see an increase in money 

laundering in connection with the 

coronavirus (COVID-19) crisis due to 

heavy investment into cryptocurrencies, 

such as Kraken and ETC. In 2020, 

individuals were defrauded by lucrative 

offers, through which they were supposed 

to receive an incoming cash payment, 

including a substantial commission. 

Around 33 percent of Austrian companies 

have been victims of economic crime 

in the last 24 months, according to our 

‘Global Economic Crime and Fraud Survey 

2020’. The results for Austria show that 

companies are lagging behind in terms 

of preventive measures in connection 

with white-collar crime. More than 25 

percent of participants have no fraud risk 

programmes implemented to address risks 

related to white-collar crime. Another 

red flag is that more than half of Austrian 
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participants reported conducting only 

informal risk assessments, or no risk 

assessment at all, as a preventive measure 

against white-collar crime.  

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Austria? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime? 

A: The legal and regulatory framework 

in Austria criminalises all forms of white-

collar crime. Both money laundering and 

terrorist financing are criminalised under 

sections 165 and 278d of the Austrian 

Criminal Act. Fraud is criminalised 

under Section 146-148, 150 of the Act. 

Apart from the regulatory framework, 

the Austrian Financial Market Authority 

frequently publishes guidelines for 

companies and supervised entities to 

promote best practices in the fight against 

financial crime. The Bundeskriminalamt 

not only manages, coordinates and 

controls all important supra-regional and 

international crime-fighting measures, 

but is also the single point of contact for 

citizens who witness suspicious activities 

at financial institutions. When money 

laundering is suspected, companies must 

report it and file a suspicious activity 

report (SAR). Another important 

initiative has been around whistleblowing 

regulations. All EU member states are 

obliged to adopt the EU directive on 

whistleblower protection, which came 

into force in December 2019 and must be 

transposed into national law by the end of 

2021. The directive is deemed a success 

in terms of standardising protections 

for individuals who want to report 

misconduct. All financial institutions must 

adhere to the regulation, as well as all 

companies with more than 50 employees. 

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices? 

A: Recently, public pressure on financial 

institutions in terms of anti-money 

laundering (AML) has increased due 

to various data leakages and increased 

regulation. Therefore, financial institutions 

should adjust to this new battleground – 

and do so quickly. This includes making 

sure that both employees and customers 

are well-informed of emerging and 
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evolving threats, implementing cyber 

and access controls for an increasingly 

remote workforce, and tuning payment 

controls needed to help prevent and 

detect unauthorised disbursements of 

funds. In addition to shoring up existing 

controls, the current crisis provides 

financial institutions with opportunities 

to rethink traditional fraud management 

approaches and innovate new ways to 

help protect their customers. This is also 

recommended by the Austrian Financial 

Market Authority, as well as by national 

and European law.  

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes? 

A: Like any other business sector, 

financial crime is becoming increasingly 

digitalised. In a highly interconnected 

economic environment that spans multiple 

jurisdictions, a breach of a single node 

in the system can affect an organisation’s 

digital landscape in a variety of ways. 

Therefore, the targeted use of appropriate 

methods and tools, such as risk rating 

engines, know your customer (KYC) 

“
“

The current crisis provides 
financial institutions with 
opportunities to rethink 

traditional fraud management 
approaches and innovate new 

ways to help protect their 
customers.
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processes, case management systems, 

third-party due diligence, as well as 

transaction monitoring processes, and the 

continuous analysis of data, could provide 

companies with advantages and additional 

insights in the fight against financial 

crime. Financial institutions in Austria 

are starting to use new technologies 

and data-driven approaches to improve 

their transaction monitoring systems to 

identify anomalies and to implement a 

more efficient, targeted approach. This is a 

milestone, as AML is increasingly complex 

and, due to its digital form, harder to 

identify. 

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Collect the facts via the key 

stakeholders involved, such as legal, 

human resources, IT and management. 

Immediate actions should also include 

consulting with local regulators and 

checking self-reporting obligations, such 

as a SAR. It may be useful to involve 

independent consultants to mitigate risks 

and fully investigate the case.  

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities? 

A: For most companies, it is a huge 

challenge to tailor new innovations to the 

operational life of a business. Budget and 

staff constraints, management prejudice 

in terms of efficiencies, deviation of 

the daily routine or lack of know-how 

are only some points to mention. To 

improve the way they manage financial 

crime risk, companies must ensure that 

customer due diligence rule requirements 

are implemented seamlessly across the 

entire global organisation. Leadership 

should create and support a culture of 

compliance and focus on the organisation’s 

anti-financial crime efforts. Companies 

should also stay up-to-date with fraud 

crimes, new rules and new technologies. 

Assessing risks is not only important 

within an organisation but also with 

third-party relationships. Finally, having 

sophisticated data-driven and analytically 

capable platforms helps organisations to 

develop.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Malta? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: It is no secret that Malta’s rise as a 

financial centre has faced headwinds 

in recent years due to financial crime 

concerns that have exploited the 

jurisdiction’s favourable business climate. 

In response, authorities have prioritised 

improving the jurisdiction’s understanding 

of the problem, including by issuing 

new guidance and conducting more 

investigations. Although trending toward 

a more sophisticated understanding means 

that regulators and firms have a stronger 

chance of identifying money laundering 

and other illicit typologies, it does not 

necessarily lead to a reduction in criminal 

activity. Much like other jurisdictions, 

financial crime continues to evolve in 

volume and complexity, particularly in 

areas known to present a higher degree of 

risk, such as banking, corporate service 

providers, cryptocurrencies – the island 

awarded its first virtual assets licence 

in November 2020 – e-money, gaming 

firms and payment service providers. 

In recognising the true scale and 

interconnected nature of the prudential 

and financial crime risks facing the 

jurisdiction, though, Malta has begun 

to pursue more aggressive enforcement 

action.

Q. In your experience, what are the main 

types of financial crime that organisations 

encounter? What are the typical sources 

of such risks?

A: Malta’s geographic location and 

economic and cultural ties to Europe, 

Africa, the Middle East and Asia present a 

unique set of opportunities, including for 

financial crime. As a result, Malta-based 

firms encounter a wide spectrum of illicit 

activity, ranging from foreign organised 

crime involved in bribery, corruption, 

fraud and money laundering to high-risk, 

high-net-worth individuals who seek to 

take advantage of Malta’s tax environment 

and citizenship-by-investment scheme, 

some of whom have adverse media and, 

in some cases, a criminal record. Malta’s 

institutions are often exposed to a high 

ratio of non-resident customers and large 

volumes of transactions facilitated by 

payment service providers and prepaid 
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card providers, thereby creating a more 

fertile end-to-end environment for money 

laundering. The jurisdiction’s large 

shipping sector also raises the level of 

sanctions-related risk, particularly when 

it comes to Russia, Libya and the Middle 

East.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Malta? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: Malta is constantly improving its legal 

and regulatory framework to combat 

financial crime. The Malta Financial 

Services Authority (MFSA), in tandem 

with the Financial Intelligence Analysis 

Unit (FIAU), are set to expand the scope 

of their routine visits and investigations, 

leading to an increase in enforcement 

action for violations of the Implementing 

Procedures (IPs), Prevention of Money 

Laundering Act (PMLA) and Prevention 

of Money Laundering and Funding 

of Terrorism Regulations (PMLFTR). 

Importantly, the FIAU has continued to 

improve the IPs based on the identification 

of new typologies and by engaging the 

private sector. Collectively, these actions 

mean that the demands on firms are 

greater, but also clearer. Nevertheless, 

some firms in Malta struggle to implement 

the procedures in practice due to the fact 

that the market for compliance resources 

is expensive and requires skills that 

are not readily available locally. At the 

European level, we also note a number 

of developments that are set to affect the 

legal and regulatory landscape in Malta. 

From June 2021, the 6th Anti-Money 

Laundering Directive will come into 

effect, harmonising the list of predicate 

offences, expanding the definition of 

money laundering, introducing criminal 

liability for legal persons and improving 

information-sharing channels.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Companies should proactively improve 

their compliance programmes before 

the regulator is even at their doorstep – 

saving them time, cost and reputational 

damage. If, however, a firm is subject 

to enforcement action, as in the case of 
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several recent examples taken by the 

MFSA and the FIAU, it may be mandated 

to conduct a remediation exercise to 

improve its financial crime controls – 

that is, if it is not shut down entirely. 

More sophisticated firms understand that 

enforcement actions brought by regulators 

also offer a window of opportunity to 

proactively assess and improve their 

financial crime compliance frameworks. 

These operators recognise that financial 

crime is an evolving threat – criminals are 

constantly looking to exploit weaknesses in 

the entire system – and that it is essential 

to conduct rigorous testing to evaluate 

the effectiveness of their compliance 

programmes.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: There is no doubt that technology is 

vital in fighting financial crime, but it is 

also a double-edged sword. As elsewhere, 

we have seen criminals deliberately 

exploit technology to forge documents, 

disaggregate customer data by placing 

servers in jurisdictions with weak data 

“
“

There is no doubt that 
technology is vital in fighting 

financial crime, but it is also a 
double-edged sword.
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governance laws, and wash billions of 

euros through complex money laundering 

schemes using cryptocurrencies and the 

dark web. At the same time, Malta’s 

investigators, regulators and firms 

are moving from having fairly simple 

systems in place to adopting increasingly 

sophisticated technologies, including 

artificial intelligence and machine 

learning, to automate certain screening 

and transaction monitoring processes. 

The role of technology should also not 

be overestimated: this narrative benefits 

the technology providers that claim 

to offer one-size-fits-all, silver-bullet 

solutions. Although techniques such 

as network analysis and advanced risk-

rating models can be helpful from a cost 

and depth perspective – for instance, 

identifying anomalies not seen by the 

naked eye, or reducing the quantity of false 

positive results – they ultimately serve to 

complement, not replace, human expertise.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Malta is in line with the trends that 

we see in other jurisdictions. Financial 

institutions and, increasingly, non-financial 

firms are investing significant sums of 

money into compliance to meet regulatory 

expectations to promptly identify and 

report suspicious activity. What money 

alone fails to address, however, is the 

process of taking stock of how financial 

crime exploited the institution in the first 

place, ensuring that failures are remediated 

and preventing issues from reoccurring. 

In other words, reporting is only one 

facet of the response. Instead, it needs 

to be complemented by exercises such 

as lookback reviews, continuous staff 

training, and improvements to processes, 

procedures and controls. Awareness of 

the problem has increased and, as a result, 

firms are taking the initial step to report 

financial crime – the FIAU has experienced 

a roughly 400 percent increase in the 

number of suspicious transaction reports 

(STRs) submitted over the past four years.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?
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A: Our advice to firms in Malta and 

elsewhere is simple. First, understand 

the financial crime risks to which you 

are exposed. This requires constant 

reflection and evaluation of the risk 

vectors, as well as appropriate allocation 

of resources. Second, mitigate the risks 

identified by designing and evaluating 

a framework of controls that enable 

your firm to internalise the letter and 

spirit of regulation – too often, we have 

inspected firms in Malta and elsewhere 

that skipped the ongoing self-evaluation 

step and viewed their ‘controls’ as a one-

time, tick-box exercise. Third, ensure 

your staff are trained appropriately, across 

the three lines of defence. Although 

technology and expertise is available to 

assist with financial crime compliance, 

including ongoing monitoring and payment 

screening, firms with advanced systems 

may still fail to pass regulatory assessments 

if staff are unaware of the risks faced.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Romania? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Despite recent progress made in 

upgrading its legal framework and 

intensifying monitoring and enforcement 

actions against financial crime, Romania 

remains particularly vulnerable to money 

laundering and terrorism financing 

activities given its peripheral position 

within the EU, as well as its specific 

economic and institutional weaknesses. 

Romania was known as a hub for 

cyber crime long before the COVID-19 

pandemic, with both the volume and 

sophistication of attacks continuing to 

grow despite significant coordinated 

national and international efforts aimed at 

curbing the phenomenon. These threats 

have been accentuated by the COVID-19 

crisis, which has increased both economic 

vulnerability and exposure to cyber risk 

for individuals and companies, given 

restrictions on activities posed by social 

distancing rules and an accelerated shift 

toward the internet and remote working. 

Once finalised, the first nationwide money 

laundering/counter terrorism financing 

(ML/CTF) risk assessment, currently 

ongoing with assistance from the Council 

of Europe under the EU 2020 Structural 

Reform Support Programme, is expected 

to bring more insight into Romania’s 

specific threats and vulnerabilities to 

financial crime and allow more targeted 

efforts.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Given Romania’s inherent 

vulnerabilities to financial crime, as 

well as the general lack of awareness in 

the field, individuals and organisations 

continue to be exposed to some of the 

more obvious financial crime schemes, 

such as chief executive fraud, invoice 

fraud, phishing and personal data theft, 

among others. More elaborate schemes 

have recently been uncovered due to 

collaborative efforts from national and 

international authorities, demonstrating 

the benefits of cross-border collaboration. 

On a national level, both supervisory 

authorities and banks have stepped up 

KPMG Romania
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their efforts to improve awareness of 

financial crime risk among companies, 

employees and the general population via 

targeted communications and educational 

campaigns. However, there is still much to 

be done by both companies and financial 

institutions (FIs) in terms of adapting 

their internal frameworks to the new laws 

and regulations, strengthening internal 

controls and expanding available resources 

and expertise to effectively fight both 

traditional and more innovative types of 

financial crime.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Romania? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: Romania has stepped up efforts to 

align its internal framework with the 

latest European developments. In July 

2020, new amendments to the local 

AML legislation were adopted also in 

line with the 5th EU AML Directive, 

introducing new requirements in terms 

of ultimate beneficial owner (UBO) 

identification, know you customer (KYC) 

“
“

With every passing second 
new data is being generated 

and new information on 
customer identity and 
customer behaviour is 

becoming available, which 
cannot be ignored by FIs or 
other reporting companies.
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and reporting obligations, and extending 

the list of entities obliged to monitor and 

report suspicious transactions to new 

categories of market players, such as real 

estate developers but also virtual wallet 

and cryptocurrency service providers. 

Enhancement of the local AML/CTF 

framework is due to continue as the 

European Commission intensifies its push 

for a harmonised and coordinated effort 

against financial crime at the EU level, 

while supervisory authorities are boosting 

their ranks in an effort to keep up with 

both the threats and demands of an ever-

evolving regulatory framework.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Enforcement of the updated regulatory 

framework against financial crime puts 

pressure on FIs, which must ensure 

that their procedures, when accepting 

new clients or providing services, are 

adequately structured to reduce their 

risk of being used as vehicles of financial 

crime. Nevertheless, their efforts will likely 

never be enough, as incidents such as chief 

executive fraud or invoice fraud take place 

primarily due to weaknesses at the level of 

the company, not only at the level of FIs. 

Hence, it is very important that companies 

and individuals proactively seek to ensure 

that the way they perform their activities 

protects them against financial crime, and 

collaborate with FIs in their actions to 

identify money laundering or other types 

of financial crime. 

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: Despite Romania’s historically low 

levels of digitalisation and reduced 

penetration of even the more traditional 

forms of financial services, the shift 

to online processes, such as opening 

accounts with FIs, registration with 

or reporting to public authorities or 

national registries, has greatly accelerated 

during the COVID-19 era. As a result, 

with every passing second new data is 

being generated and new information on 

customer identity and customer behaviour 

is becoming available, which cannot 

be ignored by FIs or other reporting 

companies. Hence, there is a need for 
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greater information processing capacity 

and sharper instruments to identify 

financial crime quickly and efficiently. 

On the other hand, the rise of FinTech, 

including virtual currencies, has opened 

a new door for financial criminals, thus 

organisations must be agile enough to 

swiftly adapt to new threats. Tools such as 

machine learning and artificial intelligence 

have a key role to play in this fight.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: Generally, the first thing a company 

should do is to try to find a way to ‘stop 

the bleeding’, and in this respect the most 

immediate action would be to contact the 

relevant parties, such as management, 

banks, IT experts and so on, to take 

any immediate action required, such 

as blocking a transaction or payment 

instrument, securing the data, the IT 

systems and so on. The next step would 

be to report the incident to the relevant 

national authorities, both to get their 

support and for the initiation of the 

required investigations. For example, 

in Romania CERT.RO is the competent 

national authority for IT networks and 

systems, and the Computer Security 

Incident Response Team (CSIRT) is the 

national contact in case of cyber crime 

incidents. Nevertheless, if we think about a 

typical small and medium-sized enterprise 

(SME) operating in Romania, the company 

should have clear risk-mitigating actions, 

such as specific procedures for higher risk 

processes, including online payments, in 

place and predefined contingency plans 

and escalation rules, given that typically in 

the case of a financial crime incident time 

is of the essence and employees should 

already know what steps to take and who 

to contact and thus be able to act swiftly.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: The most important step is to stay 

informed on the potential threats posed 

by financial criminals which are typical 

for Romania, using official and credible 

sources of information. For example, 

CERT.RO publishes recommendations 
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for companies and their employees on 

remote working in secured conditions, 

and on how to avoid the most frequent 

fraud schemes, while other established 

companies which specialise in AML or 

cyber security assistance regularly publish 

newsletters or articles on these topics. 

Secondly, companies should perform a 

risk assessment of their activity and ensure 

that mitigating actions are taken, such as 

instituting clear rules for how and when to 

make electronic payments, defining clear 

roles and competences in relation to the 

company’s assets, training relevant staff, 

conducting expert cyber security reviews 

and so on. Thirdly, companies should 

have contingency plans for different types 

of threats – who does what following an 

incident, who needs to be contacted and so 

on.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Australia? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: In September 2020, the Australian 

Transaction Reports and Analysis Centre 

(AUSTRAC) issued a record high 

AU$1.3bn anti-money laundering (AML) 

fine to an Australian financial institution, 

the largest such fine in Australia’s 

corporate history – surpassing the previous 

highest penalty amount, from 2018, by 

AU$500m. Unsurprisingly, the threat of 

large financial penalties, combined with a 

significant increase in regulatory scrutiny, 

has led to a greater focus from boards on 

managing financial crime risks. Over the 

last year, the coronavirus (COVID-19) 

crisis has also changed customer 

behaviour, with a large contingent of 

the population working from home, and 

limitations on local and international 

movement. This has led to rapid growth 

in areas such as online shopping, and it 

has become more challenging to define 

what an unusual transaction is against this 

backdrop of evolving consumer behaviour.

Q. In what ways does globalisation impact 

local institutions’ ability to manage 

financial crime?

A: Historically, Australia has had a very 

heavy focus on the domestic market 

which, to a large extent, shielded us 

from some of the worst financial crime 

activity. As we become increasingly 

more globalised though, we are exposed 

to a similarly increasing complexity of 

international financial crime risks and 

activities. Many Australian organisations’ 

existing risk structures and controls are 

not fit for this heightened exposure, and 

there is a need to uplift capability in this 

space to reflect global best practices. For 

example, investment is required to help 

financial institutions focus on customer 

and payment screening for sanctioned 

parties to a higher standard. One benefit 

of Australia’s relative latency is that we 

can leverage the lessons learned by other, 

more experienced jurisdictions, providing 

us the benefit of a steeper maturity curve. 

Adopted well, these learnings could 

provide an opportunity for Australian 

organisations to accelerate to global best 

practice faster than we have observed 

internationally.

Ernst & Young Australia
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Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Australia? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: Beyond the threat of hefty fines, a 

broader market increase in regulatory 

action and engagement is apparent right 

across the Australian financial services 

industry. Broad risk cultural shortcomings 

often include weaknesses in the AML 

environment and a historical unwillingness 

to invest in modern systems and practices 

for functions previously considered a 

cost centre. As organisations grapple to 

rapidly improve their risk and control 

environment, they are also faced with a 

baseline which was implemented over 

a decade ago and still requires them to 

address many longstanding issues. As 

a result, a significant backlog of issues 

requiring remediation needs to occur in 

parallel with new activities designed to 

uplift and improve current systems and 

processes. This heavy workload places a 

significant strain on a very limited talent 

pool of financial crime resources in the 

Australian marketplace.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: The policies and practices in place 

across many organisations in Australia 

today have only had incremental changes 

made to them since the introduction of 

AML legislation in 2006. The expectation 

of AUSTRAC is that increases in AML 

procedures will remain effective at fighting 

the latest global movements in financial 

crime. So, the desire is to not just reach 

parity with current expectations and 

standards, but to be on the front foot 

against ever-increasing and evolving 

risks. As a result, the Australian market is 

both catching up and striving to achieve 

the next level of security over a very 

short time period. Recently, a number 

of organisations have invested heavily 

to improve their AML capabilities, as 

a result of enforcement actions. This 

creates momentum for others to follow. 

Companies that were previously seen as 

domestic AML leaders risk falling behind 

unless they dedicate a similar focus to 

remaining current with their risk controls 

and systems. In addition, deep regulatory 

engagement is required at all levels of 

Ernst & Young Australia
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the organisation, from the board down. 

Proactive, forthright and transparent 

engagement with the regulators are 

increasingly the norm, providing 

transparency around both known 

deficiencies and improvement strategies.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: Technology is a crucial enabler in the 

fight against financial crime. Increasingly, 

modern technologies such as artificial 

intelligence can help reduce cost 

bases while increasing auditability and 

traceability. New technologies can also 

provide more consistent and sophisticated 

identification methods for unusual 

patterns, and assist with investigations 

processes, such as more complete entity 

resolution. Best practice financial crime 

management is also becoming increasingly 

real-time, which requires the use of 

modern technology. Real-time capability 

improves customer and user experience – 

enabling immediacy around meeting client 

and staff needs to obtain services required, 

while simultaneously preventing financial 

“
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Proactive, forthright and 
transparent engagement 
with the regulators are 
increasingly the norm, 

providing transparency around 
both known deficiencies and 

improvement strategies.
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crime. Further organisational value is 

delivered through a significantly more 

efficient process.

Q. How are companies operationalising 

the management of financial crime?

A: A strong financial crime cultural 

awareness drive is underway to obtain 

greater buy-in across organisations, with 

a particular focus on the human impact. 

Change management programmes are 

being put in place to ensure policies are 

operationalised across risk, technology, 

operations and the wider business. 

Typically sponsored by the chief risk 

officer (CRO), a strong programme leader 

will work with financial crime policy and 

operations teams and be supported with 

business representation to ensure policies 

are implemented in a customer-focused 

and efficient way. Organisations are often 

challenged to apply top-down messaging 

around zero financial crime risk tolerance 

when setting product features, such as 

cash-based deposit limits. Policy and 

disposition ‘greyness’ requires an element 

of risk-based decision making to determine 

the best way forward and ensure the 

desired risk appetite level is achieved. This 

greater focus on driving more stringent 

financial crime policy, larger rules volume 

and high levels of change activity in 

tandem is in turn leading to significant 

increases in resourcing requirements 

across the industry.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: While a clear catalyst for improvement 

is evident, any financial crime uplift 

activities still need to compete for scarce 

investment funding with an increasing 

range of other regulatory and growth 

initiatives. As such, a real opportunity 

exists to understand how convergence 

between risk management, improved 

customer experience and growth can be 

achieved in tandem, through designing 

solutions with a customer lens.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

Israel? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Since the onset of the COVID-19 

crisis, we have seen an increase in the 

three main types of financial crimes in 

Israel – customer and employee fraud 

and cyber crime. These, together with 

bribery and corruption risks, were ever 

present throughout 2020 and they had 

a significant impact on the business 

landscape. Businesses are now increasingly 

allocating more resources to fighting and 

managing financial risks. Anti-money 

laundering (AML) efforts are receiving 

significant attention given the current 

market conditions. Many companies are 

adopting a positive and proactive approach 

to addressing their AML challenges 

by implementing internal controls and 

procedures to manage the risk and the 

exposures. This behaviour is directly 

derived from the strict supervision of 

Israel’s AML regulator.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: The three most prominent forms 

of financial crime that organisations 

are encountering – customer fraud, 

employee fraud and cyber attacks – are 

related to the fact that 2020 was an 

anomalous year due to COVID-19. 

Remote working has created many 

opportunities for organisations, as 

well as various challenges. Those 

organisations which lacked a proper 

security framework were exposed to cyber 

attacks and data leakage. Furthermore, 

the layoffs and furloughs experienced in 

many businesses have revealed gaps in 

internal control frameworks, which have 

created opportunities for internal frauds, 

particularly in procurement processes, 

payments and cash management. 

Finally, we saw many attempts at social 

engineering and phishing attacks on 

organisations, leading to some significant 

cases of data and financial theft.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in Israel? How would you 

describe the nature and extent of the 
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demands being placed on companies to 

help reduce financial crime?

A: Know your customer (KYC), screening 

and AML monitoring and investigations 

are the key controls to prevent financial 

institutions from falling victim to financial 

crime. Despite the evolution of regulations 

governing these practices over the past 

decade, their effectiveness and efficiency 

often remain an issue. While some 

individuals and organisations have moved 

to digital and interconnected solutions, 

many companies are still relying on 

outdated security measures. Due to the 

COVID-19 crisis, companies will continue 

to be exposed to financial crime risk.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Companies in Israel should proactively 

review and revise their practices, especially 

in terms of AML measures and ensure the 

existence of an appropriate supporting 

organisational infrastructure. Companies 

should establish an AML framework, 

appoint a money laundering reporting 

officer (MLRO), conduct an AML risk 

“
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Companies should establish 
an AML framework, appoint a 
money laundering reporting 
officer (MLRO), conduct an 
AML risk assessment and 
establish an internal and 

external reporting process.
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assessment and establish an internal and 

external reporting process. In addition, 

ongoing monitoring processes should 

be implemented as part of the in-place 

control framework. In accordance 

with supplement three of the Israeli 

Prohibition on Money Laundering Laws, 

the entities to which the law applies, other 

than banks, are members of the stock 

exchange, portfolio managers, insurers and 

insurance agents, management companies, 

regarding the provident funds under 

their management, currency exchange 

providers and postal banks. These entities 

are required to appoint an MLRO. In 

accordance with Ministry of Justice-issued 

regulation published in May 2020, a 

financial and business entity is required to 

identify the risks of money laundering and 

terrorist financing to which it is, or will be, 

exposed, and to establish a risk assessment 

according to which a risk-based approach 

will be implemented.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

 

A: Technology receives significant 

attention in the current Israeli business 

environment, particularly with regard 

to fighting financial crime. This increase 

starts with the regulators who encourage 

institutions to digitalise their controls 

frameworks, together with enhancing on-

boarding processes by utilising enhanced 

due diligence technologies. Second, 

organisations are increasingly applying big 

data tools to their internal available data 

for generating insights and identifying 

potential trends or anomalies with regard 

to financial crime and risks. Finally, there 

has been an increased demand for the use 

of automation, usually integrated into the 

on-boarding, payment and receivables 

phases.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: There are several essential steps 

which must be taken, which are also 

backed by financial regulation that guides 

instructions on how to deal with identified 

financial crime. First, report the incident 

to senior management and notify the board 

of directors regarding the suspected event. 
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Then, appoint a team to manage the event 

and report to the board and management 

regarding the investigation. It is highly 

recommended that the team be granted 

the necessary authorisation to conduct the 

investigation. Furthermore, companies 

should hire independent investigators 

who can quantify the potential damage, 

identify the roots and the causes of the 

event and map the involved entities. 

Investigators should work closely with the 

internally appointed entity regarding the 

investigation. Once a clear understanding 

of the breach is obtained, the company 

must report the event via the relevant 

channels.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: Companies must understand that 

financial crime management is crucial. 

Companies must use the various tools and 

techniques at their disposal to address 

these risks, including financial crime risk 

assessments, which will help to map and 

understand the overall risk landscape the 

company faces. Furthermore, based on the 

identified risks and exposure, companies 

should consider implementing controls 

and process, which will help mitigate the 

risk. Companies across industries can 

successfully incorporate new technological 

innovations and put in place a strategy 

and commit to making a specific set of 

moves to improve their financial crime risk 

management.
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Q. Could you provide an insight into 

recent trends shaping financial crime in 

the UAE? How great a risk does financial 

crime, such as money laundering, now 

pose to companies?

A: Fraud and financial crime is a 

worldwide problem, and we are not 

immune to its impacts in the UAE. 

The UAE has taken a strong stance 

against corruption and consistently 

leads the Middle East in Transparency 

International’s Corruption Perceptions 

Index for its efforts. The recent Anti-

Commercial Fraud Law strengthened 

protections of intellectual property rights 

(IPR) and imposed stricter penalties on 

counterfeiters. However, certain crimes, 

such as money laundering, are causing 

increased concern in the region. The flow 

of illicit funds in Dubai is beginning to 

cast a shadow for international business 

conducted in the region and should 

urgently be addressed. Money laundering 

has been linked to major crimes and even 

terrorism, and no company in the UAE 

wants to be associated with high-level 

criminal conduct of that nature. That is 

why it is critical for organisations both 

public and private to have the highest level 

of anti-money laundering (AML) controls 

in place and be fully AML compliant.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: Along with money laundering risks, 

we are seeing an increase in cyber crime 

and data theft. Organisations in the UAE 

are finding cyber security to be an urgent 

need, as phishing schemes are being rolled 

out on a larger scale against company 

workforces to try to exploit vulnerabilities. 

If a phishing attack targets a large 

corporation, all it takes is one employee 

falling for the scheme to potentially expose 

the entire company and their data. When 

it comes to money laundering, a recent 

report from Carnegie Endowment found 

that there is a steady stream of illicit 

funds from corruption and crime flowing 

into the UAE. This should be alarming to 

organisations and regulators alike. The 

perpetrators take advantage of ‘free trade 

zones’ and often the money is funnelled 

through real estate deals, especially in 

luxurious properties in Dubai, for instance. 

This might be facilitated by foreign 
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mobsters, gold smugglers, and even 

warlords. These are high-level criminal 

operations that can pose a risk to any 

legitimate organisation operating in the 

UAE and the Middle East as a whole.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in the UAE? How would you 

describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: At least two laws in the UAE are 

the foundation for combatting money 

laundering and terrorist financing: Law 

No 4/2002, the Anti-Money Laundering 

law, and Law No. 1/2004, the Counter 

Terrorism Law. The Anti-Commercial 

Fraud Law strengthened other areas of 

combatting financial crime, including 

counterfeiting and intellectual property 

theft. The tools are largely in place, 

and now the issue comes down to 

enforcement. Fraud is not tolerated, 

and companies in the UAE face strong 

punishments for financial crimes. Money 

laundering, however, still represents a 

gap in enforcement, and organisations 

should not wait for government action to 

put their own AML frameworks in place. 

Like many countries around the world, the 

UAE is experiencing an uptick of fraud 

and financial crimes during the COVID-19 

pandemic.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Organisations should always be 

reviewing and revising their business 

practices with risk management and fraud 

prevention in mind. Facing enforcement 

action just means they have likely 

already waited too long. Unfortunately, 

sometimes that is what it takes to initiate 

needed changes. Organisation leaders 

should sit down with risk management 

and fraud prevention experts to examine 

what went wrong, implement proven 

strategies to prevent future failures, and 

identify other vulnerabilities that add 

to the organisation’s overall risk profile. 

Taking action, and communicating 

that action, demonstrates to regulators 

and stakeholders a commitment to 

compliance. Facing enforcement action 

for compliance failures should kick off a 

process that includes training, certification 
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and evaluation at regular intervals. 

Enforcement action often arises from 

incidents of bribery and corruption. A 

training and certification programme for 

the world-recognised ISO 37001 Anti-

Bribery Management Systems standard can 

set an organisation on the right track to 

addressing its challenges head-on.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: For years, financial institutions have 

used technology to help detect and combat 

money laundering, and organisations 

should follow their example. The latest 

technological solutions can automate 

processes that would take far too long, 

and expend too many resources, for 

employees to conduct on their own. New 

software can quickly analyse billions of 

data records to spot potential money 

laundering activity. Artificial intelligence 

(AI) and machine learning are no longer 

sci-fi or futuristic concepts: the technology 

is here. The key is engaging experts, a 

third-party firm if needed, to tailor the 

right solutions to your organisation and 

“
“

The latest technological 
solutions can automate 

processes that would take 
far too long, and expend 
too many resources, for 

employees to conduct on 
their own. 
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implement them effectively. At a recent 

AML conference, case studies were 

presented that showed just how technology 

can really help ramp up the fight against 

this type of financial crime. The most 

successful elements included information 

sharing, such as a database of bad actors 

that is made accessible to organisations, 

and language and text analytics to sift 

through countless transactions and red flag 

potential criminal activity. Rolling out an 

AML strategy at your organisation should 

include technological solutions combined 

with employee training for preventing and 

detecting money laundering.

Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: When financial crime is suspected 

or confirmed, owners or managers 

need to bring in experts to conduct a 

proper investigation. To not do so risks 

mishandling evidence or even violating 

certain laws, such those dealing with 

privacy, that can impact the case and 

company itself. If there is evidence of 

fraud, law enforcement or regulators 

should be contacted, and perpetrators 

prosecuted. Some large corporations have 

teams of dedicated fraud prevention and 

detection experts on staff who are trained 

to handle financial crime cases. Many 

organisations, however, do not have such 

personnel on staff. When this is the case, 

it is imperative to reach out to a fraud 

investigation firm that is trained to provide 

expert help. Everything from interviewing 

witnesses to collecting and analysing 

evidence may be scrutinised later.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: When organisations implement AML 

and other fraud prevention solutions, 

they quickly learn that not only is it very 

feasible to tailor a programme to their own 

operations, it is also the only right way to 

do it. There is no ‘one-size-fits-all’ solution 

for compliance and risk management. 

By implementing best practices and 

resources that are known to be effective 

for the organisation’s risk profile, leaders 

can rest easier knowing that they have 
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the tools in place to prevent and detect 

financial crime. It is important that 

business leaders adopt the mindset that 

risk management and fraud prevention is 

a core business function, not apart from 

it. This is underscored by the fact that just 

one serious case of fraud can seriously 

damage or even ruin a company, whether 

through financial harm, reputational harm 

or both. Companies that are adaptable 

and forward thinking will embrace the 

opportunity to integrate risk management 

processes into their operations. They will 

likely see other benefits as well, such as 

increased efficiency, enhanced reputation 

and more partnering opportunities with 

other organisations that value ethics and 

transparency.
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Q. Could you provide an insight into 

recent trends shaping financial crime 

in South Africa? How great a risk 

does financial crime, such as money 

laundering, now pose to companies?

A: Weakly controlled access to state 

assets and country resources in the 

context of significant levels of wealth 

and income inequality, as well as weak 

institutions and a financial services and 

communication services sector with 

significant infrastructure and geographical 

reach, provides fertile ground for financial 

crime in the context of converting property 

to own use. High levels of criminal intent 

to strip South Africa of its resources exist 

in a pliable environment to convert such 

property to own use. Efforts by financial 

institutions to resist these efforts also 

informs this shape. There is a significant 

risk of licit and illicit business coexisting 

in the same ecosystems, supported by the 

impact of wealth and income inequality 

and abundant criminal intent. This leads 

to wide ranging organised crime structures 

operating in a pliant ecosystem.

Q. In your experience, what are the main 

types of financial crime that organisations 

are encountering? What are the typical 

sources of such risks?

A: There seems to be a pattern comprising 

the extraction of assets or valuable items 

illegally, followed by money laundering 

conduct to layer the source of ill-gotten 

gains. The root causes and behaviours 

enabling the extraction of assets are often 

informed by bribery and corruption, 

hence nullifying the controls and systems 

normally mitigating theft and fraud. 

This seems to be the current way of 

illegally converting property to own use. 

What makes money laundering such a 

significant source of financial crime risk 

are the immaterial concepts of trust and 

confidence, to which is now attached a 

value, in the process of value transfer 

and layering. This is no different to the 

concepts of trust and confidence persisting 

in a functioning banking system, the 

difference being that, in a functioning 

banking system, regulatory frameworks 

and rules render events in the formal 

transactional banking system more visible 

and transparent. In the digital world, 

blockchain also gives a value to trust and 

confidence, but in a different dimension 

than the formal transactional banking 
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and hawala dimension. These levels of 

invisibility invite different uses for these 

systems of value transfer, some of which 

are illicit, or simply visited with common 

law or statutory illegality.

Q. What legal and regulatory initiatives 

are set to have a significant bearing on 

this issue in South Africa? How would 

you describe the nature and extent of the 

demands being placed on companies to 

help reduce financial crime?

A: There are many approaches toward 

mitigating or eliminating financial crime. 

Regulation and legal reporting obligations 

are mostly intended to make these crimes 

more transparent, but do not necessarily 

eradicate the scourge. Other approaches 

centre around education, in a belief that 

awareness speaks to the natural goodness 

of humans or that wider knowledge of the 

issues will somehow deter threat actors. 

A lot of money goes into these initiatives. 

Yet another approach, driven by the 

basic concept of financial crime, which 

is the conversion of an ill-gotten gain to 

the estate of a threat actor, suggests the 

best way to eradicate the scourge is by 

permanently separating the threat actor 

“
“

It is extremely important 
that future technology 
developments address 

the behavioural aspects of 
financial crime, rather than 

just its root causes.
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from the gain and the productive means 

needed for the gain. This entails legal and 

law enforcement action, supported by 

investigation. In this context, companies 

can support these interventions by virtue 

of providing evidence, cutting money 

laundering activities from their ecosystems, 

being vigilant, and understanding the 

threats they face and then acting according 

to that understanding.

Q. In the wake of enforcement action, do 

companies need to proactively review and 

revise their practices?

A: Introspection should follow 

enforcement action, with a review of 

practices aimed at combatting money 

laundering. However, I would argue that 

successful enforcement action against a 

company suggests the company has either 

not been proactive in mitigating financial 

crime, or at least has not acted lawfully by 

being non-compliant. When migrating to a 

proactive posture from a purely compliant 

attitude, informed by the need to mitigate 

financial crime as a threat to the trust and 

confidence in the company, and perhaps 

in the industry it operates in, practical 

execution requires a deep understanding 

of how a financial criminal seeks to 

exploit the organisation and then react 

accordingly. It is a question of building 

your corporate culture in this regard.

Q. How important has technology become 

in the fight against financial crime? How 

are innovative AML solutions being used 

to enhance systems and processes?

A: The sheer size of the transactional 

universe and the prevalence of financial 

crime risk makes technology essential 

in mitigating financial crime. Of course, 

technology needs to be well thought 

through and properly integrated with 

existing operating systems. The current 

challenges comprise simplifying the 

solutions, having them operate as an 

indivisible part of the operating system 

and, perhaps more importantly, being 

able to responsibly leverage the data 

organisations collect. It is extremely 

important that future technology 

developments address the behavioural 

aspects of financial crime, rather than 

just its root causes. Using technology to 

vertically analyse multiple layers of data 

is invaluable when investigating financial 

crime.
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Q. Once a company suspects or confirms 

it has fallen victim to financial crime, 

what initial action should it take?

A: There is probably no one size fits all 

approach but, having a jurisdictionally 

relevant protocol which is stress tested 

and regularly exercised, is critical. Because 

of the significant implications of falling 

foul of financial crime, the protocol needs 

to work effectively. Aspects to consider 

including in such a protocol are, firstly, 

an effective investigation programme 

that generates a deep understanding 

of financial crime events, and the root 

causes and behaviours that facilitate them, 

preceded by an effective triage process 

enabling an organisation to stop the event 

and prioritise damage control. Secondly, 

disclosures legally required to be made 

for the purposes of effectively mitigating 

financial crime and its impact are critical. 

Thirdly, substantive cooperation within 

industries aimed at mitigating financial 

crime and its impact is critical to address 

possible systemic impact.

Q. What essential advice would you offer 

to companies looking to improve the way 

they manage financial crime risk? How 

much of a challenge is it to tailor new 

innovations to a company’s operational 

realities?

A: The definition of financial crime –

converting property to one’s own use 

– belies the complexity and dynamics 

of the real world. Organisations need 

to develop a deep understanding of 

this context by asking themselves some 

key questions. Why is my business 

attractive to organised financial crime? 

Is it because it has assets? Is it because 

it has infrastructure? Is it because it 

has a good reputation or unchecked 

levels of public and counterparty trust? 

Consider knowing your customers versus 

really understanding your clients and 

counterparties. Why is a transport business 

receiving frequent capital contributions 

from shareholders, operating with low 

maintenance expenses and making many 

payments to a funeral services business? 

Bribery can have a devasting impact on the 

controls and systems aimed at combatting 

financial crime.
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