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The geopolitics of infrastructure

Executive summary

The geopolitics of infrastructure

A country’s infrastructure provides important public goods and enables economic
activity. But the structures and networks that move goods, energy, data, capital,
and people, and the standards and institutions that govern them can also build
dependence, embed rules, and determine who sets terms over time. From postwar
development finance and payments systems to energy grids, ports, and digital
networks, infrastructure has long been a source of influence as well as serving

essential public functions.

What has changed is not that infrastructure has
recently become political, but that its strategic role
is now explicit, contested, and operationally relevant
for business.

This is a break from the infrastructure status quo in
place for much of the postwar era, when commercial
efficiency, scale, and geopolitical stability were
broadly aligned. Infrastructure that made economic
sense also, deliberately or otherwise, supported a
world of stable states, predictable trade rules, and
trusted cross-border connections.

That alignment allowed the political dimensions

of infrastructure to sit largely in the background of
day-to-day business decisions. Today, that convergence
is breaking down, and the infrastructure choice that
makes geopolitical sense is sometimes the less
economically efficient option.

Across transport, energy, digital, financial and
technological domains, new infrastructure is being
built, financed, and governed. Much of what is being
developed is outside the political, economic, and
institutional arrangements that have underpinned
the familiar postwar international system. This is not
a collapse of the existing system nor a clean split
into rival blocs. Rather, it is a layering of alternatives:
new routes, platforms, and systems that coexist with
incumbents and gradually reduce reliance on any
single pathway, standard, or intermediary.

These alternatives matter because of what they change
over time. Although duplication can increase up-front
investment cost, it lowers switching risks, dilutes

bottlenecks, and creates space for different standards,
financing models, and governance arrangements.

As usage normalises, path dependence shifts
incrementally, redistributing power and influence
along with it.

Governments around the world are responding by
treating infrastructure more explicitly as a matter of
national security. International initiatives increasingly
focus on developing trusted, high-standards
connectivity. Policymakers are framing energy
systems, critical minerals, advanced manufacturing,
data, and payments as security-critical infrastructure,
rather than neutral utilities where cost efficiency is
the most important aspect. In Australia, for example,
the expansion of the Security of Critical Infrastructure
(SOCI) framework and the investments associated
with the Australia—United Kingdom-United States
security partnership (AUKUS) reflect the same logic:
infrastructure is about system protection as much as
it is about efficiency, capacity, and growth.
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‘Infrastructure is no
longer solely aresponse
to population growth
and employment; it
must also be viewed
through a national
security, sovereignty,
and productivity lens.
For husiness, this shifts
resilience, governance,
and assurance from
operational concerns to
board-level priorities.’

CORRINA BERTRAM

Lead Partner, Victorian Government,
KPMG Australia
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There are real implications of this politicisation of
infrastructure for businesses. It has the potential to
fundamentally reshape the international business
environment by impacting the infrastructure that
businesses will have access to, and under what
terms. The cumulative effect of these developments
is a shift from a single, broadly shared infrastructure
system toward a landscape of overlapping and
partially competing systems. This shift involves

not only physical assets, but also the combination
of networks, platforms, standards, financing
arrangements, governance rules, and operational
dependencies that sustain cross-border services like
energy, transport, data and payments.

For Australian business, infrastructure-related decisions
like procurement, partnerships, access to energy, data
handling, supply chain design, financing, and payments
are increasingly shaped by standards, governance,
security expectations, and geopolitical risk. Efficiency
still matters, but the logic is shifting. The ability to
balance speed with safety, and just-in-time delivery
with just-in-case resilience is a growing source of
competitive advantage.

Business leaders can best navigate this emerging
environment by recognising that dependence on
infrastructure systems now creates strategic exposure
that cuts across the organisation. Overlapping
infrastructure systems and diverging rules between
sectors cause impacts across organisations which
cannot be managed through isolated decisions.
Effective responses increasingly require a system-wide
view that deliberately connects strategy, operations,
technology, finance, risk, and external engagement,
rather than treating infrastructure as a purely technical
or cost-driven consideration.

Read the full report to understand how
these dynamics are unfolding across sectors,
what is knowable or at least predictable
about where they are heading, and what
business leaders need to do to position their
organisations to manage risk and retain
strategic choice as infrastructure becomes
an increasingly contested domain.
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01 whatis the geopolitics of infrastructure?

Infrastructure is not just physical assets. It is the systems, standards and networks
that move goods, data, capital and people. As dependence on these systems
deepens, infrastructure becomes an organising principle of modern life.’

Whether deliberate or otherwise, our
dependence on these ‘basic systems and
services’ creates very complex networks of
geopolitical power and influence.

Infrastructure is often understood as physical assets
such as roads, rail, and energy systems. Standard
definitions reflect this functional view, describing
infrastructure as the systems that enable the flow of
goods, people and information, and provide essential
services such as energy and water. In practice,
however, infrastructure is the combination of networks,
platforms, standards, financing arrangements, and
governance rules that allow these systems to function
domestically and across borders.

Whilst postwar narratives tended to frame
infrastructure in purely functional terms, the rebuilding
that occurred after World War Il also reshaped power
and geopolitics by determining who set the rules,
controlled access, and became indispensable to

the functioning of the global economy.

After World War II, the United States led the
construction of new international economic and
institutional infrastructure. This included initiatives
such as the Marshall Plan, the Bretton \Woods
institutions (the IMF and World Bank), the General
Agreement on Tariffs and Trade (GATT), and the dollar
centred financial system.2 These systems and norms
redirected global trade, capital flows and political
alignment away from Europe’s colonial networks and
toward a more US-centred world order.

They embedded a set of preferences and standards
that ultimately concentrated financial, monetary and
rule-setting power in the United States. This enabled
American power to endure through dependence,
participation, and consent, rather than military
coercion. Countries all over the world recognised that
buying into the US-led infrastructure order made both
economic and security sense. This institutionalised
form of power, exercised through rules, standards,
and economic dependence rather than attraction or
coercion, has underpinned US influence for decades.

Numerous recent examples illustrate how infrastructure
has shifted from being a neutral backdrop for economic
activity to a central terrain of power. In some cases,
infrastructure is not the instrument of power itself,
but the point of vulnerability through which power

is exercised. For example, cyber operations disrupt
energy systems, ports, and payment platforms by
exploiting their digital dependence, temporarily
degrading civilian and commercial activity without
triggering formal armed conflict. In other cases,
infrastructure functions directly as the instrument of
power. Private providers selectively enable or constrain
satellite-enabled communications in ways that have
shaped military operations and state choices. Financial
messaging and clearing systems have been explicitly
weaponised through sanctions and regulatory
warnings, limiting the ability of firms and states to
transact across borders. Taken together, these cases
demonstrate that infrastructure has become both

a necessary ingredient of modern power and an
increasingly exposed one. It is a source of leverage
that operates by structuring dependence, exposure,
and risk within the systems on which economies and
societies rely.
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Case study: subsea cables and the
diffusion of critical infrastructure control

Subsea telecommunications cables illustrate how the diffusion of infrastructure
ownership complicates the exercise of geopolitical power. While states have
historically treated cable networks as strategic assets, ownership and operational
control have increasingly shifted toward a small number of private technology
firms, particularly hyperscale cloud and content providers. Once primarily financed
and operated by national telecommunications carriers, new cable systems in the
Indo-Pacific are now frequently funded, built, or co-owned by companies whose
core interests lie in data flows, cloud resilience, and commercial optimisation
rather than national strategy.®

This shift alters how power operates within the system. Decisions about routing,
redundancy, landing points, maintenance, repair prioritisation, and technical standards
are often made by private actors operating across jurisdictions. However, disruptions
to these systems can have serious national security and economic consequences

for multiple states simultaneously. As a result, governments remain dependent on
infrastructure they do not fully own or control, while private operators acquire

de facto strategic influence without holding formal political authority. Subsea cables
thus function not only as conduits for data, but as sites where geopolitical power is
negotiated through dispersed ownership, commercial logic, and layered governance
rather than sovereign command alone.
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The geopolitics of infrastructure is not just about
the power of the nation-state. The diffusion of
infrastructure ownership, operation, financing, and
standard-setting across a widening range of public,
private, and hybrid actors further complicates the
already contested strategic landscape. Ports, energy
systems, data centres, cloud services, satellite
networks, logistics platforms, financial messaging
systems, and digital standards are frequently owned,
operated, insured, or governed by private-sector
entities. These entities sit outside direct state
control, even when they perform functions critical to
national security and economic continuity. As such,

Hyperscaler investmentin cables

nation-states remain central actors, but now operate
within infrastructure ecosystems where authority is
shared, contested, and negotiated across multiple
layers of governance. It is this combination of
strategic importance and dispersed control that
makes infrastructure a particularly potent and
unpredictable domain of geopolitical power.

As the following graph shows, the role of private
hyperscalers is dramatically shifting the landscape
of critical infrastructure like subsea cables.

The graph below illustrates the publicly disclosed submarine cable investments by hyperscalers — Google, Meta,
Microsoft, and Amazon — as of June 2024. It highlights instances where these companies are major capacity
buyers, part owners, or sole owners of a cable and the year that cable was or is expected to be ready for service.
It does not include data on fibre pairs or leases of cable bandwidth that these companies may have acquired on
other cables. (Data sources: Telegeography, Submarine Networks)
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1.1 Infrastructure and geopolitical power

We often think of geopolitical power as being the
result of victory in war. That's not untrue. However,
war is a finite moment in time. Once it is over,
everything that was fought for has to be built or
rebuilt, managed and maintained, or reconstructed
in a different way, and how these things are built
is a choice. Material and intangible components

of societies, economies, and polities don't just
manufacture themselves.

While the political influence of infrastructure can
sometimes be deliberate, it can also be an unintended
consequence of an activity seen as entirely neutral.

Infrastructure begins to acquire political
weight once it starts crossing borders and
embedding rules and standards because
of its ability to create interconnectedness,
dependencies, and durable connective
tissue that shapes what outcomes are
possible for others.

Railway gauges provide a classic illustration.

They are an apparently neutral technical standard
adopted for efficiency and interoperability, but they
result in actors being tied into particular networks.
Once a gauge is embedded, rolling stock, maintenance
systems and trade routes align around it. This eases
integration and cross-border movement for those
who adopt the standard, and makes it prohibitively
expensive or impractical for those who don't.

Railway gauges quietly reshaped patterns of
dependence and influence without overt political
intent. Rather than coercing behaviour directly,
infrastructure enables the provider to influence
behaviour, align incentives, and stabilise preferred
orders by structuring choice and making certain
pathways easier, cheaper, and more legitimate than
others.* It channels flows of people, goods, energy,
data, capital, and information in ways that reduce
alternatives, raise switching costs, and privilege some
actors over others.®

It is worth remembering here that contemporary
infrastructure systems are rarely owned or controlled
by states alone, and this impacts the way they

shape power. The subsea cable example above
demonstrates this diffusion of ownership and
operational authority, which alters how infrastructure
generates geopolitical influence. Non-state actors
matter in this context not because they replace
states, but because they occupy critical positions
within infrastructure networks where choices about
access, routing, prioritisation, interoperability,
maintenance, and failure-response are made. These
decisions shape dependence and constraint in
practice: determining which users face higher costs,
greater risk, or reduced reliability, and which pathways
become normalised through routine use. Over time,
this embeds power asymmetrically, often without
explicit political intent, as technical, commercial, or
risk-management practices harden into structural
advantage. Infrastructure therefore builds geopolitical
power not only through scale or ownership, but
through the distributed governance of systems whose
operation conditions the choices available to others.
Where authority is dispersed across public and private
actors, leverage becomes harder to attribute, more
difficult to contest, and more resistant to traditional
forms of diplomatic or military response.
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Allroads lead to Rome: infrastructure and

power through history

Infrastructure, the physical systems
and the rules, standards, and ideas
embedded within them, did not just
support Roman power, it produced it.

Rome built and maintained its power
through standardised, state-maintained
infrastructure, like roads, aqueducts and
sanitation networks. These systems
enabled movement of troops and goods,
collection of taxes, trade integration, and
urbanisation across Europe, North Africa,
and the Near East. Roman infrastructure
embedded Rome's legal, economic and
cultural order into local everyday life, long
after legions departed.

History offers repeated examples of
infrastructure as power: as well as Roman
roads embedding legal and economic
order, Chinese Silk Roads projected
influence without territorial control,
Portuguese maritime systems enabled a
thinly staffed empire, and Aztec hydraulic
and trade systems underpinned political
authority. In each case, and many others,
infrastructure influenced behaviour

and dependence long after the geopolitical
circumstances shifted.

Yes, but ...

Infrastructure power is only durable where it is
accepted as legitimate, that is, where people
judge that the costs, rules, and limitations
that come with infrastructure are reasonable.
Systems that deliver benefits, predictable
rules, and manageable costs to users tend to
entrench influence, whereas those that are
seen as extractive or imposed become targets
of resistance.

History shows that power embedded in
infrastructure rests as much on perceived
fairness and functionality as on physical reach.
Legitimate and sustainable power requires
normative as well as physical infrastructure:
customary law and treaties, trade agreements,
legal systems, payment services, maritime
governance, environmental standards, human
rights, labour rights, banking regulations,
internet standards, and arms control regimes.
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1.2 Newinfrastructure- reshaping the
world order?

The physical and institutional infrastructure developed
in the twentieth century has organised global flows
of trade, finance, and security in ways that anchor
power in the United States. The US has sustained its
international position for many decades because of
its centrality to global infrastructure which embeds
much of the rest of the world within its system

and influence.

In recent years, however, new international
infrastructure systems have begun to be constructed.
This is especially the case where countries are
concerned that existing (often foreign-owned)
infrastructure is no longer mutually beneficial

or politically neutral. Rather than overthrowing

the status quo, dissatisfied actors begin to seek
partial alternatives — new pathways, systems,

or relationships, a strategy of replication and
workarounds rather than revolution. Alternative
infrastructure systems do not need to completely
replace the dominant systems to matter, as they
reduce power asymmetries at critical nodes, diluting
leverage and influence.® Over time, what begins as
insurance and hedging starts to become alternative
infrastructure in its own right. Competing not only
on efficiency but also legitimacy and standards,

new path dependencies are created and with them,
new distributions and patterns of geopolitical power.”

This shift is now evident in the geography of

new infrastructure development. Over the past
decade, and increasingly in recent years, physical
cross-border infrastructure has expanded beyond
the US-anchored systems that shaped much of the
postwar period. Rail, road, port and logistics corridors
have been expanded or revived through Central
Asia, the Caucasus, the Middle East and parts of
Southeast Europe, alongside north-south and east—
south linkages connecting South Asia, the Gulf and
Europe. There is similar diversification in energy and
communications backbone infrastructure, including
cross-border electricity interconnectors, LNG
terminals and shipping routes, new and upgraded
ports, expanded subsea cable networks, and the
siting of large-scale data centres and computing
facilities required for artificial intelligence. In parallel,
African-led continental planning under initiatives
such as the Programme for Infrastructure
Development in Africa, has prioritised transport,
energy and digital corridors intended to integrate
markets and reduce inherited dependence on
colonial era, narrowly extractive networks,

with external finance increasingly aligned to these
regionally defined priorities. Taken together, these
developments have begun to alter routing choices,
standards adoption, and operational assumptions,
as firms and governments make greater use of
parallel pathways and design new projects around
resilience, redundancy and interoperability rather
than single-route efficiency alone.

In addition to physical networks, alternative
infrastructure systems are also being developed in
financial and virtual infrastructure. Alternative payment
messaging and clearing frameworks, expanded

use of local-currency settlement, regional liquidity
arrangements, and new forms of digital settlement
infrastructure have been introduced, primarily to add
redundancy and optionality. To date, usage remains
uneven and concentrated in specific corridors,
sectors or transactions, and core global structures,
most notably dollar-centred clearing and established
messaging networks, continue to dominate in
aggregate terms. However, repeated use in routine
transactions, formalisation within institutions, and
integration into standard operating processes have
begun to change how these systems are perceived.
The assumption that existing arrangements are
politically neutral, risk-free, or universally accessible
is starting to fade. This is being replaced by the view
that payment and settlement systems differ materially
in governance, reliability and vulnerability to political
or regulatory restriction. As a result, non-physical
infrastructure is also increasingly treated not as a
background utility but as a strategic choice in much
the same way as physical infrastructure.

The impact so far has been incremental. Financial
flows have not moved decisively away from the

US dollar or established messaging systems, but
assumptions that there is no practical and reliable
alternative to existing systems are weakening.
Payment, settlement, and messaging arrangements
are increasingly being treated as design choices
rather than inherited defaults.®

What is emerging is not a single, breakaway
alternative system, but a layering of parallel options
across physical and virtual logistics, finance, and data,
that gradually reduces dependence on any existing
set of routes, standards, or intermediaries. This trend
is cumulative rather than revolutionary, but over time
it has the potential to reshape patterns of connectivity
and influence. Power is beginning to shift, not
through the violent overthrow of the existing order,
but through the selective replication, reshaping,

and bypassing of its foundational systems.®
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Infrastructure, inequality, and the Al
multiplier - geopolitical volatility
and complexity for business

Infrastructure has historically shaped
economic advantage by determining
who can connect to what, at what cost,
and on whose terms.

Large gaps in transport and digital
connectivity persist across much of the
Global South. Hundreds of millions

still lack reliable electricity and billions
remain effectively offline — constraints
that limit development, growth, and
geopolitical influence.

Al adds a new layer to this dynamic.
Although often understood as ‘digital’, Al is
highly infrastructure-intensive. The ability to
have homegrown Al capabilities depends
on large-scale computing infrastructure,
like data centres, cooling capacity, cheap
and reliable electricity, high-capacity
networks, and the capital, land, water

and permitting to build them. Where

these inputs are concentrated, capability,
standard-setting and value concentrate
too. Where they are scarce, countries

and firms face dependence on external
providers, which is becoming increasingly
unappealing in this world of increasing
mistrust where self-sufficiency is a key
national interest.

Today, Al infrastructure is heavily concentrated
in a small set of wealthy economies, while
many lowerincome countries struggle

to meet baseline power and connectivity
needs. This inequality could widen existing
development gaps, turning Al into a force that
locks in disadvantage unless foundational Al
infrastructure is built out more broadly. Even

if parts of the current Al ‘bubble’ cool, the
physical infrastructure will endure, shaping
growth and development, and in turn,
geopolitics, for decades. The questions that
matter are who controls this infrastructure,
under what governance, and with which
incentives, because those choices will hardwire
future economic and social outcomes.

So what for business? Where Al-enabling
infrastructure is weak or uneven, firms are more
likely to face fragmented adoption, uneven
productivity gains, and heightened political
pressure to address perceived technological
exclusion. These dynamics can translate

into greater regulatory intervention, social
contestation and policy volatility, particularly
where governments seek to manage
expectations or mitigate distributional impacts.
For businesses, this increases risks to supply
chain continuity, market access, compliance
burdens and social licence to operate,
especially in markets where infrastructure
constraints intersect with existing governance
and development challenges.
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1.3 Infrastructure as national security

Concerned about the potential risks of new path
dependencies that work around existing power
structures, status quo powers have begun to
respond to the growth of infrastructure activity
built by other actors. From around 2021 onwards,
the United States, the European Union and other
established powers began to publicly redefine
international infrastructure as a strategic security
concern, both in terms of national security as well
as the security of the international system as a
whole. In Washington, US National Security Advisor
Jake Sullivan’s April 2023 articulation of a ‘'modern
industrial and innovation strategy’ explicitly linked
resilience, supply chain diversification, and standards
leadership to control over energy, manufacturing,
and technology infrastructure, treating these not as
market outcomes but as strategic prerequisites for
sustaining US influence.™

The G7's launch of Build Back Better World

(B3W) explicitly framed global infrastructure as a
‘values-driven’ response to strategic competition,
signalling concern that connectivity models could
reshape political alignment, standards and long-term
dependence. Similarly, the EU’s Global Gateway, also
announced in 2021, recast infrastructure as a matter
of order-building, pledging ‘links, not dependencies’
and tying transport, energy and digital connectivity
to economic security and standards leadership.™
These initiatives reflected a shared assessment

that infrastructure is not a neutral system providing
basic services, but structures power, alignment

and rule-setting. Losing influence over how global
systems are built risks eroding both national capacity
and the broader rules-based system that status quo
powers and their allies seek to sustain.

‘The common thread across these
initiatives is a shared assessment that
influence now comes less from control of
territory than from shaping the systems
that underpin routine economic activity,
governance, and security.”

DR MERRIDEN VARRALL

Special Adviser Geopolitics

As this concern among status quo powers and allies
sharpens, it is being matched with increasingly
assertive policy action aimed at explicitly linking
infrastructure initiatives with security strategies,

at home and abroad. For example, in 2022, the G7
formalised its Partnership for Global Infrastructure
and Investment (PGII) with the purpose of bridging
infrastructure gaps in low- and middle-income
countries. The PGl has a US$600 billion ambition

by 2027 (with a US$200 billion component from

the United States), explicitly linking infrastructure
finance to geopolitical influence and security. It aims
to build "quality, sustainable infrastructure that ...
advances our national security’."? Similarly, the EU's
Global Gateway frames infrastructure investment as a
strategic instrument, with over €300 billion reportedly
mobilised to project standards-based connectivity,
strengthen trusted partnerships, and reinforce
economic security across regions.'

In parallel, the United States has moved to put its
industrial strategy into practice through subsidies,
tax incentives, export controls and coordination with
allies, aiming to anchor key infrastructure, supply
chains and standards within US-led networks.

For example, the Inflation Reduction Act (IRA)
introduced under former President Joe Biden in
2022 - the largest piece of industrial and climate
legislation in US history — sought not only to
expand domestic clean-energy and manufacturing
capacity, but to shape where infrastructure is built,
which technologies scale, and which supply chain
relationships become entrenched. It aimed to use
location-based incentives and standards so that
production, investment and interoperability would
be anchored within US-aligned networks. While
implementation has become more contested under
the current administration, the underlying logic of
using industrial policy to structure infrastructure,
standards and influence across allied systems
remains intact, despite shifts in policy emphasis.

Notably, this infrastructure-as-security logic extends
beyond roads, grids, and cables into the systems
that enable cross-border finance and payments and
shape everyday economic activity. For example, an
Office of Foreign Assets Control (OFAC) alert issued
by the US Treasury on 21 November 2024 warning
foreign banks that participation in Russia's SPFS
payments system constitutes a sanctions ‘red flag’,
underscored that payment and settlement systems
are being treated alongside ports, pipelines and
networks as strategic assets.™
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Together, these moves show how status quo powers
and their allies have become increasingly concerned
about how infrastructure developments by others
can, deliberately or otherwise, create strategic
vulnerability. Status quo powers also recognise how
their own infrastructure choices can impact their
national security, shape dependence, and affect the
stability of the global system.

In Australia, we also see the strategic reframing of
infrastructure, both at home and across the region.
The Future Made in Australia Act'™ includes funding
earmarked for a range of infrastructure priorities,
including energy grids and the financial system.
Regionally, the Pacific Step-up (from 2016) elevates
connectivity and resilience as core to sovereignty
and security, with the AU$2 billion Australian
Infrastructure Financing Facility for the Pacific
(AIFFP). Further, projects such as the Coral Sea
Cable System are framed as delivering development
outcomes, as well as building trusted digital and
energy networks. Official material ties these
initiatives to the 'sovereignty, stability, [and] security’
of Pacific partners. Australian policy commentary
makes clear that the purpose of these infrastructure
investments is to reduce Pacific countries’
vulnerability to coercion by giving them broader
options, more local control over infrastructure and
standards, and stronger security arrangements.®

Taken together, these measures suggest that

the United States, the EU, and their partners are
increasingly concerned that emerging infrastructure
systems could weaken the rules, practices, and
expectations they see as essential to a stable and
predictable international order. The creation and
implementation of policies and projects like PGlI
and Global Gateway, and in Australia’s case,

the Pacific Step-up, AUKUS, and the expansion of
SOCI, demonstrate that infrastructure is increasingly
being seen as a tool of power, and as a domain in
which relative position, standards, and control matter.

Infrastructure as a strategic vulnerability -
Australia’s Security of Critical Infrastructure
(SOCI) Act and Foreign Investment Review
Board (FIRB)

Across advanced economies, infrastructure is
increasingly being understood as a strategic
vulnerability that can be exploited to disrupt
governance, apply pressure or undermine public
trust. When countries use these so-called ‘grey zone'
tactics they can have significant impacts on a rival or
adversary but fall short of an act of war. Australia’s
evolving Security of Critical Infrastructure (SOCI)
regime illustrates Australia’s response to this shift.

What makes SOCI so significant is that it is

a response to the growing use around the

world of economics and commerce as tools of
national security and strategic competition — the
‘weaponisation’ of the economy. Rather than
separating commercial concerns and national
security, and prioritising either one above the
other, the SOCI Act integrates them. It treats the
infrastructure systems that underpin commerce in
the Australian economy as a strategic issue, both
an asset and a vulnerability. The legislation explicitly
links critical infrastructure to ‘Australia’s ability

to conduct national defence and ensure national
security’, and imposes enhanced obligations on
designated Systems of National Significance
(SoNS), including heightened government visibility
and intervention powers under defined conditions.

‘Australia’s SOCI regime reflects growing concern that infrastructure can
be exploited as a strategic vulnerability. Since 2018, the framework has
expanded in scope and depth, moving beyond traditional conceptions of
critical systems to impose risk-management obligations across sectors
including energy, telecommunications, health and food. The inclusion
of assets such as food and groceries shows how broad the concept of

‘critical’ has hecome.’

PRAVEEN THAKUR

Lead Partner, Planning & Infrastructure Economics,
KPMG Australia
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4 A
Invisible vulnerability - governance gaps
within critical infrastructure
SOCI’s logic becomes clear when This created a gap between operational
translated into organisational reality. performance and strategic assurance. The
utility could not convincingly demonstrate
In 2025, while preparing for expanded to government that it could maintain service
Security of Critical Infrastructure (SOCI) continuity under intentional interference rather
obligations, a major Australian utility than accidental failure.
discovered that responsibility for its
operational technology (OT) environment The risk did not lie in dramatic sabotage. With
had become fragmented over time. Legacy access to poorly governed OT, an adversary
vendor contracts, incremental upgrades, could potentially subtly distort sensor data,
and shifting internal accountabilities meant degrade control signals, create faults that
no single function could clearly explain who mimic equipment failure, implant dormant
owned patching, firmware governance, vulnerabilities to activate during a crisis, or use
remote access, or configuration integrity OT as a pathway into enterprise T systems.
for critical OT assets. These techniques aim to undermine trust and
resilience rather than cause visible destruction.
From an operational perspective, the _ _ _ ;
system appeared stable, Services were Addressing thg |ssu§ rquwed reframing OT
being delivered. No major incidents had e & .collectlo.n. o Inlielzd .sys'Fems toa
occurred. But from a national security strategic .Capab|||ty. The organisation moyed
perspective, governance was fractured. to consolidate OT Igovernanc.e gnder a sm.gle.
accountable function, establishing authoritative
In the current geopolitical environment, asset records, clarifying vendor access,
this matters. State aligned actors and formalising responsibility for lifecycle
increasingly target critical infrastructure management. This shift reflects the broader
not primarily to cause immediate logic of SOCI: resilience depends as much on
disruption, but to position themselves governance and clarity of accountability as on
for future leverage. Without clear asset physical security or technical controls.
ownership and access controls, the
organisation could not credibly confirm
which devices were exposed or outdated,
who retained privileged access (including
dormant vendor accounts), or how quickly
compromised systems could be isolated
under duress.
- J
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The underlying logic of SOCI is an acknowledgement
that infrastructure’s potential vulnerability to foreign
actors does not depend on any outright takeover

or replacement. Influence can be exercised, or
interference deterred, through disruptions to
existing systems. Infrastructure can be exploited
through software, data access, operational
dependency or subtle degradation. SOCI reflects a
broader shift from efficiency-maximisation toward
resilience, redundancy, and transparent governance,
recognising infrastructure protection as central to
deterrence, strategic autonomy and societal stability.

While SOCI is a domestic framework, similar
approaches are emerging around the world.
Australia’s approach aligns with the EU’s 2024
Network and Systems Directive 2 (NIS2 Directive),
which significantly expands the range of

regulated entities, board-level accountability and
incident-reporting obligations across critical and
important sectors. It also aligns with the expanding
remit of the US Cybersecurity and Infrastructure
Security Agency (CISA), which treats cyber and
operational resilience as a core element of national
security rather than a technical compliance issue.

FDInational security screening regimes
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At the same time that governments are expanding
their definition of what counts as critical
infrastructure and increasing regulations around it,
many governments are also tightening screening
around foreign ownership of infrastructure. Across
advanced and emerging economies alike, national
security screening regimes for inward foreign direct
investment have expanded markedly over the past
decade, with critical infrastructure now explicitly
included in many jurisdictions’ review frameworks."
While these regimes are often framed in broad
national security terms, infrastructure, particularly
energy, transport, data, communications, ports, and
critical services, features explicitly and repeatedly in
the measures adopted.

In Australia, the Foreign Investment Review Board
(FIRB) now treats critical infrastructure as a priority
risk category, reflecting the same logic that underpins
SOCI: ownership, control and influence matter, not
just technical compliance once an asset is already

in operation. This means that as infrastructure is
treated more explicitly as a national security concern,
states are extending scrutiny beyond operation

and resilience to ownership and financing. Investor
profile, capital origin, and governance expectations
increasingly shape which infrastructure assets are
considered acceptable, sustainable, and legitimate
over time.

—@ — Cumulative number of countries with a screening regime

Source: United Nations Conference on Trade and Development, World Investment Report 2025, page 98



https://unctad.org/system/files/official-document/wir2025_en.pdf
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4 A
Using SOCI to move from compliance
to strategy
Many organisations tend to understand This broader lens has enabled organisations
infrastructure risk only after an incident, to identify vulnerabilities earlier and act
using hindsight to identify where on them. In practice, this has included
external shocks exploited previously adjusting procurement and operating models,
unseen vulnerabilities. strengthening contractual terms to provide
on-demand inventory or stockpile access, and
However, some organisations subject to diversifying sourcing arrangements to build
Australia’s SOCI obligations have used the redundancy where single supplier or single
framework more proactively to integrate route dependencies posed heightened risk.
awareness of external threats into Used this way, SOCI has functioned not just as
business strategy rather than treating a regulatory obligation, but as a practical tool for
SOCI as a narrow compliance exercise. improving operational resilience and strategic
decision making.
Over the past two years, these responsible
entities have applied SOClI's all hazards,
principles-based risk management
approach to strengthen how they assess
and manage supply chain risk. Instead
of focusing only on immediate suppliers,
they have taken a broader view of how
upstream disruptions — including foreign
ownership, control or influence (FOCI) risks
— could affect the continuous operation of
critical infrastructure.
- J
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02 Newinrastructure, shifting power
- sowhat for Australian businesses?

The picture that emerges is clear: infrastructure is not neutral, the hardware,
software and systems that a company or country chooses really matter.

The world is no longer organised around one common set of rules. Instead,
different systems are forming, and accessing money, trade and markets
increasingly depends on meeting specific standards and security expectations,
and proving where things come from. For Australian business, that means
procurement, partnerships, data handling, and even payments architectures now
carry strategic exposure as well as commercial considerations.

For business, the bottom line is

that decisions around foundational
infrastructure and locations that your
business relies on increasingly come
with regulatory, geopolitical, and
reputational consequences.

2.1 Altering the business environment

The operating environment is shifting from
‘efficiency-first’ to ‘standards-and-security-first’

Despite a broad understanding that infrastructure
decisions are largely a commercial matter, and
choices are based on cost, scale, and reliability,

it has always carried political weight, either
deliberately or as an unintended consequence

of networks of dependency. This means that
infrastructure is increasingly regulated and financed
with national security and geopolitical risk in mind,
not just economic efficiency. In practice, this narrows
the pool of capital that can be used to own and
operate infrastructure, as some investors are excluded
altogether while others face tighter conditions
around control, governance, and oversight.

For much of the postwar era, the commercial

logic (cheap, fast, integrated) and the political logic
(stability, order, influence, interdependence) largely
pointed in the same direction, so the politics faded
into the background. However, the geopolitics of

infrastructure is now seen as a central strategic
concern. Governments around the world increasingly
understand infrastructure as something that can create
dependence or resilience, depending on who builds it,
who operates it, and which rules apply. Governments
and businesses are explicitly using infrastructure to
reduce or increase dependence and set the rules, from
G7/PGll and the EU’s Global Gateway to US industrial
policy and export controls. Even payments systems are
now treated as strategic risk. Translated into business
terms, this means that simply how you move money
across borders can carry legal and market-access risk,
not just cost and speed trade-offs.

In Australia, this shift is demonstrated by the
expansion of the SOCI Act, which now treats certain
sectors such as data storage, telecommunications,
financial markets, ports, energy, higher education
and research as assets whose disruption could affect
national security.

‘The key questions for business leaders
are: how does this alter our strategic and
operating environment, and what should
we do to ensure we are prepared

for the risks and opportunities?”

JON BERRY

Geopolitics Lead,
KPMG Australia
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Expect more ‘parallel systems’ and
more conditions attached to money
and market access

As countries hedge against single points of
dependence, we are seeing the incremental
duplication of routes, suppliers, standards, and
financial networks. In the Pacific, Australia’s AIFFP
and projects such as the Coral Sea Cable are framed
as supporting broader security and standards
objectives, and as creating opportunities for firms that
can meet governance, cyber, labour, environmental,
data-handling and transparency requirements.
G7/PGlIl and Global Gateway finance comes with
similar conditions because the purpose is to build
systems that are reliable, high-standard, and hard

to coerce. Practically, this means more deals will be
won on standards pedigree and risk controls, not just
price and delivery.

At the same time, firms operating in multiple regions
may face diverging technical specs and compliance
expectations, raising both the benefit of optionality
(so you can switch) and the cost of being locked in.

In short, the strategic question is no longer
only ‘Can we build it efficiently?’ but ‘Which
system are we anchoring ourselves to, and
what are the exit options?’

‘As digital systems and transactions

are drawn into geopolitical competition,
access and availability can no longer

be assumed. Businesses need to
evaluate whether they should treat
financial and digital infrastructure

as strategic dependencies, with

clear back up arrangements and
pre-approved alternatives.’

DR NICOLA STONE

Partner, Audit Technology and Innovation,
KPMG Australia

2.2 Knowns, unknowns, and
practicalimplications

In an increasingly fragmented and mistrustful
geopolitical environment, governments will

continue to link infrastructure to security, standards,
and alliances. As such, we can identify a clear
direction: more policy-linked finance (PGII/Global
Gateway), more security-centric regulation at home
(SOCI), and more scrutiny of payment, clearing,

and settlement systems (e.g. OFAC on SPFS).

We can reasonably expect that this will make
coordination between countries more difficult (e.g.
due to data-residency and routing rules, and cyber
verification requirements). It is also likely that this will
raise due diligence and assurance costs, and prioritise
redundancy (multi-route logistics, multi-cloud/
data-centre footprints, dual settlement options)

over pure efficiency.

What we don’t know is how far fragmentation will
go. A split into two mostly non-interoperable systems
across physical, digital, and financial infrastructure is
not inevitable. Rather than a "two worlds’ scenario,
history suggests that partial, overlapping systems
tend to harden through repetition and sunk cost,
with path-dependence emerging long before formal
governance catches up. Partial fragmentation would
likely mean domain-specific splits, within a few
sensitive technologies or among particular vendors;
regionalisation, with different preferred standards in
different geographies; and layered redundancy, that is,
alternatives coexisting with the incumbent system.
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2.2 Knowns, unknowns, and practical implications (continued)

A reasonable extrapolation of these trends could mean
The penalties for non-compliance (or the

wrong partnership) will rise as sanctions
and screening regimes tighten.

Access to concessional and blended
finance will favour ‘high-standards’

proposals that embed governance,
cyber and transparency.

Option-value will be priced in —
businesses that can switch routes,
providers, or systems without
catastrophic cost will outcompete.

As infrastructure systems fragment and standards diverge,
dependence becomes a strategic risk. For business, the practical
implication is clear: organisations that have built optionality into
routes, platforms and partners will be better positioned to absorb
shocks and protect market access.’

SARI MACKAY

Partner, National Sector Lead for Industrial Markets,
KPMG Australia
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03 what should Australianbusinesses to?

This scenario of changed incentives and power does not necessarily mean that
companies will need to pick a single camp across all operations. The practical
risk for business is less a ‘two worlds’ situation, but more of an environment of
overlapping systems with different rules. In this world, optionality will be key.

3.1 Asystemresponse

As infrastructure increasingly shapes power, standards,
and dependence more explicitly, responsibility for
managing exposure and opportunity cannot sit with
boards alone. The implications cut across investment,
procurement, operations, regulation, finance, and
diplomacy. The practical response will be a distributed
one, requiring coordinated action by several actors who
together shape how infrastructure is financed, built,
governed, and used.

Action stations - changes and timeframes

One of the risks of infrastructure politicisation is
misalignment between actors: firms optimise for
cost, banks for compliance, governments for security,
and investors for returns, until a shock exposes the
gaps. Treating infrastructure as systemic rather than
sectoral helps avoid this outcome. The goal is not
to pick sides or retreat from global connectivity, but
to retain choice and adaptability in a world where
infrastructure is increasingly used to influence the
behaviour of states, firms, and markets, not just to
enable commerce.
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‘Global competition over infrastructure
Isincreasingly ahout standards

and trust, not just capacity or cost.
For companies, this means growth
opportunities will favour those that
can demonstrate strong governance,
security and compliance, not simply
faster or cheaper delivery.’

KATE SHAW

Partner, Governance, Risk & Assurance,
KPMG Australia
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System-wide responses: roles, actions, and timeframes

ACTOR

Boards & Executive
Teams

Strategy & Corporate
Development

Procurement & Supply
Chain

Finance

CHANGE

Move from efficiency-first
assumptions to managing
strategic infrastructure
exposure

Incorporate geopolitics and
infrastructure alignment
into long-term planning

Shift from lowest-cost
sourcing to
resilience-weighted
sourcing

Treat payments and
settlement systems as
strategic infrastructure

PRACTICAL ACTIONS

Treat infrastructure dependence as
a standing risk category alongside
financial and cyber risk

Undertake scenario modelling and
‘war game’

Require visibility of logistics,
digital, and payment channels in
major investments

Test switching options and
path-dependence before approving
long-life assets

Balance greater optionality in long-
term contracts with the higher
costs that this approach may entail

Stress-test growth and M&A plans
against divergent infrastructure
standards and corridors

Undertake scenario modelling and
‘war game’

Evaluate which infrastructure
systems and rules new
investments anchor the firm to

Price exit and switching costs
explicitly in investment decisions

Map tier 2 and tier 3 suppliers tied
to single routes, ports, or vendors

Pre-qualify alternative suppliers under
different jurisdictions/standards

Include geopolitical disruption
scenarios in supplier reviews

Map critical payment routes —
identify which payment-messaging
systems, clearing channels

and currencies are used for the
organisation’'s most important
transactions (e.g. revenue flows,
supplier payments, payroll,

debt service).

Reduce single-point-of-failure

risk. Ensure alternative banks and
payment routes are in place for
key currencies and markets, so
transactions can be rerouted if a
primary channel becomes unavailable
due to sanctions, de-risking,
outages or policy changes.

Pre-approve alternative channels.
Strengthen sanctions and AML
checks in advance so backup
payment routes can be activated
quickly, without emergency
onboarding, approvals or
compliance delays.

TIMEFRAME

Immediate (0-90 days):
establish risk categories
and visibility

6-12 months: run switching
tests and scenario briefs

12-24 months: embed
exposure metrics into
approvals and KPlIs

0-90 days: add
geo-infrastructure scenarios
to planning

6-12 months: revise
portfolio screens and hurdle
rates

12-24 months: tilt pipeline
toward high-standard
financeable projects

0-90 days: complete
dependency map

6-12 months: dual-source
critical SKUs and lanes

12-24 months: re-bid contracts
with resilience scoring

0-90 days: inventory
payment channels and
counterparties

6-12 months: secure
back-up correspondent bank

12-24 months: periodic
drills using secondary
channels
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ACTOR

Legal, Risk &
Compliance

Operations & IT

Investors & Lenders

Industry associations

CHANGE

Prepare for expanding
regulation of critical
infrastructure

Design systems for
redundancy rather than
pure optimisation

Price geopolitical
infrastructure risk more
explicitly

Reduce firm-by-firm burden
and fragmentation

PRACTICAL ACTIONS

— Assume assets can become

‘critical by function’ not just sector

— Align governance, data-handling,

and cyber posture with
high-standards regimes (e.g. SOCI)

Rewrite contracts for
sanctions, change-of-law, and
forced-divestment scenarios

Prepare for regulations that
balance costs against resilience
and security, rather than the
traditional least-cost approach

Ensure the ability to switch
between alternative logistics
routes, cloud locations, and data
centres if disruptions occur

Ensure continuity if access to a
provider or corridor is disrupted

Rehearse responses to disruptions
affecting supply chains, IT
systems, and payments

Add jurisdictional,
vendor-concentration, and
standards risk to due diligence

Condition capital on governance,
transparency, and resilience
features

Differentiate assets embedded in
contested vs trusted systems

Develop shared guidance
on standards and resilience
benchmarks

Coordinate engagement with
government/regulators

Share lessons from disruptions
and workarounds

TIMEFRAME

0-90 days: SOCl/criticality
gap analysis

6-12 months: update
policies and contract
templates

12-24 months: tabletop
exercises and regulator
engagement

0-90 days: test the ability
to switch anything critical to
backup routes, systems, or
locations

6-12 months: implement
multi-region/ multi-lane
configurations

12-24 months:
business-wide disruption
exercises covering supply
chains, IT, and payments

0-90 days: update DD
checklists and IC memos

6-12 months: embed
covenants/conditions

12-24 months: portfolio tilt
and stewardship guidance

0-90 days: issue sector
notes and convene working
groups

6-12 months: common
tools/templates

12-24 months: annual
sector resilience review

‘When infrastructure shapes how countries trade, transact and align,
exposure can't be managed in silos. The implication for business is
the need for a system-wide view that connects strategy, operations,

finance, technology and risk, rather than treating infrastructure

decisions inisolation.’

JOANNE LUPTON

Partner, Deal Advisory, Infrastructure & Futures,

KPMG Australia
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3.2 sector-specific dynamics

While the broad dynamics are economy-wide, the implications of infrastructure becoming more contested
and politically salient are not uniform. Different sectors face different exposure points, timelines and practical
challenges, depending not only on how they use transport, digital, energy and payment systems, but also on
their economic criticality and strategic importance. The following table sets out sector-specific exposure areas

and priority actions.

SECTOR

Energy & Resources

Ports & Logistics

Financial Services

Technology & Digital
(Cloud/Telecom)

EXPOSURE HOTSPOTS

Export routes and maritime chokepoints for LNG,
coal, iron ore, critical minerals

Grid interconnections, fuel import terminals, and
pipeline dependencies

Standards and permitting requirements
shaping access to finance and export pathways
for critical minerals

Concentration at specific terminals/stevedores
and reliance on single-vendor TOS/OT systems

Customs/border system interfaces and
data-sharing constraints

Exposure to sanctions or export controls on
certain cargoes

Dependence on interoperable data systems
across shipping lines, ports, and customs
authorities, limiting optionality where global
platforms or standards are required

Correspondent banking concentration and
reliance on single messaging/settlement channels

Sanctions/AML exposure to alternative payment
systems

Data residency and cross-border transfer rules

Dependence on single cloud region/provider;
subsea cable outages; trusted-vendor lists

Data localisation, privacy, and critical
infrastructure designation risk

Supply chain vulnerabilities in hardware and
managed services

PRIORITY ACTIONS

— Map route and port dependencies; validate
charter and insurance contingencies; confirm
fuel security obligations

— Develop dual-lane export options; align
mine-to-market traceability with high-standard
buyers and lenders

— Check alignment of critical mineral
projects with environmental, social, and
Indigenous-engagement expectations of
financiers and buyers

— Invest in backup power, fuel supply options,
extra storage, and alternative rail or road
routes where feasible

— Establish alternate port and inland rail/road
routings; cyber assessment of TOS and OT
networks

— Interoperability pilots with secondary
terminals; data-mirroring and incident
run-books with border agencies

— Contractual clauses for surge capacity;
joint disruption exercises with carriers
and government

— Map and prioritise critical data-exchange
dependencies with shipping lines, foreign
ports and global logistics platforms, and agree
minimum interoperability, data-sharing and
contingency standards in advance

— |dentify all payment channels; assess
exposure to non-SWIFT systems; update
sanctions screening

— Secure backup correspondent relationships;
enhance real-time monitoring on higherrisk
corridors

— Periodic switch-over drills; diversify clearing/
settlement routes within risk appetite

— Stand up secondary cloud region or sovereign
co-location; review data routing and peering

— Implement multi-cloud for critical workloads;
cable outage playbooks and monitoring

— Supplier diversification; onshore key
management and audit pathways for SOCI
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SECTOR

Higher Education &
Research

Agriculture

Defence & Defence
Industries

EXPOSURE HOTSPOTS

Export controls and tech-transfer restrictions;
sensitive research partnerships

Campus network security and data-classification
gaps

Potential ‘critical by function’ designations for
research infrastructure

Dependence on port access, bulk-handling facilities,
and specific shipping routes for export crops

Wiater infrastructure reliability and allocation
(dams, irrigation networks, pumping and storage)

Biosecurity controls, export certification systems,
and trade standards affecting market access

Input supply chains (fertiliser, fuel, feed, chemicals)
vulnerable to price shocks or disruption

Cold-chain and storage infrastructure, including
power reliability in regional areas

Dependence on allied supply chains for platforms,
components, fuel, and munitions

Concentration of critical functions in specific
bases, shipyards, depots, and test facilities

Reliance on secure energy, fuel, and transport
infrastructure for operations and sustainment

Technology transfer rules, export controls, and
security clearance requirements shaping access
to inputs and markets

Dependence on digital systems supporting
command, logistics, maintenance, and
industrial design

Long-term lock-in to allied standards and
systems, limiting future flexibility

PRIORITY ACTIONS

— Map sensitive projects and partners; tighten
data classification and access controls

— Standardise screening for research MoUs and
funding; update IP and publication controls

— Scenario-test SOCI implications for research
facilities; develop sovereign hosting options

— ldentify alternative port, terminal, and
logistics options for key export commodities

— Assess exposure to water availability risks
linked to infrastructure, regulation, and
climate conditions

— Align traceability, quality assurance, and
sustainability systems with export-market
requirements

— Review dependence on single suppliers for
critical inputs and qualify secondary suppliers

— Improve backup power and storage
arrangements for on-farm and regional facilities

— Map critical dependencies across defence
operations and industrial supply chains

— Identify single-point failures in facilities,
suppliers, and support systems

— Strengthen domestic sustainment, repair,
and upgrade capability for key platforms

— Ensure reliable access to power, fuel,
transport, and communications at priority sites

— Align with allied standards while retaining
domestic fallback options where feasible
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