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Whyis Third Party Risk Management becoming more relevant?

Dependency on Outsourcing: Cybersecurity threats:
Businesses are more and more dependent on Malicious actions aiming to steal data, damage
outside suppliers, vendors, and service providers to computer systems, or disrupt operations

deliver goods and services, which exposes them to N\ / necessitate businesses to monitor third-party
risks resulting from their deeds or shortcomings. suppliers' security protocols.

Complex Supply Chains:

Because of globalization, supply chains are

becoming more intricately linked, which raises the —JJjj
risks involved in expanding internationally and
interacting with suppliers.

Reputation and Brand Protection:

TPRM
Relevance

In the connected world of today, businesses need
[ to maintain high standards of security and ethics to

safeguard their brand and reputation, avoid losing

stakeholder trust, and maintain customer

satisfaction.
Regulatory Requirements: | Financial Impact and Emerging Technologies:
Data security and privacy are given top priority by \ Emerging technologies like cloud computing, loT,
regulatory bodies, particularly in the finance and and Al can be strategically managed to secure their
healthcare sectors. Strict laws like GDPR, DORA, benefits and reduce financial risks.

and SOX impose stringent management and
protection obligations.



The European Legislative Landscape continues to evolve

The EU’s legislative and regulatory environment will reflect its commitment to social justice, sustainability, and digital transformation, addressing modern
issues while maintaining fundamental rights and market stability.

2022

NIS 2 — The EU has implemented cybersecurity
laws to improve business continuity, reporting,

2025-2026

certifications.

EBA — Ensures efficient and uniform prudential ;| CSDD - Integrating Corporate Social
regulation and supervision in the European ' Responsibility principles into governance
banking industry by providing recommendations
or guidelines for bank supervision.

and risk management processes using
industry-specific standards and

DORA - Operational resilience for financial

2050

The EU’s “Fit for 55”
package aims to achieve
climate neutrality by
2050, focusing on
reducing emissions,
energy efficiency, and

NIS 1 — The EU’s first
cybersecurity law
aims to ensure that
all Member States
meet a high standard
of cybersecurity.

The European data privacy law — To
receive additional updates and
clarifications, covering new technologies
and techniques for processing data.
DSA & DMA - The government is
concentrating on upholding transparency,
guaranteeing fair competition, and
regulating online platforms.

and corporate accountability by adding new . institutions and ICT third party service renewable energy
responsibilities and requirements. \ providers.  targets.
M\ £\ £\ M\ 7\ >
\ \J \J \ \J
2016 2024 2030

EU Cybersecurity Resilience Act — EU proposed to
enhance digital services and infrastructure resilience by
requiring sophisticated threat detection systems, frequent
cybersecurity audits, and ongoing risk assessments.

Al and Quantum Computing Legislation — Expected
plans to introduce legislation by 2030 to protect Al
systems from attacks, ensure transparency, and establish
moral guidelines for Al use in cybersecurity operations.



Regulatory: EUDR, LKSG, Swiss law, GSDD, DORA & EBA, NIS
01 02 03 04 05 06

EUDR I.KSG SWISS Law GSDD DURA&EBA

The EUDR, adopted
in 2022, mandates
businesses to
prevent
deforestation in EU-
produced goods like
palm oil, soy, coffee,

and beef, promoting
sustainable supply
chains.

Sectors: Agriculture
and Food
Production, Timber
and Wood Products,
Retail and
Consumer Goods,
Biofuels.

Known as the
German Supply
Chain Due
Diligence, it
mandates German
corporations to
uphold
environmental and
human rights
standards in their
global supply chains
by January 2023.

Sectors:
Manufacturing,
Textiles and
Apparel, Mining and
Extractives, Retail
and Extractives,
Chemical and
Pharmaceuticals.

Swiss law, a civil
legal framework,
governs
Switzerland,
encompassing
administrative,
criminal, and civil
law, with a strong
focus on direct
democracy and
individual rights.

Sectors: Banking
and Finance,
Manufacturing and
Export, Technology

and Data Protection,

Watchmaking, and
Luxury Goods.

The EU directive
aims to ensure
businesses within
the EU are
responsible for their
supply chain’s
environmental and
human rights
impacts, promoting
ethical and
sustainable
business practices.

» Sectors: Energy,

Mining and Raw
Materials,
Agriculture,
Manufacturing.

Collaborate to
enhance EU
financial institutions’
operational
resilience and
regulatory oversight,
focusing on ICT risk
management,
incident reporting,
and cyber resilience
testing.

Sectors: Banking,
Insurance, Payment
Services,
Investment Firms.

NIS 1: Enhance
security for
information systems
and networks, due
to their crucial role in
the economy and
society.

NIS 2: The EU’s
cybersecurity laws
aim to enhance
digital resilience and
security by
implementing
measures for risk
management.

Sectors: Energy,
Transport, Banking,
Financial market
infrastructure.
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What Coupa has to offer on Third Party Risk Management

Coupa’s TPRM solution helps organizations identify, assess, monitor, and mitigate risks associated with third-party vendor relationships, enhancing

transparency, compliance, and resilience in their supply chain ecosystem.

Vendor Risk
Assessment

Vendor
Onboarding

Risk

Monitoring
and Mitigation

Compliance

Management

Issue &
Performance
Management

and
Remediation

Supplier
Collaboration
and
Integration

* Avendor's potential
risks are assessed
by a vendor risk
assessment, which
makes sure the
vendor complies
with security and
compliance
requirements.

* Vendor risk
assessment focuses
on security,
compliance, and
financial stability to
identify potential
risks and minimize
issues before
engagements.

KPMG

* Formally
integrating a new
vendor into an
organization’s
system.

» Through
information
gathering,
compliance
verification,
contract setup,
and payment
details, vendor
onboarding
integrates new
vendors.

» Tracking possible

risks and putting
plans in place to
control or lessen
their impact
constitutes risk
monitoring and
mitigation.

» By continuously
monitoring risks
and taking steps
to lessen their
impact, risk
monitoring and
mitigation are
implemented.

* Ensuring
adherence to
pertinent laws,
regulations, and
internal policies is
the goal of
compliance
management
within an
organization.

* Implementing
policies, carrying
out audits, and
keeping an eye on
procedures are
how compliance
management
makes sure that
laws and
regulations are
followed.

Identification,
handling, and
resolution of issues
are all part of issue
management and
remediation, which
aim to return
regular operations
and stop
recurrence.

Issue management
and remediation
involve problem
detection, root
cause analysis,
corrective action
implementation,
and outcome
monitoring.

» Collaborating and

integrating with
suppliers entails
working closely with
them to share
information, optimize
procedures, and align
goals for efficiency
and mutual gain.

Managing close
relationships with
suppliers to coordinate
objectives, exchange
data, and optimize
workflows for
enhanced productivity
and effectiveness is
known as supplier
collaboration and
integration.

| 10



Integrated Supplier and Risk Management (Operating Model)

Supplier Off-Boarding Supplier Recommendations
Secure return o;}sensitive access and Find the best suppliers at the right place &
information 1 i 7 i
“\ 0/6270 price with Community Intelligence
< Yep
Supplier Risk
Management Due Diligence

Assess supplier compliance with
regulatory & company policy

MONITOR
193138

Manage supplier risk in real-time with health
scores, assessments, and community data

Y N\
'?45’4’ Q@’%\ Supplier Information
Supplier Performance Mgt. Management

Track supplier responsiveness, quality, Onboard your suppliers faster and maintain
delivery with metrics & community ratings accurate, compliant data

“Ris Avaro | RiskAssess| s |
KPMG | 1



Risk Framework
Entry point Internal Due-Diligence Third Party Due-Diligence Review and Approval On-going Monitoring

If Access to Sensitive Data = Yes

New Supplier

On-boarding

Control
Transactions

Information

Security

Trigger Action
Plans

Schedule
Automatic
Re-Assessment

If located in “rated” Country= Yes

y
Sourcing Inherent Risk ABAC H Calculate
Event Questionnaire L Residual Risk
A

If Critical Activity = Yes

Manage
Performance

Business

Continuity

Continuous

Existing

Supplier Low Low Screening
Inherent Residual
Risk Rating Risk Rating
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Risk Assess & Risk Aware

Coupa Risk Assess and Risk Aware are components of Coupa’s broader suite of risk manaﬂement solutions aimed at helping organizations identify,
assess, and mitigate various types of risks, particularly those associated with their supply chain and third-party relationships. Here’s an overview of

what each covers.

Risk Aware

Supply Chain Visibility and Risk Monitoring

Coupa Risk Aware aids companies in identifying potential
risks among suppliers, subcontractors, and logistics
partners by monitoring market volatility, financial health,
regulatory changes, natural disasters, and geopolitical
events.

Predictive Analytics

To foresee and forecast possible supply chain disruptions or
bottlenecks, Coupa Risk Aware uses predictive analytics.
Organizations can take proactive measures to mitigate risks
before they become significant problems by examining past
data and trends.

Alerts and Notifications

Upon detection of significant risks or disruptions, Coupa Risk
Aware promptly notifies and alerts relevant parties. To lessen
the impact on operations, this permits prompt decision-
making and response.

KPMG

Client

Risk ASSess

Risk Assessment Templates

Customizable risk assessment templates for various
industries, legal requirements, and risk categories are
offered by Coupa Risk Assess. These templates are
available for use by organizations to perform thorough risk
assessments of their suppliers and vendors.

Due Diligence Questionnaires & Risk Scoring and Rating

Templates and configurable Due Diligence Questionnaire to
collect and validate supplier data. Then, using Risk Scores
and Ratings for improved continuous management.

Organizations can evaluate the regulatory compliance
status of their suppliers and vendors with the help of Coupa
Risk Assess. It helps businesses maintain compliance
across their supply chain by offering insights into the
regulatory requirements that are relevant to industries and
geographical areas.
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Collect, Assess, Manage & Monitor Third Party Information in One Place

BUSINESS UNITS THIRD PARTIES
Procurement Suppliers
Compliance Vendors
Legal Clients
Finance Distributors
IT Resellers
Sustainability Subcontractors
Audit Affiliates
EXTERNAL DATA SOURCES INTERNAL PLATFORMS
2N SCP i\ Avetta. W WESRITY ﬁ
ecovadis D DOW JONES Coupa
® sUPPLYSHIFT @prewave E&YAN Archer GRC

oy LSEG
N
0) interos & BITSIGHT

dun&bradstreet
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A clientwants to improve their supplier onboarding process
Including their full TPRM process

Client

A multinational active in 20+ countries that, in financial services, has a strict TPRM process to adhere to regulatory law and compliance

Client Challenge

o
ié;‘\ 6 Y

Client’s current supplier onboarding The risk review process is The current functionality of tooling ~ The current TPRM process is

process is time-consuming, unstandardized, manual, and used does not cater for further inefficient, with unstructured

complex, and tedious, with an subject to supplier-specific improvement and automation of = communication among all parties

average throughput of > 2 assessments, leading to delays supplier management including involved, leading to an inefficient

months, because.... and unclear accountability of the risk re-assessments of existing process and limited insights of
business, while.... suppliers, making... active risk assessments

E)@WB | 17



KPMG supported the client by using our Powered Methodology
to transform their supplier onboarding and TPRM process

KPMG’s Powered Methodology

Design principles

Leading
Practice

Off the
shelf

- Industry-

agnostic

Efficient

Result
oriented

. Powered recommendations are
- based on global leading practices

Powered materials are 80% readily
available off the shelf, the remaining
. 20% are custom made for client

Configuration settings that apply to

. all industries and clients

Using agile work methods, the
. delivery team efficiently deliver
. effective change in the business

Ultimate goal is to deliver results
- that matter, helping client achieve
. measurable business outcomes

One shared platform — A
standardized global core design

‘Adopt not Adapt’ — no customization
of technology

Fit-for-purpose across all business
units

Employee and supplier experience
is paramount to design

Simplification is key

Innovation is at the heart of design

| 18



The successtulimplementationresultedin a future ready
TPRM and supplier onboarding process

Results Key takeaways

) ) ‘Big Bang’ approach works
Improved collaboration via a = Implement all countries at once
single platform between the = Have a sense of urgency

business, supplier managers = Have champions and supportive
and risk teams

Reduced throughput time of
supplier risk management for
low and medium risk suppliers
significantly

sponsors
Reduced workload of supplier Improved transparency of Complete TPRM process in scope
managers and risk teams by status of supplier onboarding, - Evalu.ate when onboarding new
designing a standardized risk assessments and supplier suppliers . o
process relationships = Evaluate and monitor existing

suppliers
Increased digitization and Enabled the client to respond 0 Sta(!;(e'hOIde{ bt;Jy-irj driv(;as' success
automation of the supplier quickly to upcoming regulatory a'r:‘ early Uyan to drive
onboarding and TPRM process changes enthusiasm and support

Looking to the future Future of procurement
Geopolitical tensions and global network challenges Know how to calibrate the right blend of strategic
Rapidly advancing technology decision-making and automated support processes
Increasing regulatory and strategic importance of

sustainability and ESG
= Rising costs and inflation




