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Geopolitical risk has evolved from a business concern into an operational resilience challenge, as
organizations become increasingly dependent on global technology ecosystems, digital
infrastructure and cross-border service providers.

Trade tensions, sanctions and political instability can disrupt supply chains and restrict market access,
while cyberattacks on critical infrastructure and data-sovereignty disputes can bring operations to a
standstill overnight. Adversaries are already pre-positioned within critical infrastructure, and regulators are
increasingly holding executives and boards personally accountable when things go wrong. Organizations
need a clear understanding where they are most exposed, prioritizing the risks that matter, and turning
that insight into practical resilience measures.

How geopolitical drivers reshape your risk profile

Conflicts & instability
in physical and digital domains
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Economic & political pressure Regulatory & legal fragmentation

Geopolitical drivers reshape the enterprise risk profile
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Value chain

Which disruption or restriction could
impact critical dependencies?

Location

Where could geopolitical events,
sanctions or laws affect you?

Exposure

Which assets, data or operations
become more visible, reachable or
attractive?

Geopolitical drivers can materially alter an organization’s risk profile by affecting its locations, critical dependencies
and asset exposure. Understanding these impacts enables informed resilience and risk management decisions.

Are youprepared for what's next? Questions boards should ask

Conflicts & instability in physical
and digital information domains

Economic & political pressure Regulatory & legal fragmentation

What if a site, supplier or region goes
dark overnight?

Could we be hit as collateral damage
of an attack on others?

Could a state actor already be inside
our network, unnoticed?

If a supplier is sanctioned tomorrow,
how would we know?

Could we survive without our biggest
cloud/tech provider?

Could a foreign government access
or control our data and systems?

Can we consistently meet the diverse
security and compliance expectations
across jurisdictions?

Could leadership be held accountable,
and can the board prove it exercised
appropriate oversight?

Are we able to report an incident to all
the relevant regulators within the
required timeframe?



Our approach: from exposure to enterprise-ready action
B

Integrate geopolitical
factors into business
and technology strategy

Understand how
geopolitical drivers
affect your organization

(Impact on business
objectives, risk scenarios,
response priorities, risk
appetite)

Plan & prepare

(Locations, dependencies,
critical assets, emerging
vulnerabilities and exposure)

Understand &

analyze

&

Strengthen resilience
where it matters

Turn resilience into
advantage

(Monitor geopolitical
developments, track evolving
risk exposure, continuously
adapt resilience investments)

(Reduce critical
dependencies, enhance
protection and continuity
measures, prepare leadership
and response capabilities)

Act & adapt

Grow & improve

Capabilities that turngeopolitical insight into operational resilience

Eb‘ Geopolitical risk profile assessment

(location)

® Focus

Understand how geopolitical drivers affect locations,
dependencies and critical assets.

® Key services

Evaluate geopolitical exposure across locations, map
critical dependencies and assess potential impacts on
¢ businessresilience.

Strategic value

Gain clear visibility of how geopolitical developments
may impact locations, critical dependencies and
business operations.

G Data, cloud & Al sovereignty

(exposure)

® Focus

Develop strategies to manage geopolitical, regulatory and
vendor risks across data, cloud and Al environments.

® Key services

Review data residency, sovereignty and regulatory risks
across cloud and Al environments and develop roadmaps
to ensure value while limiting risks.

Strategic value

Gain greater control over critical data, technology
dependencies and regulatory exposure.

With KPMG, understand your exposure, reduce critical
dependencies and strengthen operational resilience.
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ﬁ Strategic technology dependencies

(value chain)

® Focus

Make critical dependencies visible and manageable
before they become business issues.

® Key services

Assess enterprise architecture, technology concentration
risks, sourcing dependencies and Minimum Viable
e Company to strengthen long-term resilience.

Strategic value

Make better decisions through greater visibility of critical
dependencies, concentration risks and resilience gaps.

Q Business continuity & crisis resilience
(response & recovery)

® Focus

Ensure the organization can maintain critical
operations under geopolitical disruption.

® Key services

Align your business continuity, recovery readiness
and crisis management capabilities with your
resilience objectives.

Strategic value

Make sure that critical operations can continue
despite geopolitical disruption.
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