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Dear Readers,

As part of the KPMG Insurance Insights series, we are pleased
to present this white paper examining the opportunities and
risks that quantum computing may create for the insurance
industry.

Quantum computing has moved beyond the confines of
research laboratories and academic debate. Across sectors,
organizations are assessing its potential applications, strategic
implications and associated risks, and the insurance
industry is no exception. Although the pace and direction of
technological development remain uncertain, quantum
technologies already merit systematic analysis, informed
dialogue and timely preparation.

Quantum computing is inherently multidisciplinary. Meaningful
progress requires expertise and collaboration across
scientific disciplines, organizations and industries. This white

Dr. Alexander Lacher
Insurance Sector Head, KPMG Switzerland
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paper reflects that collaborative approach. Developed jointly
with Lloyd’s of London and QuantumBasel, and enriched by
contributions from a broad range of organizations and
specialists, it brings together perspectives from the
insurance and quantum ecosystems as well as related
fields. Collaboration across KPMG's global network further
underscores the international relevance of the subject.

We extend our sincere thanks to all contributors for sharing
their expertise, insights and perspectives. Their commitment
and engagement were instrumental in bringing this publication
to fruition.

We hope this publication will stimulate informed discussion,
provide a foundation for further research and practical
exploration, and foster collaboration within the insurance
industry and beyond.

Dr. Christoph Kloeffel
Quantum Technology Lead, KPMG Switzerland
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EXecutive summary

In its 2021 report!" on the impacts of quantum computing on
insurance, Lloyd’'s of London expected to see industry
applications emerge within five years and highlighted that
quantum computing would likely have a significant impact
on the insurance industry between 2025 and 2035. Five years
later, we take the opportunity to review how these
expectations compare with technological progress and
industry developments.

Quantum computing has advanced rapidly owing to
breakthroughs in areas such as hardware development and
quantum error correction. According to the roadmaps
published by several providers, a transition from today’s
noisy intermediate-scale quantum computers to large-scale
fault-tolerant quantum computers, which are expected to
enable certain high-impact applications, is projected around
the end of the decade (Section 1).

This technological progress is matched by a continually rising
global quantum effort through governmental initiatives. The
growth in public funding underscores the strategic importance
that governments around the world attach to quantum
technologies and further accelerates research and innovation
in the field.

Insurance and reinsurance companies have been pursuing a
variety of activities related to quantum computing, such as
exploring use cases on real quantum hardware, making
strategic investments, and establishing consortia and alliances
with partners from industry and academia (Section 2). Potential
quantum computing applications in the short, medium,

and long term could create a broad range of opportunities for
insurance and reinsurance companies, including

For insurers and reinsurers, maintaining
trust and competitiveness in the
quantum era is an overarching challenge
(Section 5.1).

Insurance Insights
Executive summary

advancements in portfolio and capital optimization, fraud
detection, valuation and pricing, as well as risk modeling and
catastrophe simulation. Early progress has already been
demonstrated across these areas. It is worth noting that,
unlike Al, qguantum computing will likely remain a specialized
tool for selected applications. Beyond such use cases, the
quantum era may also create new opportunities related to
insurance products and services (Section 3).

Rapid progress in quantum computing gives rise not only to
opportunities but also to risks. A prominent threat posed by
future quantum computers is their potential to break today’s
public-key cryptography. Although cryptographically relevant
quantum computers do not yet exist, threats like “harvest
now, decrypt later” are already present. Recent advancements
have prompted several organizations to accelerate their
transition to post-quantum cryptography (PQC). For example,
Google, Microsoft, and Cloudflare aim to complete their
PQC migrations by 2029.

Across the globe, organizations are expected to build quantum
resilience by developing and following a multi-year PQC
transition roadmap, which is aligned with their strategy and
facilitates cryptographic agility. First substantive steps include
a cryptographic inventory and a quantum risk assessment to
determine criticality. The Swiss Financial Market Supervisory
Authority FINMA, for instance, recommends that supervised
institutions develop a PQC roadmap by mid-2027 at the latest.
In specific cases, quantum key distribution as a supplement
to PQC may provide additional security benefits. However,
the quantum era may also introduce new attack vectors and
vulnerabilities that malicious actors could exploit (Section 4).

Key challenges

Competition for quantum talent and expertise

Quantum ecosystem dynamics and growing diversity of tools

Global quantum race and geopolitical tensions

Security threats and new attack vectors

Compliance with laws and regulatory expectations

Limitations imposed by existing process landscapes

Impacts of evolving risk landscapes on products and services
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Recommended actions that organizations
in the insurance industry should pursue today.*

Strategy and Governance
Establishing quantum governance and executive ownership

Strengthening leadership understanding of the business implications of quantum
technologies

Developing an internal R&D and innovation strategy

People and Ecosystem

Promoting organization-wide quantum literacy alongside specialist expertise

Actively engaging with the quantum ecosystem

Establishing mechanisms to monitor emerging developments

Security and Quantum Resilience

Establishing and maintaining a cryptographic inventory and assessing quantum-
related risks

Developing a roadmap for the transition to PQC and cryptographic agility

Monitoring developments in quantum key distribution and related technologies

Quantum Technology Adoption and Insurance Innovation
ldentifying and prioritizing promising quantum use cases
Exploring and validating prioritized quantum applications

Assessing the implications of the quantum era for insurance products and services

*These actions are grouped into four thematic categories and
are listed in no particular order.
Section 5.2 describes each recommendation.

Organizations that take meaningful steps today will be best
positioned for the quantum era. We conclude with an
outlook (Section 6), including Lloyd's perspective on
developments since the 2021 report, innovation, and the
future of insurance.
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Quantum computing

By harnessing the principles of quantum mechanics and processing
information in fundamentally new ways, quantum computers have
the potential to solve certain high-impact problems beyond the reach
of classical computers. Once a purely theoretical concept, they are
now accessible via the cloud and continue to improve rapidly. This
section explores the foundations, current state, and future evolution
of this emerging technology.



Collaborators from KPMG and QuantumBasel in

conversation, bringing together expertise across quantum
computing, quantum resilience, insurance and reinsurance.

1.1 Introduction to quantum computing

What is quantum computing? While the technology's potential
is great, so are the misunderstandings which abound.
Quantum mechanics, as a branch of physics, is nothing new.
In fact, 2025 was celebrated as the International Year of
Quantum Science and Technology to mark 100 years since
the development of some of the early ideas. Moreover, a
range of “first-generation” quantum technologies were
already developed decades ago based on that theoretical
foundation, ranging from lasers to solid-state electronics to
superconductors and underpinning a sizable fraction of
modern science and business.

Quantum computing, then, is part of a new generation of
guantum technologies. These all leverage the principles of
quantum mechanics, such as quantum entanglement,
interference, and superposition, in order to go beyond the
state of the art. Generally, one distinguishes between
guantum communication (allowing secure communication
between remote parties), sensing (enabling measurements
with exceptional precision and sensitivity, for instance in
biology), and computing. Of these, quantum computing is
arguably the holy grail, as it is not just an evolution of
high-performance computing (first misconception) but can

Insurance Insights
Quantum computing

From left to right:

Sébastien Loesch (KPMG)

Pascal Pfister (KPMG)

Damir Bogdan (QuantumBasel)
Christoph Kloeffel (KPMG)
Frederik F. Flother (QuantumBasel)
Thomas Schneider (KPMG)

address problems with entirely new algorithms that are based
on novel hardware and software. The base unit of information
is no longer a bit but a quantum bit (qubit). Such a qubit may
be encoded in a number of different physical forms; leading
systems leverage, for example, ions, neutral atoms, photons,
and superconducting circuits as qubits. However, quantum
systems generally lose their unique properties quite easily and
become “classical” through a process known as decoherence.
The field of quantum error correction is thus crucial with
regard to moving the technology towards the mainstream.

Circuit-based quantum computing, also referred to as
gate-based (or gate-model) quantum computing, must be
differentiated from quantum annealing. The former is
computationally universal while the latter is not, meaning it
cannot efficiently implement any arbitrary quantum algorithm.
Moreover, circuit-based quantum computing has quantum
advantage possibilities that annealing does not have.
Nevertheless, quantum annealers such as those from D-Wave
already have larger numbers of qubits, making it in some
cases easier to test data sets with more “real-world” character.
Quantum annealers are mainly explored in the context of
optimization problems.
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“The question isn't
when quantum will be ready,
it's whether you'll be ready
when the technology is.”

Damir Bogdan
Chief Strategy and Alliance Officer, QuantumBasel

Another important distinction concerns the current era of noisy
intermediate-scale quantum (NISQ) systems and the future
era of fault-tolerant machines. NISQ algorithms can already
be implemented today, but evidence for potential advantages
is rather limited. On the other hand, while fault-tolerant
algorithms often come with better performance guarantees,
their practical use today is rather limited.

Quantum computing is not a silver bullet for any arbitrary
computational task (second misconception). While one could
theoretically address any type of problem with a quantum
computer, benefits compared with classical computers have
only been discovered for very specific types of tasks. These
are often grouped into chemistry (simulation of nature),
machine learning, and optimization applications. The possible
speedups vary (from heuristics to exponential speedups for
future machines) and the benefits may often lie beyond

raw speed (third misconception), instead allowing solutions
with higher accuracy, higher (energy) efficiency, or lower
input data requirements (for instance, handling noise better).

Insurance Insights
Quantum computing

Use cases for quantum computing must be considered
through careful mapping of quantum algorithms. Just having
a lot of data is not a good criterion (fourth misconception)
and, at least with today’s generations of quantum computers,
represents a challenge that necessitates further classical
preprocessing. Instead, problems that are “computationally
intensive” and have many potential solutions lend themselves
better for exploration. One of the most prominent ones is
the traveling salesman problem where the shortest possible
route that visits each stop once is to be found.

Quantum computing alone is rarely the whole answer: it is the
combination of technologies that often makes the difference.
Some of the most promising use cases explored today lie at
the intersection of quantum computing and artificial
intelligence, where quantum processors are integrated into
hybrid quantum-classical pipelines. Early research indicates
that quantum computing could enhance specific Al capabilities
for example in optimization, sampling from high-dimensional
distributions, and machine learning models that achieve
comparable performance with fewer parameters.
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1.2 State of the art and expected timelines

The quantum (computing) sector has seen an acceleration over
the past years. There used to be intense debate as to whether
quantum computers can be built at all and if they will ever
be useful. Now, the discourse centers on “when” rather than
"if" and organizations are trying to estimate timelines, both
from an opportunity and a security threat perspective, in order
to optimally time talent development, architecture updates,
and other investments.

In circuit-based quantum computing, quantum algorithms
are executed via quantum circuits. These represent a series
of operations by quantum gates on qubits (into which the
input data was encoded), which are ultimately measured
and return strings of Os and 1s once again. In order to make
quantum computers practical, both the circuit depth (how
many gates can be carried out) and width (number of qubits)
must be substantially increased. Quantum hardware vendors
have been making progress on these fronts. Companies such
as Google, IBM, lonQ, IQM, Pasgal, and QuEra have been
rapidly developing systems that facilitate the execution of
deeper and wider circuits that have more practical relevance.
While the degree of nearterm quantum advantages makes
for intense debates?, the rapid progress is clear.

Logical qubit counts reported in roadmaps

Insurance Insights
Quantum computing

Recently, several quantum computer providers accelerated
their roadmaps and presented detailed timelines for their
transition from NISQ to large-scale fault-tolerant quantum
computing (FTQC). In the era of large-scale FTQC, users will
be able to execute algorithms on thousands of quasi-ideal
“logical” qubits (implemented through error correction across
many underlying “physical” qubits), enabling quantum circuits
of sufficient width and depth for a variety of high-impact
applications. The roadmap acceleration reflects the remarkable
technological developments of the past years, including
significant progress in quantum error correction .. It is also
worth noting that several quantum hardware providers have
recently gone public or announced plans to do so. This
increased access to capital can help accelerate technological
developments. Furthermore, the growing competition and
investor expectations may create additional pressure on
companies to set and achieve highly ambitious goals. Based
on the roadmaps published thus far, and subject to significant
engineering challenges and technical uncertainty, some
providers target large-scale FTQC around the end of this
decade, as illustrated in Figure 1.

Due to the different qubit platforms, these quantum computers can also differ significantly in, e.g., gate speed and connectivity

Figure 1 Overview of roadmap data published by quantum
computer providers as of end-July 2026. Data points are
included when the number of logical qubits is at least 100 and
the logical error rate is at most 10-° (the possible number of
guantum operations is at least 10°, respectively). If roadmaps
contain a range of values for the qubit count or the error rate
exponent, average values are considered. In cases where a
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o
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logical fidelity F is provided, we use the common approximation
1/(100%-F) for the number of operations. The roadmap data
were taken from the websites of the following providers and
are grouped by qubit platform. Superconducting: Alice & Bob
("cat qubits”)™, D-Wave (gate-model roadmap)®, IBM©,
QM7 OQC®, Trapped lons: lonQ*®, Quantinuum "9,
Photonic: Quandela™!. Neutral Atoms: Pasgal"?, QuEra!™.
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Experts from KPMG and QuantumBasel discussing
quantum technologies and their implications for the
insurance industry.

Top photo [from left to right]
Sébastien Loesch (KPMG)

Pascal Pfister (KPMG)

Damir Bogdan (QuantumBasel)
Christoph Kloeffel (KPMG)
Frederik F FIother (QuantumBasel)
Thomas Schneider (KPMG)



The data presented in Figure 1 indicate the expected timeline
for the width (logical qubit count) and depth (number of
operations) of quantum circuits that will be executable on
quantum hardware according to providers’ roadmaps.
Below, we highlight three noteworthy points not displayed
in this figure.

e Depending on the specific qubit type and implementation
details, quantum computers can differ significantly in
properties such as qubit connectivity and gate speed, which
have a strong impact on the computation time for quantum
algorithms. In addition, the maintenance and operational
requirements (e.g., recalibration, cooling) of available
quantum computers will be relevant to users, as they may
affect costs and access times.

¢ \We focused on quantum roadmaps with specific information
on all three dimensions (year, number of qubits and
operations) of Figure 1. Several other roadmaps toward
large-scale FTQC have been published, including those by
Google "* and Microsoft!"®.

e Spin qubits "% in silicon or germanium are particularly
attractive for large-scale FTQC. They offer exceptional scaling
potential by leveraging the semiconductor industry’s
experience in fabricating billions of transistors on chips as
used, e.g., in mobile phones and laptops. Although current
qubit counts are below those of other leading platforms,
spin qubits feature high gate speed, small footprints, and
can operate in the Kelvin regime (i.e., at temperatures above
those typically required for superconducting qubits).

For example, several companies including Dirag,

Groove Quantum, Intel, Quantum Motion, Quobly, SQC,
as well as the Swiss NCCR SPIN (National Center of
Competence in Research), are pursuing spin qubits. They
also play an important role in IBM's recent acquisition of
HRL Laboratories ",

Insurance Insights
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We conclude this introductory section by highlighting three
developments that demonstrate the growing global race for
leadership in quantum computing.

First, according to a joint EPO-OECD report'®, the number
of quantum-computing-related patents has surged in recent
years. Applicants from China lead in the number of patent
families in quantum technologies, although most of these
correspond to national filings. In contrast, the United States
leads in the number of international patent families, followed
by the member states of the European Patent Convention
and Japan "®. According to an EconSight overview that
evaluates patent quality rather than counts alone, the United
States and China dominate in terms of world-class quantum
computing patents "9

Second, quantum technologies have become subject to
increased export controls. For example, effective May 2025,
Switzerland added new technologies such as quantum
computing to its list of dual-use goods, thereby harmonizing
Swiss export controls with those of main trading partners 2%,

Finally, substantial public and private investments and strategic
programs for quantum computing have been intensifying
worldwide. Recent examples include President Trump’s
executive orders issued in June 2026 addressing quantum
innovation ' and quantum cybersecurity *? in the United
States, as well as IBM's announcement %! of an additional
USD 10 billion investment in quantum computing over the next
five years. During the five years preceding the publication

of the 2025 Quantum Europe Strategy *¥, the EU (nearly
EUR 2 billion) and its Member States (more than EUR 9 billion)
invested more than EUR 11 billion in public funding across
quantum technologies, including quantum computing,
quantum sensing, and quantum communication. The UK
presented its National Quantum Strategy in 2023, and the
Swiss Quantum Strategy was published in 2026 29,

9



Insurance Insights 10
Quantum computing

“What if the insurance industry’s
greatest risk lies in

the patterns it fails to see and

the risks it cannot fully calculate?”

Frederik F. Flother
Chief Quantum Officer, QuantumBasel



[uantum computingin
the insurance industry

Interest in quantum computing is growing rapidly across the
insurance sector. Insurers, reinsurers, and industry organizations

around the world are exploring quantum applications, conducting
research, and building collaborations with academia and
technology partners. WWhat began as a largely theoretical discussion
has evolved into a growing ecosystem of research initiatives, pilot
projects, and cross-industry collaborations.




Quantum computing creates new opportunities and risks
across a wide range of industries, including financial services
and insurance. Driven by rapid technological advancements,
several insurance-specific reports and review articles have been
published in the past years. For example, Lloyd’s of London
presented a detailed report in 2021 about impacts of quantum
computing on insurance !, the Society of Actuaries published
a research report in 2023 about the impacts on actuarial
modeling ?”, the American Academy of Actuaries featured
an article on how quantum computing could both benefit
and challenge insurers ?®, and in 2025, the journal Science
China Information Sciences published an article about
guantum computational insurance and actuarial science *%.
The examples presented here and below demonstrate the
growing global interest and progress in this field.

Research on insurance-relevant quantum algorithms and their
potential use cases is a key enabler for practical quantum
computing applications. Researchers worldwide have been
developing and refining quantum computational approaches

Insurance Insights
Current state of quantum computing in the insurance industry

that can be advantageous for applications such as Monte Carlo
simulations % B machine learning 1¥?" 3 or complex
optimization tasks 14 1% 561 Remarkably, several (re)insurance
companies have been driving such research through their own
activities, thereby ensuring high business relevance of the
considered use cases, and through joining research centers
and consortia that foster collaboration among interdisciplinary
members from academia and industry.

The table below shows a non-exhaustive list of insurance and
reinsurance organizations exploring guantum computing and
provides examples of publicly available information on their
activities. In addition, many (re)insurance companies not listed
here have recently embarked on their quantum journey by
participating in dedicated events such as roundtables and
workshops. Furthermore, several companies in the insurance
industry have already taken first steps toward building
guantum resilience — a topic beyond the scope of this table
that will be covered in Sections 4 and 5.

Examples of insurance and reinsurance organizations and their activities on quantum computing

Organization

Activities on quantum computing - Published examples

Allianz France collaborated with LMU Munich to explore quantum generative
modeling and quantum annealing for fraud detection. Evaluations were performed
using quantum annealers provided by D-Wave 7.,

In 2023, together with IQM and Multiverse Computing, Allianz France launched
the project AQACYB (Avantage Quantique pour I'Analyse de CYBermenaces)
on quantum-enhanced machine learning approaches to detect cybersecurity

threats 6 59,

Allianz X, the strategic investment arm of the Allianz Group, invested in companies
such as 1QBit and SandboxAQ, which provide solutions in Al & quantum
technology/software 1“9,

In 2025, Allstate joined the Chicago Quantum Exchange (CQE) as a corporate

partner 1,

Recently, Allstate and IBM developed a hybrid quantum-classical method for
tackling a class of optimization problems that is relevant to insurance underwriting
and other applications. Reported quantum hardware experiments for their
proposed scheme were performed by running circuits with up to 3,443 gates

and 150 qubits 2.

The R&D department of Antares Global studied quantum computing in insurance
capital modeling under reinsurance contracts and implemented their approach
with IBM'’s Qiskit framework 1“3, In addition, they conducted a study in which
motor insurance claim data from Qatar Insurance Company was analyzed using a
guantum-enhanced machine learning algorithm to improve prediction accuracy 1“4
Related projects include gquantum-enhanced approaches to medical insurance
and health data analysis “°..
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Organization
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Activities on quantum computing — Published examples

AXA launched its quantum computing research in 2019 and is a pioneer exploring
qguantum computing for (re)insurance applications 1“6 7l Quantum-related
activities of AXA include research on, e.g., modern computational methods and
potential future quantum speedups in reinsurance optimization “®!. As described
in the interview in Section 3.7, the activities also include educational events
such as workshops and hackathons.

The World Economic Forum's Quantum Application Hub features a use case
provided by AXA on the optimization of reinsurance contracts 4 50,

AXA Konzern AG collaborated with Fraunhofer ITWM on a quantum computing
project for potential applications such as insurance contract valuation, with
exemplary circuits executed on simulators and real quantum hardware ..

Lloyd’s of London and collaborators have provided thought leadership on the
implications of quantum computing for the insurance industry, particularly through
their 2021 report ! and related presentations and events %%

An actuarial working group on quantum computing has been established at
MetLife %),

Mitsui Sumitomo Insurance Company is one of the 24 inaugural members of the
Quantum STrategic Industry Alliance for Revolution (Q-STAR), which was founded
in Japan in 2021 to foster cross-industry collaboration and promote the growth

and application of quantum technologies ©*! 591 1561,

Aioi Nissay Dowa Insurance worked on quantum algorithms and business use
cases through quantum optimization and quantum machine learning

projects conducted by, e.g., the AlIOI R&D LAB-OXFORD and Aioi Insurance
Services USA 5711581,

Since 2016, Munich Re and ERGO have been monitoring quantum computing
as a trend in their annual Tech Trend Radar.

Munich Re is a founding member of the Quantum Technology and Application
Consortium (QUTAC), which was launched in 2021 and brings together

leading corporations in Germany to drive innovative industrial applications and
economically successful quantum computing solutions 9 601 161 \Within QUTAC,
quoting from their website *?, “Munich Re analyses possible application scenarios
and develops initial quantum-based business ideas, including for safeguarding
quantum computing services or modelling risks in the financial world.”

In 2022, it was announced that Sompo will use quantum-inspired computing
technology (Hitachi's CMOS Annealing) in insurance operations, especially in
non-life insurance underwriting operations 162,

In its SONAR 2022 report, providing new emerging risk insights, Swiss Re
assessed guantum computing as a source of high-impact risk 1%,

Swiss Re also addresses risks from quantum computing in training programs,
such as cyber insurance & underwriting courses ¢ (691,

Unipol Assicurazioni S.p.A is a member of the ICSC, Italy’s national research
center for high-performance computing, big data, and quantum computing,
where Unipol and collaborators develop hybrid quantum-classical optimization
methods for applications in the insurance sector and beyond %,

Leitha, the Unipol group’s excellence center for data and computer science,
studied the implementation of an optimization algorithm. The evaluation
included experimental runs on a neutral atom quantum computer by Pasgal ”.
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insurance industry’s most challenging computational problems.
However, realizing this potential depends on various factors including
the business relevance of a use case and the maturity of the relevant
guantum technologies and approaches. The following pages examine
where guantum computing may address significant challenges in
the insurance industry and how the suitability of different quantum
approaches varies across applications and time horizons.




In this section, a selection of promising quantum computing
use cases spanning the near, medium, and long term are
discussed in more detail. The overview is not intended to be
exhaustive, as other use cases for the insurance industry exist
or will be developed as the field evolves ¢ Moreover, a given
quantum algorithmic primitive generally finds application across
many different kinds of use cases.

Insurance Insights
Opportunities: Deep dive into selected use cases

The three types of computational tasks (optimization, machine
learning, simulation) identified as particularly attractive for
quantum computing apply also to financial services® and
the insurance industry ?®. Here, “simulation” goes beyond the
simulation of physical systems such as molecules and
materials and encompasses scenario simulations relevant to
financial services. The table below lists some of the
insurance-specific examples covered in this section, along
with quantum algorithms commonly proposed and explored
for these types of tasks.

Overview of problem categories, quantum computational approaches,
and specific application examples for the insurance industry

Task type Quantum algorithms

Insurance industry examples m

Rv@d Optimization

QAOQA, annealing, Grover, optimization
by decoded quantum interferometry ~ — Portfolio/contract optimization

Asset-liability management

— Product personalization

Variational quantum circuits
(e.g., QNNs), quantum kernel methods, - Image classification
guantum reinforcement learning, — Data generation
guantum Boltzmann machines,
guantum principal component analysis

D9, . .
%9 Machine Learning

— Fraud detection

and enhancement

Quantum Monte Carlo,

Simulation &

Stochastic Modeling ~ auantum walk

quantum amplitude estimation, — Actuarial pricing

— Valuation

— Catastrophe simulation
— Risk analysis

In each of the following Sections 3.1 to 3.4, we begin with a
compact review of the topics considered, highlight their
relevance for insurance and reinsurance companies, and
describe the current situation including major challenges that
companies are facing. Subsequently, we discuss how quantum
computing may help address some of these challenges.

In Section 3.5, we provide additional examples of quantum
technology use cases for the insurance industry.

Section 3.6 presents an actuarial perspective with focus on
the UK market. Finally, in Section 3.7, AXA shares insights
from its quantum journey.
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@ Portfolioand capital optimization

3.1.1 Status and current challenges

Insurance contracts result in liabilities that can span over
decades and depend on events that cannot be predicted
exactly (e.g., whether/when an accident happens). The capital
required to cover these liabilities depends on several factors,
including the properties of the insurance products, reinsurance
structures, list of assets, and the models that are used based
on regulatory and internal requirements. As a result, the
insurance industry is confronted with highly business-relevant
optimization tasks and related challenges.

One important approach to balance risk and capital is
identifying optimized allocations between insurance and
reinsurance € %9 This leads to combinatorial optimization
problems with a vast number of possible combinations for
consideration. A related example is intra-group retrocession,
where risks are transferred between entities within a
corporate group to enhance diversification, solvency, and
capital management. For these approaches, as with many
tasks across the insurance industry, challenges beyond
computational limitations are often linked to the availability,
granularity, and quality of data.

Another key question concerns the choice of assets. In the
insurance industry, asset-liability management plays a
particularly important role in remaining competitive while
ensuring that all future obligations can be fulfilled and liquidity
is sufficient. For example, the assets used to cover insurance
liabilities are subject to additional regulatory constraints. The
choice of assets and the relation between asset and liability
cashflows can strongly impact the capital requirements.
Identifying the right asset portfolio is a complex optimization
task with several additional challenges. For example, different
frameworks (e.g., local GAAPs for reserving, solvency-related
frameworks such as Solvency Il and the Swiss Solvency Test
or reporting standards such as IFRS 17) and their specific rules
need to be considered along with internal processes and
guidelines, leading to several questions to be addressed to
find a well-suited model, data, and approach to determine the
optimized asset portfolio.

For a detailed perspective on the UK market, for instance,
see the discussion on matching adjustment and other topics
in Section 3.6.

3.1.2 Quantum approaches and maturity

Optimization is typically cited as one of the primary categories
for quantum algorithm applications. It is a special category,
as it allows both circuit-based and annealing approaches to
be explored. The formulation often takes the shape of a
quadratic unconstrained binary optimization (QUBO) problem.
This lends itself to quantum annealing and, from a
circuit-based angle, to the quantum approximate optimization
algorithm (QAQA). Depending on the setup, additional
constraints are included to bring the mathematics closer to
the real world. One such example is the “no short selling
constraint’ which complicates the problem but can ensure it
reflects regulatory requirements ®®. Such QUBO-based
approaches can also be found in asset-liability management.
For instance, a quantum annealer has been tested with regard
to the Solvency Il matching adjustment problem for insurers 7!,

A widely used classical technique for tackling combinatorial
optimization problems in the presence of constraints is
branch-and-bound. A quantum branch-and-bound algorithm,
which can accelerate classical branch-and-bound algorithms
through a near-quadratic theoretical speedup”", has recently
been explored for reinsurance optimization ¢/,

Furthermore, as noted above, the availability of data can be
a challenge for a wide range of optimization problems and
other tasks across the insurance industry. Quantum algorithms
are, in fact, being explored broadly with regard to synthetic
data generation, with quantum generative adversarial networks
(QGANS) being a leading candidate that has shown early
promise 72,

Besides quantum computing and quantum annealing, which
we focus on in this report, insurers and reinsurers can
benefit from a variety of advanced optimization tools that run
entirely on classical hardware. One example is quantum-
inspired optimization (QlO), which uses optimization strategies
motivated by quantum mechanics without the need for
quantum hardware. QIO tools have been developed by
companies such as Fujitsu, Microsoft, and Toshiba. Importantly,
the QUBO formulation is a mathematical representation that
allows optimization problems to be addressed on a variety
of present and future platforms, including QIO solvers,
quantum annealers, and circuit-based quantum computers,
as discussed earlier.
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© Frauddetection

3.2.1 Status and current challenges’

Insurance fraud represents an important operational challenge
across both life and non-life insurance, although fraud
patterns differ considerably between business lines. Fraud
detection is particularly relevant in claims management,
where insurers process large volumes of claims while
balancing efficient claims settlement with effective fraud
prevention. Decisions frequently rely on information and
supporting documentation provided by policyholders and
external parties, creating an inherent information asymmetry
that may be exploited through fraudulent activities. At the
same time, insurers seek to maintain a positive customer
experience by ensuring that legitimate claims are settled
without unnecessary delays.

In practice, fraudulent activities generally fall into a limited
number of recurring patterns rather than entirely new
categories. Common examples include timing-related fraud,
where claims are submitted shortly after policy inception,
unusual claim frequency or multiple claims within a short
period, exaggerated claims involving inflated repair costs or
overstated losses, and fabricated or staged claims in which
losses or accidents are deliberately created or entirely
fictitious. In life and disability insurance, fraudulent behavior
may also include the continued receipt of benefits despite a
return to work or the existence of additional undeclared
income. Although these fraud schemes differ across
insurance products and jurisdictions, they continue to evolve
as fraudsters adapt their methods to existing controls.

Artificial intelligence is further changing the fraud landscape
by increasing the sophistication and scalability of existing
fraud schemes. Rather than introducing fundamentally

new fraud categories, Al enables existing fraud schemes
through the generation of convincing forged documentation,
manipulated images, synthetic identities, and other
Al-generated supporting evidence. Consequently, insurers
are increasingly challenged to verify the authenticity of
submitted information while adapting existing fraud detection
capabilities to increasingly realistic fraudulent material.

Insurance Insights
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Current fraud detection approaches therefore combine multiple
analytical methods. Traditional rule-based controls remain
important for identifying predefined fraud indicators, while
claims analytics detect unusual claim amounts, frequencies,
timing patterns, or other statistical anomalies. Predictive
models estimate the likelihood of fraudulent claims based
on historical observations, and network analytics identify
relationships between claimants, repair shops, medical
providers, brokers, or other connected parties that may
indicate organized fraud. More recently, text analytics and
large language models have been introduced to analyze
unstructured claim narratives, adjuster notes, medical
reports, and other supporting documentation for unusual
linguistic patterns, inconsistencies, or contextual anomalies.
Depending on the insurer, these methods are applied either
independently or combined into integrated fraud scoring
frameworks that support the prioritization of claims for
further investigation. Such integrated approaches aim to
improve detection performance while reducing false positives
and unnecessary investigations, thereby allowing insurers
to focus investigative resources on cases with the highest
likelihood of fraud.

Despite significant advances in analytics and artificial
intelligence, fraud detection remains subject to several practical
limitations. Increasing expectations for rapid claims
handling, together with the growing amount of unstructured
information, place considerable demands on existing fraud
detection capabilities. Furthermore, insurers must balance
effective fraud detection with customer satisfaction, as
excessive investigations may delay legitimate claim settlements
and negatively affect the customer experience. While Al
increasingly supports information extraction, document
analysis, and investigative activities, human expertise remains
essential for assessing plausibility, validating evidence, and
making final claim decisions. As a result, current
developments focus not only on improving fraud detection
accuracy, but also on increasing operational efficiency through
the more effective use of structured and unstructured data.

Expert interview with Ramona Miller, Allianz Suisse Versicherungs-Gesellschaft AG, Fraud Intelligence Expert,

conducted by Cindy Hofmann (KPMG AG, Advisory, Forensic, Director), 9 July 2026.
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Ramona Miller from Allianz Suisse [left] in conversation
with Cindy Hofmann from KPMG [right].
Two experts on the topic of fraud detection.

3.2.2 Quantum approaches and maturity

Fraud detection lends itself to exploration with quantum
algorithms due to the need for advanced pattern discovery.
The objective here, at least in the near term, is generally not
for quantum approaches to beat all conceivable classical
methods. Rather, the idea is to leverage the inherent high-
dimensional space in which quantum algorithms operate as
an additional lens for pattern analysis and as a complementary
tool to enhance specific sub-routines within hybrid fraud
detection pipelines. While such guantum machine learning
approaches are generally still more of a heuristic nature,
competitive results are already possible *!. Quantum circuit
simulations ”®! can provide valuable insights and help discover
and apply promising methods on entirely classical hardware,
an approach that can and has been adopted in other use case
areas as well while quantum hardware continues to mature.

Insurance Insights
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For example, quantum support vector machines are being
studied with regard to finding separation boundaries for
classification tasks that do not exist in lowerdimensional
spaces. Careful selection or even engineering of features
may ultimately enhance fraud detection workflows .
Moreover, a study also considered explicitly that while quantum
models might not outperform their classical counterparts in
fraud-detection-related metrics (accuracy and others), the
quantum techniques do tend to discover other patterns in the
data, which can then be leveraged to construct hybrid quantum-
classical meta-models that beat the individual quantum and
classical models!”®!. Further quantum algorithms, such as
quantum principal component analysis, may help in terms of
preprocessing fraud detection data such that the data
becomes more tractable and fraudulent claim likelihoods can
be determined with higher confidence levels 9.
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Ramona Miiller [top left]
Fraud Intelligence Expert, Allianz Suisse

Cindy Hofmann [top right]
Forensic Expert, KPMG
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@ Valuation, pricing, and
product personalization

3.3.1 Status and current challenges?

The insurance industry relies on a wide spectrum of valuation
techniques to support its underwriting, pricing, capital and
risk management, and financial reporting. These valuations
cover not only traditional insurance liabilities (e.g., policy
reserves, guarantees, and options embedded in contracts),
but also the increasingly complex financial instruments
insurers hold and issue: derivatives (such as interest rate
swaps, options, and forwards), structured credit, private
placements, and other debt instruments.

Complexity in valuation is driven primarily by two factors:

@ The volume of underlying instruments (ranging from just
a handful of financial instruments to very large portfolios
of assets and obligations); and

@ The sophistication of the valuation methodologies that
market participants consider standard.

Simple instruments, such as a single unsecured debt liability
with fixed cash flows, are often valued using straightforward
discounted cash flow (DCF) techniques that are
computationally light. By contrast, portfolios of derivatives
with correlated underlying metrics, products with embedded
optionality and asymmetric payoffs, or risk and capital models
that use Monte Carlo simulations for value-at-risk (VaR) and
other tail measures require extensive scenario generation
and aggregation, which quickly become resource-intensive as
portfolios grow.

In practice, current computational and data constraints mean
insurers and valuation specialists frequently rely on
approximations, segmentation, and model simplifications to
keep calculations tractable and timely. This can include using
higher level scenario grids, simplifying credit migration and
recovery assumptions, or limiting the number of risk factors
and correlations that are modeled across a portfolio. While
these shortcuts are often necessary to meet reporting
timelines and system limits, they can restrict the ability to
fully reflect important real-world behaviors—such as
policyholder lapse and retention dynamics, the interaction
between market movements and insurance experience, and
the way correlated risks build up across lines of business.
The result is a familiar trade-off: higher realism and granularity
typically mean higher run-times and operational burden, so
organizations must balance accuracy, speed, and explainability.

These challenges are particularly acute for U.S. insurers as
scrutiny increases around credit portfolios, privately rated and
structured investments, and the rigor of underlying credit
analysis. Evolving expectations from state insurance regulators
and the National Association of Insurance Commissioners
(NAIC)-around documentation, transparency of assumptions,
and defensibility of processes supporting ratings and capital
treatment—are pushing insurers toward more robust analysis
and stronger evidence trails. Importantly, for insurers, credit
risk is often not just about whether a bond defaults, but also
about rating migrations (e.g., BBB to BB and beyond)
because these transitions can drive capital requirements and
solvency metrics even before any default occurs. That
naturally increases the demand for more granular transition
analysis, more expansive sensitivities, and larger-scale
scenario testing—often across very large portfolios—where
computational limits can become the bottleneck.

2 Content provided by George Chirbas, Joseph O. Trujeque, Thomas D’Arminio, and Yosef Lugashi from KPMG US.
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From a business perspective, the problems that strain today’s
methods share a common feature: they involve complex
risk, uncertainty, and very large “state spaces” (many possible
future paths and interacting drivers). Insurance liabilities are
not “binary” payoffs; they are probability-weighted
outcomes over long horizons driven by mortality, morbidity,
catastrophe experience, lapse behavior, economic
conditions, and other variables. When this is combined with
complex contract features (embedded options, guarantees,
path-dependent benefits) and non-trivial units of account,
classical valuation and risk calculations can become slow and
difficult to run at the level of granularity management would
prefer. As a result, organizations may limit the number of
scenarios, reduce the complexity of assumptions, or run
certain analyses less frequently than they would ideally like.

This is also visible in risk simulations and scenario analysis
more broadly. Many insurers would benefit from running more
—and more targeted—stresses, including better coverage of
tail events, management actions, and interactions across
market and insurance risks. However, large-scale Monte
Carlo-style simulations, nested projections, and repeated
reruns for sensitivity and governance review can be expensive
in time and cost. Similarly, portfolio optimization questions
(e.g., capital allocation, reinsurance optimization, and asset—
liability management under multiple constraints) can become
difficult to solve when the portfolio is large, risks are correlated,
and the constraint set is complex. These are areas where
additional computational power would reduce the need for
shortcuts and enable more complete decision support.

3.3.2 Quantum approaches and maturity

Against this backdrop, quantum computing is relevant not
because it replaces valuation judgement, but because it
targets the exact pain points described above: complex
uncertainty, high dimensionality, and optimization at scale.
The large state spaces mentioned earlier have a fitting
guantum state space analogue, namely the Hilbert space.
There has already been research with regard to leveraging
the Hilbert space as a quantum-enhanced feature space "’

As we consider valuation and pricing, optimization across a
combinatorially large number of possible solutions and
options is often required. This opens opportunities for the
aforementioned quantum optimization methods, including
annealing and QAOA. At the same time, there are relevant

Insurance Insights
Opportunities: Deep dive into selected use cases

techniques that belong to the fault-tolerant class of algorithms,
which have significant potential in the medium term. These
include quantum amplitude amplification and amplitude
estimation. Work has already been done that shows the
greater efficiency of such approaches compared with traditional
Monte Carlo methods in estimating risk 0 781 1791,

In parallel, quantum machine learning may enable enhanced
actuarial predictions and personalization of insurance products
and services % 81 \With the trade-offs between the NISQ
and the fault-tolerant era (practical implementation today
vs. performance guarantees), there are a range of guantum
machine learning tools that are already explored today, ranging
from, for example, quantum kernel methods to quantum
neural networks (QNNs).

In addition, research suggests that quantum computing may
offer useful extensions for regression tasks and generalized
linear models (GLMs) #2118 This is worth noting because, for
instance, GLMs are currently widely used in non-life insurance
pricing 84,

For several applications in the insurance industry that rely on
enhanced computational capabilities, such as highly granular
portfolio calculations at policy level (of particular interest in
life insurance) and detailed simulations involving large numbers
of scenarios, an ongoing trend is to leverage scalable cloud
resources and/or graphics processing units (GPUs), which
enable highly parallel computations via thousands of GPU
cores. Quantum computers are typically regarded as attractive
complements to such technologies, as quantum parallelism
(based on superpositions of computational basis states)
differs fundamentally from CPU and GPU parallelism (using
available cores). In cases where quantum algorithms exhibit
favorable scaling with problem and system size, future
quantum computers can give rise to particularly powerful
quantum-classical computing architectures.

Of course, just having suitable quantum algorithms with
(potential) speedups and improvements is not sufficient. For
example, KPMG US's valuation and credit analysis experience
suggests the limiting factor is often not knowing what analysis
should be done but being able to operationalize it—across
millions of cash flows and many portfolios, with appropriate
governance, documentation, and turnaround time. These are
all factors that need to be considered and therefore require
months and years of planning and tests as quantum algorithms
gradually make their way from lab to industry.
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@ Riskmodelingand
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catastrophe simulation

Cyber insurance illustrates the continued importance
of appropriately combining human expertise
with advanced technologies and automation

3.4.1 Status and current challenges

Risk modeling is a cornerstone of the insurance industry,
supporting critical activities such as pricing, reserving, capital
management, reinsurance optimization, and regulatory
compliance. Insurers and reinsurers rely on quantitative models
to estimate the likelihood and financial impact of future events,
ranging from individual claims to large-scale catastrophes.
Given that liabilities can extend over decades and depend on
inherently uncertain future developments, reliable risk
models are essential for maintaining solvency and ensuring
long-term financial stability.

Today, companies employ a broad spectrum of techniques
including actuarial methods, stochastic simulations, and
increasingly data-driven and Al-enabled approaches for scenario
generation and evaluation. Despite significant progress in
modeling capabilities, the industry continues to face substantial
challenges. In many cases, limitations are not primarily driven
by computational power but by data quality, model governance,
the uncertain evolution of financial and risk landscapes (e.qg.,
inflation and climate change), and the difficulty of accurately
capturing rare or unprecedented events. Moreover, insurers
and reinsurers must balance model sophistication with
explainability, regulatory expectations, practical usability, and
business decision-making needs. For example, capital
requirements under regulatory frameworks such as Solvency |l
(EIOPA) or the Swiss Solvency Test (FINMA) can be calculated
via standard and internal models. On the one hand, internal
models can enable more precise results through closer
adaptation to company-specific details. On the other hand,
they usually entail significantly higher documentation and
validation requirements, particularly in areas where they differ
from standard practice.

in catastrophe and risk modeling.

Catastrophe simulation is an essential component of insurance
risk modeling. It helps companies assess potential losses
arising from natural and man-made extreme events, including
hurricanes, floods, earthquakes, wildfires, pandemics,
large-scale cyber incidents, geopolitical conflicts, and
terrorism-related attacks. While particularly relevant for non-life
insurers and reinsurers, catastrophe simulation also applies to
life and health insurers, especially for events with a significant
impact on mortality and morbidity. Given the challenges and
resources required to model such low-frequency, high-impact
events, companies often leverage results from catastrophe
simulation providers and, where appropriate, apply rescaling
techniques to better reflect their specific risk profiles.
Substantial efforts are underway to further advance risk
modeling in the insurance industry. Examples include climate
change risk assessments % and the use of new technologies
such as remote sensing and Al to better anticipate and
mitigate natural disasters ¢,

Artificial intelligence offers powerful technological means to
enhance risk modeling. At the same time, it introduces new
sources of risk, such as Al-enabled cyber threats 167! 188l 891, 1901
As a result, cyber insurance represents a prime example of a
domain in which unprecedented events may have a significant
impact on insurance risk °". \While available information and
Al-based tools can provide valuable support in assessing
such emerging risks, expert judgement will likely remain a
critical component. More broadly, cyber insurance illustrates
the continued importance of appropriately combining human
expertise with advanced technologies and automation in
catastrophe and risk modeling.
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Climate and catastrophe simulations may benefit
from both near-term (primarily through
quantum-enhanced optimization and machine learning)

3.4.2 Quantum approaches and maturity

Risk analysis has long been one of the prominent research
areas for quantum algorithms in finance due to the inherent
complexity of many risk-related problems and the suitability of
certain guantum algorithms. These algorithms could therefore
become core routines in risk modeling and the processing
of actuarial data'®?. However, relevant quantum algorithms,
such as quantum amplitude estimation, typically require
fault-tolerant quantum computers % In anticipation of the
availability of such guantum computers, potential applications
in, for instance, internal Solvency Il models and quantitative
risk management have already been explored *°.

Nevertheless, climate and catastrophe simulations may benefit
from both nearterm (primarily through gquantum-enhanced
optimization and machine learning) and long-term quantum
methods ®4. This is illustrated by the following example. In a
recent report by the AXA Research Fund'®®, the combination
of Al and remote sensing technologies, including drones and

® Otheropportunities

There is a wide range of further opportunities that are beyond
the scope of this report. Nevertheless, a few should at least
be mentioned in order to illustrate the many changes which

quantum technologies will likely bring to the insurance sector
and beyond.

A specific example is quantum random number generation
(QRNG), where quantum mechanics enables true randomness,
in contrast to traditional pseudo-random number generation
methods. Among other applications, QRNG may be used
as an input for stochastic simulations and, according to
recent studies, has the potential to improve the quality of
scenario sets and enhance the accuracy and efficiency of
actuarial modeling 196 1971,

and long-term quantum methods.

satellite imagery, was highlighted as a powerful approach

to improved understanding and anticipation of natural
catastrophes, creating opportunities for more effective risk
assessments, early warning systems, and targeted
interventions. Remarkably, quantum-enhanced satellite image
classification ®® has already been demonstrated on real
quantum hardware and may further advance the use of remote
sensing technologies for catastrophe risk assessments

and broader risk modeling capabilities. For instance,
guantum-enhanced image classification may also improve the
forecasting of crop yields and the quantification of agricultural
and related insurance risks.

Finally, emerging quantum threats (see Section 4), particularly
those related to cybersecurity, will require increasingly refined
risk models. As with Al, quantum technologies can enable the
development of advanced models but also create new risks
that themselves require modeling.

Furthermore, as different sectors adopt quantum technologies,
new or revised insurance products and services (e.g.,
parametric products that offer specified payouts based on
trigger events) will likely be needed to cover the associated
risks. Similarly, new business models and industries will
evolve as quantum computing, communication, and sensing
companies grow. Investments in quantum technologies may
also become a significant pillar of financial portfolios. New
underwriting data could become available through the
deployment of quantum sensors in geospatial settings and
different types of infrastructure. Finally, the cybersecurity
implications of quantum computing will drive both internal
transformation and new business opportunities, including
quantum-secure operations, insurance products addressing
quantum cyber risks, and related advisory services.
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© Actuarial perspective onopportunities
and challenges of optimization
Inthe UK Insurance industry

While the previous sections explored potential opportunities
and insurance applications of quantum technologies,
practitioners often face further challenges related to modeling,
governance, regulation, and operationalization. The actuarial
perspective ° below provides additional context on current
optimization practices, modeling constraints, governance,
regulatory requirements, and the role that future advances
in computing may play within the UK insurance market.

In the UK market, portfolio and capital optimization has
progressed most visibly through the development and
application of the Matching Adjustment (MA). Over the past
several years, the MA has become the dominant area of
optimization activity, especially among large insurers who
were the earliest adopters. Its use has since spread broadly
across the sector, though implementation maturity varies
significantly. Despite its importance, the optimization work
involved remains relatively new, with many firms still building
capability, refining methodologies, and translating evolving
regulation into operational frameworks.

From a technology standpoint, the industry continues to rely
primarily on classical computing methods for optimization—
approaches that have proven adequate for current needs.
Firms report that compute time is rarely the bottleneck:
once models are established, MA calculations can often run
in under three minutes, even at company level. Some
optimization engines mimic quantum-style formulations, but
in practice classical computing power is sufficient. The

true constraints lie upstream—in modeling complexity, data
preparation, parameterization, and codification of regulatory
rules. Setting up an optimization model requires navigating
circular dependencies, intricate Solvency Capital Requirement
(SCR) rules, and granular asset-level stresses. As a result, the
biggest delays arise not from solving the optimization problem,
but from determining what exactly should be optimized and
how to structure the data and constraints. There is also the
risk of conflicting objectives, such as hedging strategies that
reduce SCR capital but generate adverse outcomes under
IFRS 17, especially when positive market movements cause
derivatives to offset gains.

Beyond MA-related optimization, insurers show wide variation
in sophistication around hedging and balance-sheet risk
management. Many firms still rely on expert judgement and
manual, relatively simple sensitivity-based techniques to
construct hedging portfolios. Given the interconnected nature
of risks—especially interest rate risk, which impacts nearly
all components of the balance sheet—firms often struggle to
maintain consistency across regulatory, accounting, and risk
perspectives. More advanced hedging methodologies do
exist, but they are complex, bespoke, and time-consuming.
Any technology that increases modeling speed or enables
more extensive scenario testing could meaningfully enhance
hedging effectiveness. However, challenges remain:
sophisticated modeling requires high-quality, granular data;
and the process is often limited by review and governance
bandwidth, not by compute power.

In contrast to optimization work, risk calibration and modeling
(e.q., distribution-based approaches) are generally more
straightforward and less computationally demanding. Firms
are exploring whether more advanced compute technologies—
such as GPUs today or quantum computing in the future—
could remove the need for proxy models or drastically
accelerate valuation and scenario generation. GPU adoption
is already emerging, though models often require restructuring
to make effective use of parallel computation. Quantum
computing could someday enable more general and complex
models, but current quantum use-cases appear hyper-specific;
problems must be redesigned for quantum rather than
quantum adapting to existing actuarial formulations. As a
result, quantum’s transformational impact remains uncertain.

Cost—benefit dynamics also shape adoption. Large insurers
have been the first to invest in optimization because the
potential capital upside is substantial. Smaller insurers face
similar implementation costs but with much smaller balance
sheets, making it harder to justify large-scale optimization
programs. Nevertheless, once leading firms prove an approach
workable, the methods tend to trickle down through the
market—reflecting a pattern where early innovation by large
players later becomes mainstream practice.

¢ Content provided by Matthew Dunbar, incorporating contributions from Maynard Kuona, Matthew Murphy, Thomas Murphy, and Karen Parkinson of KPMG UK.
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“The biggest opportunity in insurance optimization

is not simply faster computing.

While quantum computing may eventually unlock
new opportunities in insurance optimization,
computing power is rarely the primary constraint today.

The greater challenge lies in overcoming data,
modeling, regulatory and governance complexities,
with future success depending on

combining advanced technology with stronger
modeling capabilities, better data infrastructure,
and more efficient governance processes.”

Matthew Dunbar
Assistant Manager, Actuarial Advisory, KPMG UK

Across all of this, insurers face operational bottlenecks that

slow progress. Stress and scenario testing remains challenging,

as sensitivities must be produced frequently and quickly to
be useful, yet many firms lack the tooling or automation to
do so. In many cases, limitations arise not from computing
hardware, but from the availability of skilled reviewers and
risk experts. Governance processes, model validation, and
audit requirements can also create drag, with internal audit
teams often relying on sample checking—an area that may
offer future potential for automation or advanced analytics.

Taken together, the current landscape shows a sector that has
made meaningful progress—particularly through MA-driven
optimization—yet continues to grapple with data, modeling,
governance, and resourcing challenges. While compute
constraints are rarely the primary obstacle, the complexity
of the models, the breadth of regulatory requirements, and
the capacity of people and processes remain the critical
limiting factors. The next wave of progress will likely come
not from raw computing power, but from better model design,
smarter data infrastructure, more automated risk processes,
and clearer alignment across regulatory and accounting
frameworks.
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@ Interview with AXA
onits quantumjourney

For insights from a pioneer in insurance-related quantum computing,

we interviewed George Woodman (Quantum Computing Lead),
Antoine Pietri (Thought Leadership Expert), and Marcin Detyniecki
(Head of Research and Development & Group Chief Data Scientist)
from AXA Group Operations.




Could you please tell us about your quantum
journey at AXA?

When did it begin, and how have your activities
and focus evolved over time?

We began our quantum journey at AXA in 2019. Our initial goal
was to understand what quantum meant for us at a high level.
We conducted a broad study on the state of the art, assessing
the technical capabilities of existing hardware, monitoring large
tech companies, and observing other financial institutions.
We presented these findings internally to secure buy-in, which
allowed us to form a full-time team dedicated to exploring
guantum’s potential in insurance.

Over the past seven years, our focus has evolved to become
much more research driven and technical. Quantum is an
extremely hyped technology, but we know it isn't going to
solve every problem; it will only solve specific parts of highly
complex problems. Our day to day involves identifying these
precise use cases where quantum can deliver true value.
We also prioritize aligning ourselves with international groups,
other insurers, and tech companies. Cutting through the
industry noise to discern what this technology means for our
business is critical, and that remains our primary focus today.

Could you also share insights into your roles and
activities at events like the EPFL Quantum
Hackathon, as well as your key impressions from
these experiences?

Our involvement with the EPFL Hackathon started because
of our strong presence in both the quantum space and at
EPFL. While all the other sponsors were quantum startups,
our participation as an enterprise allowed us to bring a
unique perspective to the hackathon. We created a specific
challenge for the hackathon and acted as mentors.

A key differentiator for our challenge was that we didn't just
give the students a pre-packaged optimization problem to
run on a quantum machine. We required them to build the
quantum algorithm themselves, starting from a classical
insurance problem. In the real world, that translation step,
mapping a classical problem to a quantum circuit is often the
hardest part, and it was fascinating to see how students
tackled that challenge.

Beyond hackathons, we regularly engage with internal
communities to push quantum literacy. Our goal at all these
events is to provide an unbiased, pragmatic perspective.
Our priority isn't whether quantum arrives in two years or
twenty; it's simply ensuring we are ready when it does.
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What criteria guide your choice of quantum
computing topics, and which use cases do you
view as particularly promising for AXA in the
short, medium, and long run?

Our team'’s criteria focus entirely on the calculation
improvements the technology offers and how we can use
these machines to generate value for AXA and our customers.

Short-term

We are focused on quantum-inspired algorithms. These are
designed with guantum mechanics in mind but inherently
run on classical computers, allowing us to extract value in
production today.

Medium-term

Optimization. The viability here depends heavily on the scale
of the problem and the required speed and accuracy, but it
is a highly promising area.

Long-term

Quantum machine learning and quantum-sped-up Monte Carlo
simulations. These areas are far more nuanced and less
understood within the quantum industry, but ones we are
actively evaluating for their future impact, alongside ongoing
engagements with our security teams to mitigate the threat
quantum technologies pose.

In terms of similarities, differences, and
expectations, how would you compare the
emergence of quantum computing to the
evolution of Al within AXA, and what benefits
have you observed that inform your
organization’s path forward?

Both Al and quantum are highly complex, heavily hyped
technologies where the early use cases weren't immediately
understood. However, the differences are stark. Al is a
general-purpose technology with a multitude of everyday
applications. Quantum computing is much more focused.
We can think of it as a highly specialized accelerator or co-
processor, a very niche supercomputer, designed exclusively
for the hardest possible mathematical problems.

Regarding expectations, | think quantum has suffered a bit
from the Al comparison. People look at where Al is today
compared to ten years ago and assume quantum will follow
the exact same trajectory. That simply isn't true, which leads
to fears of a “quantum winter” Quantum inherently requires
entirely unique, highly complex hardware paradigms that Al
never had to face.
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“On the non-technical side, our next major step is
to help build a working group or consortium with
other insurers and regulators.

Although the full transformative potential of
quantum computing is not expected to be realized
in the near future, it is necessary today to pool

our collective knowledge regarding how to

best prepare our industry for the ineluctable advent
of this technology.”

Marcin Detyniecki
Head of Research and Development & Group Chief Data Scientist,
AXA Group Operations
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“A great example is reinsurance optimization.

This was a massive number-crunching problem
that simply wasn’t being solved analytically
within the business because it was too large

to even tackle classically.

By taking it on with our quantum team,

we managed to tackle it with

quantum-inspired methods and deliver results.”

Which misconceptions about quantum computing
do you most often encounter?

How do you typically address them?

The most pervasive misconception is that a quantum computer
gets its advantage by checking all possible solutions at the
same time, like multiple classical computers executing in
parallel. That's fundamentally incorrect. If it tried every outcome
sequentially or in simple parallel, it wouldn't offer its unique
advantage. Instead, a correctly designed solution can amplify
good solutions and dampen bad ones.

Another major misconception is how quantum bits scale.
While it takes an exponentially large number of classical bits
to fully describe n quantum bits, most of that information
disappears the moment you measure the quantum state.
For example, just 10 quantum bits would require 2'° = 1,024
coefficients to fully describe, yet a single measurement
collapses all of that down to just 10 classical bits. The
advantage comes from the 2'° states interacting with each
other before measurement.

Finally, the way we talk about speed is often misunderstood.
It makes no sense to ask if a quantum computer is “a million
times faster.” The relevant question is whether it has an
asymptotic advantage, meaning the advantage over its
classical counterpart grows larger as the problem size scales
toward infinity. Furthermore, guantum computers only
provide this advantage for specific classes of problems, for
example: factoring numbers, searching unstructured databases,
and simulating other quantum systems.

What have been the key challenges in your
guantum journey to date, how have they evolved,
and what lessons learned or recommendations
would you highlight?

The persistent challenge is finding actual, viable use cases
within insurance. Finding complex problems is hard enough,
but getting business buy-in is even harder. You are often
dealing with problems that haven't even been fully modeled
yet, or conversely, problems the business considers “solved”
using classical methods. Selling the hype of quantum is
easy; selling its practical application in a specific domain is
very difficult.

Over the last few years, this has evolved positively as we've
identified specific use cases. A great example is reinsurance
optimization. This was a massive numbercrunching problem
that simply wasn'’t being solved analytically within the business
because it was too large to even tackle classically. By taking
it on with our quantum team, we managed to tackle it with
quantum-inspired methods and deliver results. What was
incredibly rewarding was that this effort catalyzed actuaries
in other parts of the business to start exploring the same
problem using other modern algorithms.

My biggest recommendation is to build an internal
community early. Find the people dealing with those massive
numbercrunching problems and educate them on what
quantum is. When the computing power finally scales up,
having early access to that data, knowledge, and network of
forward-looking people is invaluable.



As a short outlook, what are the next steps for AXA
in quantum computing?

Technically, we are continuing our work on quantum-inspired
algorithms to deliver immediate production benefits. We are
also expanding our research into native quantum algorithms.
Specifically, we have a workstream focused on Quantum
Machine Learning, exploring how the expanded feature
space offered by QML might improve our predictive models.

We are also deeply interested in very specific quantum
optimization problems. Much of the optimization research
currently shows nearquadratic speedups, meaning the
improvement the quantum approach has over classical

Insurance Insights
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increases with problem size. We are actively looking for
algorithms that offer superpolynomial speedups instead,
where the advantage gets disproportionately larger the bigger
the problem is. This distinction matters because, due to the
quantum overhead required for error correction, quadratic
speedups are often dragged down in practice, so we need
the stronger compounding advantage that superpolynomial
algorithms promise.

On the non-technical side, our next major step is to help build
a working group or consortium with other insurers and
regulators. This technology isn't arriving tomorrow and pooling
our collective knowledge regarding how it can be properly
utilized will benefit the entire industry.
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“Nobody is going to hold a press conference.

The first cryptographically relevant quantum computer

will be a state secret before it's a headline, and

the people who need to know will be the last ones told.

Plan for a threat you will never see announced.”

Aaron C. Kemp

Senior Director of Quantum Research,

KPMG US

The implications of quantum computing for the insurance
industry are shaped by new opportunities (Section 3) as well
as new threats and risks presented below. In Section 4.1,
we introduce the threats that quantum computing poses to
encryption and data security and examine those that are
particularly relevant to the insurance industry. Section 4.2
provides an overview of post-quantum cryptography and
quantum key distribution, while Section 4.3 discusses risk
mitigation strategies, regulatory aspects, and typical steps
toward quantum resilience. Finally, the interview with

J. Foster Davis (BreachBits) in Section 4.4 sheds light on
hackers' perspectives on the quantum era, their potential
activities and attack vectors, and the resulting considerations
and challenges for the insurance industry.

Insurance Insights
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® Quantumthreat toencryption

and data security

4.1.1 Introduction to quantum threats

Quantum computing threatens the asymmetric cryptography
that secures nearly all digital communication today. The threat
is not uniform. It falls almost entirely on public-key schemes.
Two algorithms define it. Shor's algorithm, published in 1994,
factors large integers and solves discrete logarithms in
polynomial time, which breaks RSA, elliptic-curve cryptography
(ECC), and Diffie-Hellman 1°¢. These schemes rest on the same
underlying mathematical structure, so a method that breaks
one can be adapted to break the others ®°!. Grover's algorithm
offers, in theory, a quadratic speedup against symmetric
encryption and hashing "%, Doubling key length restores the
margin, so AES-256 and modern hash functions remain
secure. The exposure is concentrated in RSA and ECC, which
protect TLS sessions, digital signatures, VPNs, secure boot,
e-banking, code signing and much more 1°°.

The resource estimates for an attack have fallen sharply and
continue to fall. In 2021 the accepted figure for factoring a
2048-bit RSA integer was roughly 20 million noisy qubits.

In 2025 Gidney reduced that to fewer than one million noisy
qubits ', The same pattern now holds for ECC. In March 2026
Google Quantum Al, with co-authors from UC Berkeley, the
Ethereum Foundation, and Stanford, estimated that the 256-bit
elliptic-curve discrete logarithm over the secp256k1 curve,
which underpins Bitcoin and Ethereum, can be solved with
1,200 logical qubits and 90 million Toffoli gates. On a
superconducting architecture, the computations could run in
minutes and would require fewer than half a million physical
qubits, representing a near twentyfold reduction compared
with prior estimates. The authors validated these figures with
a zero-knowledge proof, allowing the estimates to be verified
without publishing the attack itself !9,

Mosca’'s theorem

% Migration timeY

Separate work shows Shor’s algorithm running at
cryptographically relevant scale on as few as 10,000
reconfigurable atomic qubits, with a P-256 discrete logarithm
solvable in days on a 26,000-qubit machine '"°®.. Architectural
work has lowered the count further, reporting up to a 138-fold
reduction in physical-qubit overhead against a conventional
monolithic baseline 4. None of these machines exists yet,
but the direction is consistent and the margin is narrowing.
In September 2026, lonQ published an end-to-end blueprint
for breaking secp256k1 with a 20,000-physical-qubit quantum
computer %1% gand noted that the study is consistent with
the company’s hardware roadmap, which targets systems
of that scale in the 2028 timeframe - 1%/ |n line with the rapid
progress made in recent years, annual survey data indicate
that quantum computers may be able to break current
encryption standards sooner than previously expected %7,

Industry has moved from hedging to fixed dates. Google !'°®
and Microsoft "% have each set 2029 as the target for
completing the migration of their own systems to post-
quantum cryptography, and Cloudflare """ has committed to
the same year. These are internal commitments, not
predictions of when a quantum computer will arrive, but they
indicate how the largest operators now read the risk.

The threat to confidentiality is present now, not only when a
quantum computer arrives. In a “harvest now, decrypt later”
attack, an adversary records encrypted traffic today and stores
it until a capable machine can decrypt it®?. Any data that must
stay confidential beyond the arrival of that machine is already
exposed. This is captured by Mosca's theorem (Figure 2),
which compares three periods: the length of time data must
remain secret, the time required to migrate to guantum-
resistant systems, and the time until a quantum computer can
break current encryption. Where the first two added together
exceed the third, the organization is already behind """,

[[@ Data shelf-life time X

Time Q until quantum computers can break current encryption
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Figure 2 lllustration of Mosca’s theorem using an exemplary timeline.
If X +Y > Q, data that needs to remain secure can be exposed by

cryptographically relevant quantum computers.
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A quantum break does not just expose individual holdings;
it undermines the enforceability of instruments

that regulators have brought inside the financial system.
PQC readiness is therefore a supervisory question

4.1.3 Impact on financial and blockchain systems
used by insurance industry

Blockchain systems are more exposed than most, because
their security rests almost entirely on elliptic-curve signatures.
Ownership and transfer of a cryptocurrency or a tokenized
asset is established by a signature over the secp256k1 curve,
the same 256-bit elliptic-curve discrete logarithm that the
latest resource estimates target "2 1'% On a blockchain there
is usually no recourse: forging a single signature enables theft
that cannot be reversed. The Google Quantum Al analysis
distinguishes two attack modes. A fast-clock machine can
mount an “on-spend” attack, intercepting a transaction,
breaking the key, and substituting a fraudulent transaction
within the block time. A slower machine is limited to “at-rest”
attacks on public keys that have been exposed on the ledger
for long periods. Not everything is vulnerable. Bitcoin's
proof-of-work consensus is unaffected and funds whose public
keys remain hidden behind a hash are protected until the key
is reused. The practical mitigations are to eliminate public-key
reuse, minimize key exposure, and migrate to post-quantum
signatures %2,

Within the Bitcoin community the migration has already begun
to take concrete shape ", BIP-360, part of the official Bitcoin
Improvement Proposals repository since February 2026,
introduces a new output type that removes the quantum-
vulnerable spending path exposing public keys on-chain,
laying the structural foundation for post-quantum signatures.
BIP-361, which followed shortly thereafter, complements
this with a phased migration path that would gradually restrict
and ultimately disable spending from quantum-vulnerable
addresses "™,

as much as a technical one.

This matters directly for insurance products built on distributed
ledgers. Parametric and usage-based cover with automated
smart-contract payouts, tokenized risk transfer, and on-chain
reinsurance instruments all depend on the integrity of the
signatures that authorize a payout or a settlement. If those
signatures can be forged, a fraudulent claim can be triggered
or a settlement redirected, and the automation that makes
these products efficient becomes the channel through which
they are attacked.

The regulatory position compounds the exposure. Under its
2018 ICO guidelines, FINMA classifies blockchain tokens as
payment, utility, or asset tokens, with asset tokens treated
as securities, and every transfer of such a token is signed
with the holder's private key!""®.. Switzerland's DLT Act gave
ledgerbased securities statutory footing in 20211, and in
the EU the Markets in Crypto-Assets Regulation now governs
crypto-assets across the single market!"'®. Each of these
regimes assumes the integrity of the underlying signature.
A quantum break does not just expose individual holdings; it
undermines the enforceability of instruments that regulators
have brought inside the financial system. PQC readiness is
therefore a supervisory question as much as a technical one.
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® Post-guantumcryptography and
guantumkey distribution

PQC'’s security rests on computational hardness assumptions
rather than formal proof, but the algorithms
are standardized, deployable now, and differ only modestly

Two approaches are proposed to counter the quantum
threat. They are not equivalent, and they solve different
problems.

Post-quantum cryptography (PQC) replaces today’s
public-key algorithms with new ones built on mathematical
problems believed to be hard for both classical and quantum
computers. It runs in software on existing networks and covers
the full range of public-key functions, both key establishment
and digital signatures. NIST published the first three standards
in August 2024: ML-KEM for key establishment (FIPS 203),
and ML:DSA and SLH-DSA for signatures (FIPS 204 and 205).
A FALCON-based signature standard (FIPS 206) is in draft,
and in March 2025 NIST selected HQC, a code-based scheme,
as a backup key-establishment algorithm built on a different
mathematical basis to ML-KEM so that a weakness in one
family does not compromise both " PQC's security rests
on computational hardness assumptions rather than formal
proof, but the algorithms are standardized, deployable now,
and differ only modestly from the cryptography they replace 9.

Quantum key distribution (QKD) takes a different route. It
uses the properties of quantum physics to distribute a shared
key between two parties, and any attempt to intercept the
exchange disturbs it and can be detected. Its security is
grounded in physics rather than computational difficulty.
The limitations are practical and structural '?°’. QKD needs
dedicated hardware and a direct fiber or line-of-sight channel,
it is distance-limited and point-to-point, and it requires trusted

from the cryptography they replace.

intermediate nodes over longer routes. It distributes keys
but does not authenticate the parties and does not provide
digital signatures, so it cannot replace public-key cryptography
on its own and still relies on classical or pre-shared
authentication. Its theoretical security also does not carry
fully to real devices, which remain immature and exposed to
physical side-channel attacks for which no established
evaluation methodology yet exists 12",

The European and UK positions align. In a joint paper of
January 2024, the security agencies of France, Germany,
the Netherlands, and Sweden concluded that QKD is suitable
only for niche use, is not yet mature enough from a security
standpoint, and that clear priority should go to PQC 2",

In the UK, the NCSC advises PQC as the preferred approach
and does not support QKD for government or military use. A
2026 study commissioned by the UK Department for Science,
Innovation and Technology, drawing on interviews with 38
experts, found that the only current users of QKD outside
academia are in banking and aerospace, and only in research,
testbeds, and pilots rather than operational systems. Its
consensus was that QKD suits specific high-value links, is
unlikely to become a standalone technology, and would at
most sit as an additional layer alongside PQC 1"??. Work
continues in parallel, most visibly through the European
Commission’s EuroQCI program, but as a supplement rather
than a substitute. For an insurer, PQC is the primary path;
QKD may be an additional measure for specific high-value links,
discussed below.
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® Riskmitigation strategies
and frameworks

“The transition to post-quantum cryptography
is unlikely to happen all at once. Unlike Y2K,
there is no single date when the world suddenly
becomes quantum-safe.

Legacy systems will remain in place for many years,
creating a prolonged period where cyber risk becomes
a challenge not just for individual organizations,

but for entire interconnected ecosystems.

The fact that regulators such as FINMA are already
encouraging firms to develop PQC roadmaps

shows that this is becoming a resilience issue today,
rather than a technology issue for tomorrow.”

Jakob Thyme

General Rep. & Country Manager for Switzerland,
Regional Manager SWIG (Switzerland, Israel & Gibraltar),
Lloyd's



4.3.1 PQC transition roadmaps, risk assessment
frameworks, and regulations

Every major jurisdiction now has a PQC transition roadmap,
and they converge on 2035 while differing in the detail. In the
EU, the Commission issued a Recommendation in April 2024,
and the NIS Cooperation Group published a coordinated
implementation roadmap in June 2025. It takes a risk-based
approach: Member States are to have national plans in place
by the end of 2026, high-risk systems quantum-resistant by
the end of 2030, and the transition substantially complete
by 2035"%%), The UK NCSC sets three milestones: discovery
and planning by 2028, migration of high-priority systems by
2031, and full migration by 20354, In the US, NIST intends
to deprecate RSA-2048 and ECC P-256 by 2030 and disallow
them by 2035""%), and the executive order of 22 June 2026
requires federal systems to migrate key establishment by
2030 and digital signatures by 2031 22! 1261,

The end dates are close, but the intermediate milestones,
risk tiers, algorithm preferences, and legal force are not.
Sector regulation adds a further layer. In the EU, the Digital
Operational Resilience Act already requires financial entities
to maintain encryption policies, key lifecycle management,
and cryptographic agility ", and NIS2 and the GDPR bear
on the same systems; in Switzerland, FINMA supervision
(see also the recent guidance on quantum computing "))
and the FADP apply. For an international group, or one that
spans several industries, reconciling these regimes into a
single program is itself a substantial undertaking, and it is a
recurring reason large organizations struggle to start.

What the roadmaps share is a prioritized, risk-based method,
and two references make it concrete. The PQC Migration
Handbook from TNO, CWI, and the Dutch AIVD sets out a
quantum risk assessment methodology in its section 2.4,
within a three-step structure of diagnosis, planning, and
execution!"?®. Europol's 2026 report for financial services
builds a prioritization framework on a Quantum Risk Score,
combining the shelf-life of the data, its exposure, and the
severity of a compromise, together with a Migration Time
Score for each use case '?%. This is Mosca's theorem applied
at the level of individual systems. These frameworks describe
what a company-specific roadmap must contain. Building one
is addressed next.
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4.3.2 Preparing the organization for quantum threats
(operational readiness)

Readiness begins with a Quantum Security Readiness
Program: a named owner, a multi-year plan with measurable
milestones, and integration into the existing security and
risk functions rather than a standalone project. The first
substantive step, and one worth taking regardless of the
quantum timeline, is a cryptographic inventory. The organization
discovers where cryptography is used across applications,
networks, identities, certificates, stored data, and third-party
services, records what each instance protects and who owns
it, and maintains that inventory as a living asset "¢/, Without
it, no reliable judgement of urgency or scope is possible.

The inventory is then classified by criticality. Client and health
data, signature and authentication mechanisms, TLS, and
backup encryption do not carry equal risk, and the ranking
follows the same three factors used in the Europol framework:
how long the data must stay confidential, how exposed it is,
and the severity of a compromise "?°.. High shelf-life,
high-exposure assets are migrated first. Migration paths are
then planned in line with the EU, BSI, and NIST roadmaps,
favoring standardized hybrid schemes that run post-quantum
and classical algorithms together during the transition, and
building cryptographic agility so that algorithms can be
replaced later without re-engineering the systems that use
them 123111281 Existing risk taxonomies are extended to carry
a distinct “quantum-induced threats” category, so that the
exposure is tracked, owned, and reported through the same
governance as every other enterprise risk rather than sitting
outside it""?®!. Finally, the organization assesses whether QKD
adds anything for specific high-value links; for most, PQC is
sufficient, and QKD is considered only as a supplementary
measure 21111221 addressed next in Section 4.3.3.

The second line of defense (risk management, compliance,
and oversight) has important responsibilities throughout the
transition to PQC "%, such as ensuring that the program is
auditable, progresses according to plan, is defensible to boards,
regulators, and clients, and that PQC implementations are
resilient against side-channel attacks and other implementation
risks. The role will extend beyond the migration itself and
include ongoing cryptographic auditing, monitoring
developments in complementary technologies, and updating
risk management frameworks as appropriate %%,
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4.3.3 QKD networks and dual strategies

QKD today exists mainly as metropolitan testbeds rather
than production systems. Switzerland has been a center of
this work for two decades. The state of Geneva used QKD
to protect the transmission of vote counts in its 2007
elections, the first government use of the technology '*",
and the SwissQuantum network ran QKD across the Geneva
metropolitan area, with one node at CERN, for more than
eighteen months in 2009 to 2011 1"*?. A new cantonal Geneva
Quantum Network launched in 2025, linking the University
of Geneva, CERN, and HEPIA over the canton'’s fiber
backbone!"**!. Comparable testbeds run elsewhere: BT and
Toshiba operate the London Quantum-Secured Metro Network,
and Singapore runs the National Quantum-Safe Network.
All remain pilots, consistent with the finding that QKD has
no fully operational deployments at scale %!,

The intended model is not QKD instead of PQC, but PQC as
the foundation with QKD as an additional layer on a small
number of high-value links. Several banks are testing exactly
this. HSBC was the first bank to join the London metro
network, trialing QKD between its Canary Wharf headquarters
and a data center in Berkshire "** and later using it to
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protect a simulated foreign-exchange transaction 1'%} ['361,
JPMorgan Chase has demonstrated a network that layers the
two, with QKD securing lower network layers and PQC at
the application layer ™" 138 |n Singapore, the Monetary
Authority of Singapore ran a QKD sandbox with several banks,
including DBS, HSBC, OCBC, and UOB, and concluded that
QKD can add protection on high-value links but that its trusted
nodes need stronger, auditable assurance and its providers
greater interoperability before wider use!"*?. Further examples
of banks with QKD pilot projects include Danske Bank "%,
Erste Group"*", Santander!"*®, and Wells Fargo 42!,

For a Swiss insurer, the reading is consistent with the
European and UK agency positions set out above. PQC is
the mandatory foundation and the priority. QKD is worth
monitoring and, for a small number of fixed high-value
connections between owned sites, such as a headquarters
and a disasterrecovery center, may add defense in depth.
But it does not authenticate the parties, does not provide
signatures, and is not yet mature enough to rely on alone.
It is a supplement, not a substitute, and it does not change
the migration priorities already set out.
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@ Interview with BreachBits
onhackersinthe quantumera

To complement the perspectives presented throughout this
white paper, we conducted an interview with J. Foster Davis,
Co-Founder and COO of BreachBits, to explore how malicious
actors may identify and exploit emerging vulnerabilities in
the quantum era.*

The discussion focused on four topics from a hacker’s point
of view: industry adoption of quantum computing, post-
quantum cryptography, quantum key distribution, and the
implications of cryptographically relevant quantum computers.
For each topic, we examined potential vulnerabilities, attack
scenarios, mitigation measures, and what these developments
may mean for insurers and reinsurers.

The summary below highlights key insights from the interview,
including considerations for insurers and reinsurers seeking
to strengthen resilience against quantum-related risks.

Focus on economically motivated external attackers

Before discussing specific vulnerabilities and attack scenarios,
it is important to clarify the type of attacker considered
throughout this interview. Not all malicious actors have the
same capabilities, motivations, or level of access, and they
may pursue very different objectives.

J. Foster Davis
Co-Founder & COO,
BreachBits

At one end of the spectrum are threat actors who combine
deep technical expertise, extensive domain knowledge, and
privileged access to an organization’s systems, processes,
and personnel. Such a combination can significantly increase
an attacker's ability to identify and exploit vulnerabilities and
therefore represents one of the most dangerous threat
scenarios organizations may face. However, as such scenarios
are comparatively uncommon, they are not the primary focus
of this discussion.

Likewise, nation-state actors, insider threats, and hacktivists
are largely outside the scope of this analysis. While such
actors may pose significant risks, their motivations, resources,
capabilities, and access often differ substantially from those
considered in this discussion.

Instead, the interview focuses on economically motivated
external attackers seeking financial gain through activities
such as theft, fraud, extortion, or ransomware. These
attackers typically operate from the public internet and do
not possess privileged access to an organization’s systems
or processes. While their level of sophistication may vary,
ranging from opportunistic individuals to highly organized
and mature criminal groups, their primary objective is typically
to identify a viable path to monetizing unauthorized access,
stolen information, or disruption.

The interview sessions with J. Foster Davis (BreachBits, backed by Lloyd's) were conducted jointly by Christoph Kloeffel (KPMG) and Jakob Thyme (Lloyd's of London)

between April and June 2026.

40



engineering risks discussed before may also apply to the PQC
transition. New tools, vendors, processes, and responsibilities
may create opportunities for impersonation, trust-based

attacks, and other forms of exploitation.

A key consideration is the prioritization of systems, applications,
and information assets. Since not everything can realistically
be migrated at once, organizations need to determine which
assets require the highest level of protection and should

therefore be addressed first. From an attacker's perspective,

seek opportunities in the surrounding ecosystem, including
hardware, infrastructure, suppliers, and personnel, particularly
during installation and deployment. Disruptions to
communication links or supporting infrastructure may force
users to rely on alternative procedures, potentially creating
additional opportunities for exploitation.

Consequently, the security of a QKD deployment depends
not only on the protocol itself, but also on the integrity,
availability, and trustworthiness of the surrounding ecosystem.




TOPIC 4

Cryptographically relevant quantum computers

The prospect of cryptographically relevant qguantum computers
(CRQCs) may alter attacker incentives long before such
systems become widely available. Attackers may balance the
delayed benefits of future decryption against the immediate
gains available through traditional attacks. As storage costs
are already low and continue to decline, attackers may
increasingly be willing to collect large volumes of encrypted
data today and defer exploitation until future quantum
computing capabilities become accessible.

The cost-benefit analysis for such harvest-now-decrypt-later
attacks depends largely on the expected future value of the
information. Intellectual property, sensitive personal
information, and other forms of long-lived or “evergreen” data
may therefore become particularly attractive targets. Malicious
actors with access to an organization’s information may

also seek to remain undetected for longer periods in order to
maximize data collection.

Access to CRQC resources may itself become a valuable
target. Attackers may attempt to gain such access through
compromised accounts, fraudulent identities, social
engineering, or other means designed to circumvent access
controls. More broadly, future quantum computing capabilities
may influence not only which data attackers seek to obtain,
but also how they prioritize, time, and monetize their attacks.
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The insurance industry as an enabler of quantum
innovation and resilience

Several of the discussed threats present particular challenges
for the insurance industry because their consequences could
emerge only after extended periods of time. For example,
harvest-now-decrypt-later attacks create long-tail exposures
in which data is compromised today but only becomes
exploitable years later. This latency may complicate risk
assessment, underwriting, policy design, and the management
of future liabilities.

Organizations holding intellectual property or other information
with enduring value are likely among the first to seek protection
against such risks. At the same time, uncertainty regarding
the timing, probability, and severity of quantum-related
incidents may make underwriting decisions difficult. Helping
policyholders assess how these risks apply to their own
organization may therefore become increasingly important.

Beyond risk transfer, insurers can play an important role in
strengthening quantum resilience. Just as cyber insurers
have helped drive the adoption of controls such as
multi-factor authentication, insurers can contribute to
identifying, shaping, and promoting quantum resilience
practices. By focusing first on the most tangible and relevant
guantum-related challenges, the insurance industry can help
improve preparedness before quantum-related attacks
become widespread.

In addition, insurers can support the broader adoption of
quantum technologies by providing risk transfer mechanisms
for organizations developing, operating, or relying on quantum-
enabled products and services. Insurance can therefore serve
as a vehicle for both resilience building and the enablement
of quantum technologies and innovation.
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Emerging challenges for
the Insurance industry an
recommended actions

Quantum technologies have implications that extend far beyond
individual use cases or cybersecurity considerations. Insurers and
reinsurers must navigate an evolving landscape shaped by

new opportunities, emerging risks, regulatory expectations, and
growing ecosystem complexity. The resulting challenges call for
actions that can help organizations maintain trust, remain
competitive, and build long-term resilience in the quantum era.
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@ Keychallenges

Quantum technologies create numerous challenges for the
insurance industry. While many of these have already been
discussed in detail in previous sections, we highlight eight
key challenges below.

° Competition for quantum talent and expertise
As interest in quantum technologies grows, insurers and reinsurers face increasing competition
for a limited pool of subject matter experts. Demand for quantum talent extends across industries,
including technology firms, startups, large corporations, and academia "*!. Particularly scarce
are professionals who combine quantum expertise with deep industry knowledge and can translate
technological developments into business-relevant applications. This may limit the ability of insurers
and reinsurers to identify opportunities, understand risks, and make informed strategic decisions.

° Quantum ecosystem dynamics and growing diversity of tools
The quantum ecosystem is evolving rapidly, as reflected in the large number of startups,
partnerships, and technological innovations in recent years. While the range of available tools,
platforms, and providers continues to expand, assessing competing solutions and identifying
those most relevant to specific business needs may become increasingly difficult.

o Global quantum race and geopolitical tensions
Quantum technologies are increasingly shaped by national technology strategies and international
competition. Considerations relating to technology sovereignty, export controls, data protection,
and cross-border data transfers may influence how organizations access and use emerging
technologies. For example, questions regarding where sensitive data may be stored or processed,
and where quantum hardware is physically located, could become increasingly relevant. As a
result, geopolitical developments may influence technology choices, partnerships, and operating
models across jurisdictions.

o Security threats and new attack vectors
Quantum technologies introduce security challenges for organizations, ranging from threats to
cryptographic systems and sensitive data to vulnerabilities associated with the adoption of new
technologies. At the same time, advances in areas such as quantum computing and artificial
intelligence may enable increasingly sophisticated and previously unseen attack methods.
Identifying, assessing, and mitigating emerging security risks may therefore become significantly
more complex for organizations in the insurance industry and beyond.

e Compliance with laws and regulatory expectations
The regulatory landscape surrounding quantum technologies is likely to continue evolving as
governments and regulators respond to emerging opportunities and risks. For example, the
Swiss Financial Market Supervisory Authority FINMA recently issued guidance on quantum
computing and announced that it will continue to actively monitor developments while increasing
its supervisory focus on the topic"?’!. Across the globe, several frameworks for building quantum
resilience have been published, and some of the associated timelines have already accelerated.
For multinational and cross-industry organizations, navigating diverse legal requirements and
applicable frameworks may add further complexity to their compliance efforts.
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Jakob Thyme from Lloyd's [top center] in
conversation with KPMG's Christoph Kloeffel [left]
and Alexander Lacher [right], discussing emerging
challenges and recommended actions.
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“One of the more interesting questions
for the insurance industry is
whether data stolen today could
lead to losses many years from now
if it becomes decryptable in the future.

That challenges us to think differently
about long-term cyber exposure,

how it may develop over time, and
how those risks should be reflected

in our scenarios and risk assessments.”

Jakob Thyme

General Rep. & Country Manager for Switzerland,
Regional Manager SWIG (Switzerland, Israel & Gibraltar),
Lloyd's

Limitations imposed by existing process landscapes

Many potential quantum applications may not align naturally with existing workflows, operating
models, and decision-making processes. In the insurance industry, tightly coordinated processes
such as financial and actuarial closing activities are subject to strict timelines, internal control
requirements, and the demands of multiple reporting frameworks, such as local GAAR IFRS 17,
SST, and Solvency Il. Consequently, approaches that appear promising in isolated proofs of
concept may be difficult to integrate into productive environments if the required data,
dependencies, approvals, or control activities are not available at the necessary point in time.
Technological feasibility therefore does not automatically translate into operational feasibility.

Impacts of evolving risk landscapes on products and services

Insurers and reinsurers may face increasing pressure to ensure that their products, services,
underwriting approaches, and pricing methodologies remain aligned with changing customer needs
and risk environments shaped by quantum technologies. Keeping pace with these developments
may prove critical for maintaining a market-relevant, competitive, and responsible portfolio.

Overarching challenge: Maintaining trust and competitiveness in the quantum era

Taken together, the challenges discussed above highlight a broader strategic imperative for insurers
and reinsurers: maintaining trust, competitiveness, and long-term resilience in an increasingly
quantum-enabled world. This overarching challenge also encompasses related considerations
such as governance, intellectual property, and digital transformation.
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© Recommendedactions

While the details of the journey toward quantum readiness will
vary across organizations in the insurance industry, many
foundational priorities are shared. We have identified twelve
recommended actions, grouped thematically and presented
in no particular order, that should be pursued today to address
the challenges outlined above.

Unlike a typical technology-innovation agenda, these actions are
not purely opportunity-driven. \While some recommendations
focus on exploring potential applications of quantum
technologies, others address security threats (e.g., harvest-
now-decrypt-later attacks) and regulatory requirements that
apply regardless of whether and when an organization adopts
quantum computing itself. In addition, insurers and reinsurers
should assess the potential implications of the quantum era
for products, services, and risk transfer mechanisms.
Innovation-related activities follow the more familiar pattern
of structured exploration, with the caveat that quantum
computing is expected to remain a specialist rather than a
general-purpose technology.

Strategy and Governance

o Establish quantum governance and executive ownership
Define clear roles, responsibilities, and accountability for quantum-related opportunities, risks,
and preparedness activities.

e Strengthen leadership understanding of the business implications of quantum technologies
Enable informed prioritization, resource allocation, and strategic decision-making.

o Develop an internal R&D and innovation strategy
Establish a structured approach to identifying, evaluating, and testing emerging technologies and
trends, including guantum computing, to enhance organizational flexibility and preparedness.

People and Ecosystem

° Promote organization-wide quantum literacy alongside specialist expertise
Enable employees to recognize potential quantum-related opportunities and risks, while building
deeper expertise in teams responsible for evaluating and implementing guantum solutions. Unlike
Al, quantum computing is likely to remain a specialist capability applied to selected use cases.

o Actively engage with the quantum ecosystem
Build relationships with technology providers, academic institutions, startups, and industry peers.
Participate in dedicated events, industry consortia, and collaborative initiatives to keep pace
with the evolving quantum landscape, foster an innovation culture, accelerate capability building,
and access scarce expertise.

° Establish mechanisms to monitor emerging developments
Maintain a structured view of technological, regulatory, market, and ecosystem developments
to identify relevant opportunities, risks, and strategic implications early.
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Security and Quantum Resilience

Establish and maintain a cryptographic inventory and assess quantum-related risks

Identify cryptographic assets and dependencies to understand exposure to quantum threats and
inform prioritization. Progressively evolve the initial cryptographic inventory into a comprehensive
and continuously maintained asset that supports detailed quantum risk assessments and monitoring.

Develop a roadmap for the transition to PQC and cryptographic agility

Establish a multi-year transition plan with measurable milestones, aligned with the organization's
strategy and informed by the cryptographic inventory and quantum risk assessments. Prioritize
migration activities based on criticality and implementation dependencies. FINMA recommends
that supervised institutions develop a PQC roadmap by mid-2027 at the latest!"?”" and underscores
the importance of cryptographic agility. The need to support crypto-agility is likewise emphasized
in several international initiatives and publications, including the coordinated implementation
roadmap for EU Member States '/, the PQC Migration Handbook "?®, and a recent report by the
G7 central banks "4,

Monitor developments in quantum key distribution and related technologies

Evaluate potential use cases where QKD may provide additional security benefits, taking into
account regulatory and technological developments, implementation and security requirements,
and infrastructure dependencies. Participation in pilot projects can help provide practical insights
and support informed decision-making.

Quantum Technology Adoption and Insurance Innovation

Identify and prioritize promising quantum use cases

Assess potential applications of quantum technologies across the insurance value chain and the
organization's existing processes. Prioritize opportunities based on business relevance, expected
value, technical feasibility, data availability, and implementation requirements.

Explore and validate prioritized quantum applications

Actively investigate opportunities through proofs of concept and pilot projects, leveraging simulations
and experiments on available classical and quantum platforms, in line with the organization’s
broader R&D and innovation strategy. Such initiatives can help build practical expertise, assess
technical feasibility, benchmark performance against existing approaches, validate expected
benefits, and prepare for future integration into business processes, data pipelines, and internal
control systems.

Assess the implications of the quantum era for insurance products and services

Establish dedicated working groups to evaluate how guantum technologies may affect insurance
and reinsurance products, underwriting, pricing, and risk transfer mechanisms. For example,
insurers may need to assess how cyber insurance coverage and policy conditions should evolve
in response to emerging quantum-related risks and PQC transition expectations (e.g., implications
if a company delays its PQC migration). As risk carriers, insurers and reinsurers play an important
role not only in providing coverage for emerging risks, but also in incentivizing effective risk
mitigation measures and strengthening resilience across industries.
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“The real-world value of quantum computing applications
will depend on how well they integrate with
surrounding processes, modeling frameworks,
internal controls, regulatory requirements, data pipelines,
and business timelines.

As insurers and reinsurers face constraints that extend
well beyond computational power, they should not treat
use case development as a standalone innovation project.

The most successful quantum initiatives will likely be
those designed from day one with the broader operating
environment in mind.”

Christoph Kloeffel
Quantum Technology Lead,
KPMG Switzerland



Outlook

The quantum era will not be shaped by technology alone, but also
by how effectively stakeholders across the ecosystem work together.
As guantum technologies continue to evolve, collaboration,
knowledge sharing, and coordinated action can help strengthen
resilience and accelerate innovation. For the insurance industry, the
years ahead are likely to be both demanding and defining, offering
new possibilities while requiring careful preparation.
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@ Enteringthe quantumera

As discussed throughout this report, quantum technologies
have transformative potential for the insurance industry while
also creating new risks that organizations must address.
Although the pace and ultimate impact of future developments
remain uncertain, recent progress has underscored the
need for insurers and reinsurers to pursue quantum readiness.

Organizations across the insurance industry are approaching
this journey from different starting points. While some have
already been actively exploring quantum technologies,
assessing potential use cases, and implementing quantum

resilience initiatives, others are at an earlier stage. The path
toward quantum readiness will vary across organizations
and functions, reflecting different strategic priorities, business
needs, and operating environments. Nevertheless, many
foundational priorities are shared across the industry and
provide opportunities for organizations to learn from one
another and advance collectively.

Cooperation across industry, academia, technology providers,
regulators, and other stakeholders can accelerate progress,
foster innovation, and help insurers and reinsurers navigate
the evolving quantum ecosystem. An exciting and challenging
period lies ahead. Organizations that start early and take
meaningful steps today will be best positioned to build
resilience, maintain trust, and strengthen competitiveness
in the quantum era.
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® Lloyd's perspective ondevelopments
since the 2021report,

Innovation, and the future of insurance

We spoke with Dawn Miller, Chief Commercial Officer of Lloyd's
and CEO of Lloyd's Americas, whose responsibilities include

market development, regulatory engagement, strategic partnerships
and innovation across Lloyd’s global network.




Ben Harris [left]
Head of Commercial & Speciality and
Lloyd’'s Relationship Lead, KPMG UK

Dawn Miller [right]
Chief Commercial Officer, Lloyd's
CEOQO, Lloyd's Americas

Ben Harris Looking back at Lloyd's 2021 report on
the impacts of quantum computing on insurance,
which developments since then stand out to you?

Dawn Miller What stands out most is that quantum computing
has moved from being a long-term, theoretical topic to a
practical resilience issue that insurers have the opportunity
to address today, with a clear focus on driving meaningful
impact at scale.

Lloyd’'s 2021 report highlighted both the opportunities and
the cyber security risks associated with quantum computing.
Since then, progress in quantum hardware, error correction
and technology roadmaps has made those developments
feel much more tangible and immediate.

For insurers, the opportunity is not only the potential to
improve areas such as risk modeling, optimization and fraud
detection. We also need to be cleareyed about the resilience
implications. As the white paper highlights, organizations
should already be preparing for risks such as “harvest now,
decrypt later” attacks by understanding their cryptographic
exposure, assessing quantum-related risks and planning
their transition to post-quantum security.

At its heart, this is about trust. Insurance depends on
confidence in the systems, data and relationships that
underpin our industry. As technology evolves, maintaining
that trust must remain a priority.

Insurance Insights
Outlook

Reflecting on your experience, including work
with the Lloyd's Lab and the Lloyd's Academy,
what broader lessons can the insurance industry
draw from preparing for emerging technologies
such as quantum computing?

One of the most important lessons is that preparation needs
to begin before technology reaches maturity. Emerging
technologies rarely arrive as a single disruptive moment.
More often, they develop gradually, creating opportunities
and risks long before widespread adoption. The organizations
that are best positioned tend to be those that build
understanding early, test assumptions and develop capability
in advance. The Lloyd’s Lab was created to foster exactly
that kind of collaboration, bringing together innovation and
market expertise to develop and explore new solutions.

A second lesson is the value of structured experimentation.
Through programs such as the Accelerator, ICX and Lab
Discovery, the Lab helps organizations test ideas,

validate solutions, identify practical applications and consider
how successful ideas can be scaled. Parsyl is a good example
of that journey; after joining the inaugural Lloyd's Lab cohort
in 2018, it established Syndicate 1796 as a Syndicate-in-a-Box
in 2021, providing a framework to test and prove its model,
and has now received in-principle approval to transition to a
full Lloyd's syndicate.

The third lesson is the importance of building capability early.
As the white paper highlights, that includes governance,
executive ownership, quantum literacy, specialist expertise
and active engagement with the wider ecosystem. The Lloyd's
Academy supports that by helping insurance professionals
build the knowledge and confidence needed to navigate
emerging risks and technologies.

The question is not whether technology will continue to
change our industry. It is how prepared we are to respond
to those changes with discipline, confidence and a clear
understanding of the risks involved.
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“At its heart, quantum resilience
is about trust.”

Dawn Miller




Insurance Insights
Outlook

“Innovation is strongest when different parts of the market

contribute different strengths.”

Dawn Miller

How can insurers and reinsurers balance peer
collaboration on innovative solutions with
competitive considerations such as the develop-
ment and protection of intellectual property?

The principle is straightforward: collaborate where the
industry faces shared challenges, but compete on how those
challenges are addressed.

We see that through Lloyd's Lab, which provides an
environment where market participants can test ideas, share
insights and explore new solutions together, reducing the cost
and risk of innovation for individual firms.

That distinction is particularly important when we think about
quantum computing. As the white paper highlights, building
awareness, developing standards, strengthening resilience
and understanding emerging risks are challenges that benefit
from collaboration across insurers, technology providers,
academia and regulators.

At the same time, firms will continue to differentiate
themselves through their underwriting expertise, product
innovation, proprietary data, technology capabilities and
client service. That approach can strengthen the market,
while allowing organizations to compete on the value they
create for their customers.

How do you see the roles of large and small
insurers and reinsurers evolving to drive innovation,
and how might company size or other
characteristics influence opportunities to shape
the future of quantum in insurance?

Innovation is strongest when different parts of the market
contribute different strengths.

Large insurers and reinsurers bring scale, capital, data and
operational capability, while smaller insurers, MGAs,
coverholders and start-ups often bring agility, specialist
expertise and fresh thinking. The Lloyd’s Lab helps bring those
groups together, connecting innovators with market experts
to test and refine solutions.

Quantum computing is likely to follow a similar pattern, it will
remain a specialist technology for selected use cases, and
success will depend on combining broad market awareness
with deeper expertise in specific areas. Smaller firms may
lead in developing innovative tools and services, while larger
organizations may help drive adoption through their scale,
resources and market influence.

This is where the Lloyd's market is particularly well placed
through its ability to make innovation accessible to firms of
all sizes. Through the Lloyd’s Lab, organizations can access
expertise, develop promising ideas and support their wider
adoption, helping the whole market prepare more effectively
for future opportunities and risks.
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“lnnovation is not an end in itself.

Its value lies in helping us understand risk more clearly,

make better decisions and strengthen resilience.”

What skills, capabilities, and mindsets will be most
important for insurance professionals in the
years ahead, and what can their companies do to
support their development?

The skills that will matter most are adaptability, commercial
judgement and the ability to translate new ideas into practical
outcomes.

As technology, risk and customer expectations continue to
evolve, insurance professionals will need a combination of
technical understanding, business insight and strong
collaboration skills. Alongside that they must bring curiosity,
continuous learning and a willingness to embrace change.

For organizations, the priority should be continued investment
in people. That means creating opportunities for learning,
encouraging cross-functional collaboration and exposing teams
to emerging risks, technologies and customer challenges.

The Lloyd’s Academy supports this by helping insurance
professionals build expertise, strengthen networks and apply
their learning to the challenges clients face.

Ultimately, resilience is not only about systems and technology.
Itis also about people. The organizations that invest in capability
today will be best positioned to navigate the opportunities and
challenges ahead.

Dawn Miller

Looking ahead, what is your vision for innovation
and the future of the insurance industry?

| believe the future of insurance should be defined by
resilience, relevance and responsible innovation.

At the heart of Lloyd’s strategy is a simple ambition: we
bring together the world's leading risk takers to advance
global progress. That is supported by a focus on underwriting
excellence, marketplace efficiency, capital strength and
maintaining a market that continues to attract the best talent
and ideas.

Quantum computing is just one example of the broader
opportunities and challenges facing our industry. It reinforces
the need to anticipate emerging risks, invest in new capabilities
and bring together expertise from across insurance, technology,
academia and government.

Innovation is not an end in itself. Its value lies in helping
us understand risk more clearly, make better decisions
and strengthen resilience for customers, businesses and
communities.

The priority is to use innovation responsibly, combining new
technology with human expertise to ensure our industry
remains trusted, relevant and able to support progress for
generations to come.
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