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Webinar topic and speakers:

Should we still worry about fraud?

We explore whether fraud is still a risk we need to worry about. We
will discuss recent fraud trends, methods of identification, the benefits
of whistleblowing and the perils of not taking reports seriously.
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Perceptions of fraud today

KPMG
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Many companies today operate under the assumption that
advancements in technology, controls and security
measures have significantly reduced the risk of fraud,
leading them to believe they no longer need to prioritise
fraud detection or prevention as part of their strategic plans.

However, real life experiences reveal a different narrative.
Fraud schemes have evolved, become more sophisticated
and adaptative, often outpacing the measures to combat
them.

Consequently, companies that underestimate this threat
may find themselves vulnerable.
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What does fraudlook like inan organisation?

In 2024, the Association of Certified Fraud Examiners produced its Report to the Nations, a study
conducted on the costs and effects of occupational fraud. This report highlighted the following:

Fraud Schemes

ACFE describe that occupational fraud schemes fall
into three primary categories; asset misappropriation,
corruption and financial statement fraud.

@
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Asset
Misappropriation is
the most common form
of occupational fraud,
occurring in 89% of
cases with a median
loss of $120,000.

89%

Corruption

Almost half of all reported cases
include Corruption. The median
losses in these cases was
$200,000.

48%

£
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Common occupational fraud schemes infinancial services

Conflicts of interest Payment tampering
When sales or purchases are made to Short term in nature as it involves
individuals or companies connected to intercepting payment instructions

employees. and changing them.

Billing
Fake vendors set up in the finance

systems and fake invoices
submitted for payment.

Cash and asset theft

Recent cases we have seen have
involved collusion with third parties
when employees have side projects.

Expense reimbursements Payroll

Fake expenses — it still happens! Ghost employees set up on the
payroll system.




External threats that are relevant for all companies

Agents and third-party suppliers

False or inflated invoices from third
parties designed to extract funds from
a company.

Agents or
third-party
suppliers

Cyber

Business threats
partners

Purported business partners

Potential investments coming from
overseas locations where false
information given and, in some
cases, clearly false supporting
documents provided.

Cyber threats

In addition to anonymous
hacking, we have direct
contact from hackers
impersonating clients or
senior members of the
organisation to extract funds
or information.
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Fraud Detection
Prevention
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Proactive measures to prevent fraud

Open communication
Creating channels for employees and clients to report suspicions.as, according to the

Association of Certified Fraud Examiners study, 43% of all frauds are identified through tips.

Strong internal controls
Establishing clear policies, procedures and control environment that is regularly tested through

audits and compliance checks.

Training and awareness
Regular training programmes on fraud detection and prevention create an environment that

encourages employees to be alert to fraud risks.

Utilising technology
Using technology to support the internal control environment. For example, employing advanced

analytics to monitor data and detect anomalies in transactions.

Culture of integrity
Culture helps reduce the risk of a fraudster rationalising their actions because they have seen

other malpractice and think ‘everyone is doing it’.
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Takeaways from this Webinar

Internal controls

Internal controls are still
False important and disclosure
documentation channels for individuals to
. . raise concerns are a key
Ongoing issue We are seeing an aspect of this.

increased trend in the
falsification of documents
to enable fraud.

Fraud remains an ongoing
issue requiring continued
focus across the
organisation.
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Be sceptical

Everyone needs to be vigilant for

both internal and external threats.

Internal controls are often
compromised because we do
things for colleagues we trust.
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