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INTRODUCTION

On 19 November 2025, the European Union introduced the Digital Omnibus (“the Omnibus”),
a landmark initiative designed to simplify and harmonise Europe’s digital regulatory
framework. This development represents a strategic turning point for firms seeking to
accelerate digital transformation and unlock innovation powered by artificial intelligence
(“Al”). The Omnibus consolidates and modernises several cornerstone regulations, including
the Artificial Intelligence Act (“Al Act”), the European Data Act, the General Data Protection
Regulation (“GDPR"”), the Network and Information Systems Directive (“NIS2"”) and the Digital
Operational Resilience Act (“DORA”) and aligns with principles under the ePrivacy Regulation.
By bringing these frameworks together, the objective of the Omnibus is to reduce regulatory
fragmentation, streamline compliance obligations and creates a more agile environment for
responsible technology adoption.

Strategic Context: The Competitive Compass
and ESG Parallels

The European Union's Competitive Compass sets
a strategic direction for regulatory simplification
and sustainable growth across the Single Market.
As the flagship initiative under this agenda, the
Omnibus mirrors the objectives of Environmental,
Social and Governance ("ESG") frameworks

by harmonising and streamlining sustainability
reporting and due diligence requirements. Central
to the Competitive Compass is the commitment
to reduce administrative burdens by at least

25% percent for all companies and 35% percent
for small and medium-sized enterprises. This
ambitious target is designed to unlock innovation,
support responsible business practices and

drive cost efficiencies by cutting bureaucracy.
The Omnibus Regulation positions compliance

as a competitive advantage, enabling firms to
reallocate resources from routine regulatory tasks
to growth and transformation initiatives, and
reinforcing Europe’s leadership in the digital and
sustainable economy.

Creating amore agile
environment for responsible
technology adoption
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Summary of Key Regulatory Changes:

Artificial Intelligence Act

The Omnibus introduces a new legal basis for processing sensitive data
specifically for the purpose of bias detection. This change enables firms to

build fairer and more transparent Al systems. In addition, the Omnibus extends
compliance privileges to Small Mid-Cap firms, thereby reducing barriers for mid-
sized firms and supporting responsible innovation. These developments mark a
shift from reactive compliance to proactive governance, empowering firms to
embed ethical Al principles throughout their development lifecycle.

European Data Act

The Omnibus aims to establish a single reporting point for incidents that span
GDPR, NIS2 and DORA. This approach simplifies regulatory interactions and
reduces duplication of effort. Furthermore, the Omnibus clarifies the rules
regarding data sharing for connected devices and smart technologies, as well

as the use of smart contracts. These clarifications unlock new opportunities for
interoperability and support the creation of connected digital ecosystems, which
are particularly significant for firms seeking to monetise data assets and develop
innovative digital services.

General Data Protection Regulation

The definition of personal data has been narrowed under the Omnibus, with
clearer guidance provided on the process of pseudonymisation. The introduction
of a new lawful basis for the development and operation of Al solutions gives
firms greater flexibility to experiment and deploy Al technologies without
compromising privacy. These updates strike a balance between fostering
innovation and maintaining robust data protection, reinforcing Europe'’s
commitment to ethical technology.

Network and Information Systems Directive and Digital Operational
Resilience Act

The Omnibus centralises incident reporting through the European Union Agency
for Cybersecurity ("ENISA”") portal. This centralisation streamlines compliance
processes and strengthens organisational resilience. As a result, firms are

better positioned to integrate cybersecurity into their broader digital strategies,
reducing operational risk and improving response times in the event of a security
breach.

ePrivacy Regulation: Cookies and Consent Rules

The Omnibus moves towards the adoption of automated consent signals,
which are designed to reduce “consent fatigue” among users and improve the
overall digital experience. This change enhances trust and transparency, both of
which are critical for sustaining positive customer relationships in a data-driven
economy.

Collectively, these regulatory updates reflect the EU’s ambition, articulated in
the Competitive Compass, to reduce administrative burdens and foster a more
sustainable, innovation-friendly environment. The Omnibus’s harmonisation of
reporting and due diligence requirements mirrors ESG frameworks, encouraging
firms to integrate sustainability and governance into their core operations.
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Strategic Implications

Opportunities:

Streamlined compliance reduces administrative burden, particularly for mid-sized firms.
Resource reallocation from routine regulatory tasks to innovation and growth initiatives.

Enhanced flexibility for Al development, enabling experimentation with machine learning,
automation, and analytics.

Integration of compliance into transformation strategies, converting regulatory
investments into business value and strengthening customer trust.

Compliance becomes a competitive advantage, rather than a constraint.

Alignment with ESG and Competitive Compass goals by embedding ESG principles and
responding to the Competitive Compass'’s call for simplification.

Risks:

Potential rollback of privacy protections could lead to reputational harm and regulatory
penalties.

Heightened scrutiny around bias detection and data governance demands fairness,
transparency, and accountability.

Failure to adopt robust frameworks for data management and ethical oversight may result in
legal challenges or negative public perception.
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Digital TransformationLens

The Omnibus should be viewed as a catalyst for innovation, not just a compliance requirement. By aligning
regulatory obligations with emerging technologies, firms can unlock new sources of value and drive sustainable
growth. Key areas where firms can leverage the Omnibus to accelerate transformation include:

Embedding Al into core operations for Leveraging clarified rules on connected

predictive analytics, automation and devices and smart contracts to accelerate

generative Al; data monetisation;

Strengthening stakeholder trust through Leveraging clarified rules on connected
m transparency, bias detection and privacy- devices and smart contracts to accelerate

by-design; data monetisation;

Review and modernise Update Al development Prepare for centralised Align compliance

data governance protocols for lawful cybersecurity reporting programmes with

frameworks. processing and bias via ENISA workflows. digital transformation
detection. roadmaps.
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How KPMG Gan Help

KPMG delivers practical, end-to-end support to help you navigate the Omnibus and
transform regulatory change into a strategic advantage. Our multidisciplinary team
blends regulatory insight, technology expertise and transformation experience to deliver
sustainable results.

We can benchmark your current compliance landscape against the Omnibus requirements,
pinpoint critical gaps and provide a prioritised roadmap for action, enabling you to move quickly and
confidently.

ld

We can design and implement frameworks that ensure ethical Al, effective data management and
proactive bias detection, empowering responsible innovation and building stakeholder trust.

We can streamline your reporting, monitoring, and incident management across the Al Act, the
European Data Act, GDPR, NIS2, DORA and the ePrivacy Regulation, reducing duplication and
ensuring a unified, efficient approach to compliance.
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We can enhance your cyber risk posture by implementing centralised reporting, advanced threat
detection and rapid response protocols, protecting your business and supporting operational
continuity.
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Callto Action

The Omnibus represents a
turning point for Europe’s
digital economy. It is more
than a compliance exercise,

it is an opportunity to future-
proof your business and lead
in the Al-driven era. Connect
with KPMG today to explore
how we can help you navigate

these changes and unlock
sustainable growth.
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