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Background

A new strain of a large-scale phishing campaign has been discovered that uses adversary-in-the-middle (AiTM) tactics
capable of bypassing MFA and multiple evasion measures. The campaign is specifically for business end users that use
Microsoft's email services. FinTech, lending, insurance, energy, and manufacturing are just a few of the key industrial
sectors being targeted in countries like the United States, the United Kingdom, New Zealand, and Australia.

Most phishing attempts begin with an email with a malicious link sent to the victim. In some cases, the malicious URLs
were provided directly in the email body; in others, the link was placed within the HTML file attached to the email.
Instead of including the actual phishing URL in the email, the attacker would include links to the ultimate phishing page
URL, which used a variety of redirection tactics. The domain names featured words related to "password reset" and
"password expiration" reminders. Hence, the theme of the accompanying phishing emails was also related to password
reset reminders.

Legitimate online code editing platforms such as CodeSandbox and Glitch are abused to extend the campaign's shelf
life. Another URL redirection strategy was discovered using Open Redirect on sites managed by Google Ads and
Snapchat. The threat actor uses cloaking and browser fingerprinting techniques to avoid automated URL analysis tools.
On all the phishing sites, the attacker employs client fingerprinting technology immediately after the page is accessed.

Unlike classic credential phishing kits, AiTM phishing assaults complete the authentication process with the real mail
provider's server (example: Microsoft). They accomplish this by serving as a MiTM proxy and relaying all
communication between the client (victim) and the server (mail provider). All sophisticated AiTM kits have one thing in
common: they act as a proxy between the victim and the target site. The kits intercept the HTML material received
from Microsoft servers and modify it in various ways before passing it back to the victim to ensure the phishing
operation works. One thing the kits must do is replace any links to Microsoft domains with comparable connections to
the phishing domain, ensuring that the victim communicates with the phishing site throughout the phishing session.

In an example, the attacker entered into an account eight minutes after the credentials were delivered to the attacker's
server. It is vital to notice that the attacker logged into the account from a different IP address (not the IP address of
the phishing domain). The 8-minute delay in post-compromise activities suggests that the threat actor is manually
entering into the account.
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Business email compromise (BEC) is one of the most serious threats that businesses must guard against. Although
security measures like multi-factor authentication (MFA) give an extra degree of security, they should not be viewed as
a solution for phishing protection. Threat actors are seen avoiding both classic and sophisticated security measures by
employing advanced phishing kits (AiTM) and deft evasion strategies.

MITRE ATT&CK Tactics

Initial Access, Defense Evasion and Exfiltration.

Indicators of Compromise
Please refer to the attached sheet for IOCs.

Recommendations

* Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

* Validate the IOCs attached and implement the detection & prevention accordingly.

* Refrain from opening untrusted links and email attachments without verifying their authenticity.

* Educate employees on how to protect themselves from the ongoing phishing campaigns and techniques.
* Protect employee accounts by configuring multi-factor authentication.

* Implement network segmentation to limit or block lateral movement. Follow multilayered defense solutions and
active monitoring to detect and thwart threats.

* Use endpoint detection and response systems that can detect and remediate suspicious activity automatically.
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