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Background

A new phishing technique employed by threat actors to target customers of Indian banks using preview domains from
hosting provider Hostinger has been identified. Its preview domain feature is abused to host phishing sites. Campaigns
are hosted on phishing domains and are distributed via text, email, and social media. It uses Hostinger's domain
preview tool to avoid discovery. Threat actors are distributing phishing URLs using this functionality throughout the
DNS Zone Propagation period.

The Hostinger preview URL structure is domain-tld.preview-domain.com, and the preview domain URLs are
momentary mirrors of their root domains. The activation of a new hosting order includes the automatic activation of a
preview website feature. The preview URLs are accessible for 120 hours following account creation. The DNS Zone
Propagation time, which for Hostinger lasts between 12 and 24 hours, is the interval from the time a domain is
registered until it becomes publicly accessible. As compensation for this time, Hostinger offers the domain preview
service, which enables users to create and publish their websites on the internet.

Fig1. Malicious domain hosted at Hostinger

The preview feature allows site access before it is made available globally. It allows you to browse website content
without a domain (but after creating an account and adding a domain to host a website). This window of opportunity,
as well as the preview domain capability, is used by the actor to distribute phishing URLs and campaigns. Threat actors
have launched operations on a regular basis to deceive Indian banking customers, resulting in a loss of revenue and
reputation for the impersonated firms. Victims' PII and banking information could be used in additional social
engineering scams and identity theft.

Threat actors have launched operations on a regular basis to deceive Indian banking customers, resulting in a loss of
revenue and reputation for the impersonated firms. Victims' PII and banking information could be used in additional
social engineering scams and identity theft.
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MITRE ATT&CK Tactics

Initial access, Defense Evasion and Exfiltration.

Indicators of Compromise *

Please refer to the attached sheet for IOCs

Recommendations

• Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

• Validate the IOCs attached and implement the detection & prevention accordingly.

• Deploy measures to identify and take down copy-cat domains. Monitor previously taken down malicious domains.

• Refrain from opening untrusted links and email attachments without verifying their authenticity.

• Educate employees on how to protect themselves from the ongoing phishing threats.

• Implement network segmentation to limit or block lateral movement. Follow multilayered defense solutions and
active monitoring to detect and thwart threats.

• Use endpoint detection and response systems that can detect and remediate suspicious activity automatically.
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In case of a Security Incident, please report to IN-FM KPMG SOC.

For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176 471 471
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Domain

kycfrakyu-online[.]preview-domain[.]com 

bankweb-de[.]preview-domain[.]com

kyc451[.]preview-domain[.]com 

kycsupports-online[.]preview-domain[.]com 

kycsbi-in-net[.]preview-domain[.]com 

kycuserks-online[.]preview-domain[.]com 

kycsbio-in-net[.]preview-domain[.]com 

kycsbiko-com[.]preview-domain[.]com 

kycski-online[.]preview-domain[.]com 

kycsky-online[.]preview-domain[.]com 

kyccsbii-online[.]preview-domain[.]com 

kycsbbiyono-com[.]preview-domain[.]com 

kyccsbii-com[.]preview-domain[.]com 

bankweb-de[.]preview-domain[.]com

bankapp-de[.]preview-domain[.]com

bankstatements-com-au[.]preview-domain[.]com

bankingonlinebpmclient-com[.]preview-domain[.]com

bankingn26-com[.]preview-domain[.]com

bankasol-xyz[.]preview-domain[.]com

bankofamerica-upadteonline-com[.]preview-domain[.]com

bank0famerica-verification-com[.]preview-domain[.]com

Bank0famirecasurfacehelp-com[.]preview-domain[.]com

kycskii-com[.]preview-domain[.]com

kyccsbbiko-com[.]preview-domain[.]com
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