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Background

A new Windows malware was leveraged in a widespread series of attacks to backdoor government organizations and
enterprises. The campaign is linked to the Chinese APT organization TA428, which is known for targeting businesses in
Asia and Eastern Europe and focusing on information theft and espionage. Threat actors were able to successfully
infiltrate the networks of multiple targets and seize control of their entire IT infrastructure by exploiting systems used
to administer security solutions. According to the evidence acquired throughout the investigation, the aim of this series
of attacks was cyberespionage.

The attackers gain access to the enterprise network by using customized phishing emails for each organization. Some of
these emails contain information that is specific to the company under assault and is not available to the broader
public. This could imply that the attackers planned ahead of time (they may have obtained the information from earlier
attacks on the same organization or its employees, or other organizations or individuals associated with the victim
organization).

The Microsoft Word attachments in the phishing emails contain malicious code that exploits the CVE-2017-11882
vulnerability. Without further user interaction, the vulnerability allows an attacker to execute arbitrary code (in the
attacks examined, the core module of the PortDoor malware). In the most recent series of attacks, the attackers used
six unique backdoors at the same time, most likely to establish backup communication channels with infected PCs in
case one of the malicious applications was identified and deleted by security software. Backdoors provide complete
capabilities for administering infected computers and acquiring private data.

The Ladon hacking utility is the main lateral movement tool. It has password theft, network scanning, and vulnerability
search and exploitation capabilities. The attackers also make extensive use of the common tools included in the
Windows operating system. The last phase of the attack entails taking over the domain controller and managing every
workstation and server in the organization. Following the acquisition of domain administrator access, the attackers
search for and exfiltrate documents and other files containing sensitive data from the targeted organization to servers
in other countries, which are also employed as C&C servers.

The attackers compressed the stolen data into password-protected and encrypted ZIP archives. After retrieving the
collected data, the C&C servers sent the acquired archives to a stage two server in China. The attackers heavily used
process hollowing and DLL hijacking tactics to prevent security tools from detecting the infection. According to the
evidence gathered, the attacks are very likely the work of a Chinese-speaking organization. Given that this is not the
first strike in the campaign and that they have had some success, the attackers may carry out similar strikes in the
future. To successfully defend against such attacks, commercial and public institutions need have substantial
precautions.
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MITRE ATT&CK Tactics

Reconnaissance, Initial Access, Execution, Defense Evasion, Lateral Movement, Command and Control and Exfiltration.

Indicators of Compromise *

Please refer to the attached sheet for 10Cs.

Recommendations

. Check with your existing AV/EDR vendor to validate the detection scope of identified samples. Validate the 10Cs
attached and implement the detection & prevention accordingly.

. Ensure patches are applied for CVE-2017-11882, aka "Microsoft Office Memory Corruption Vulnerability."

. Make certain that security software with support for centralized security policy management is installed on all
servers and workstations and keep the antivirus databases and program modules of your security solutions up-to-
date.

. Check that all security software components are enabled on all systems and that a policy is in place requiring the
administrator password to be entered in the event of attempts to disable protection.

. Check that the Active Directory policy includes restrictions on user attempts to log in to systems. Users should be
only allowed to log in to those systems which they need to access to perform their job responsibilities.

. Restrict network connections, including VPN, to the systems on the OT network; block connections on all those
ports the use of which is not required by the industrial process.
. Limit trust relationships between the organization’s domains and minimize the number of users with domain

administrator privileges.

. Train employees to securely work with internet resources and corporate communication channels such as email.
Focus on identifying phishing emails and on secure practices related to working with Microsoft Office documents.

. Avoid opening untrusted links and email attachments without first verifying their authenticity. Check the sender's
email address to confirm its legitimacy.

. Use accounts with local administrator and domain administrator privileges only when necessary to perform the
job.

. Restrict the ability of programs to gain SeDebugPrivilege privileges wherever possible.

. Enforce a password policy that has password complexity requirements and requires passwords to be changed

regularly.
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In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI.
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