
Raspberry Robin, first observed in September 2021 as a mere 
worm spread by USB drives has evolved into a popular malware 
distribution tool used by many threat actors including DEV-
0243, DEV-0950 to name a few. It targets companies of 
strategic importance in manufacturing, technology, oil and gas 
and  transportation sectors. Within the past month, it has 
spread to nearly 3,000 systems that are connected to almost 
1,000 different businesses.

Raspberry Robin infection starts with USB drives which contains 
malicious .LNK file disguised as a folder. The ‘.lnk’ file contains a link 
to invoke “cmd.exe” that reads and executes another malicious file 
from the infected USB. Further, “cmd.exe” is used to launch 
“msiexec.exe” with mixed case letters to download malicious payload 
hosted on compromised QNAP NAS devices which serve as their C2. 
Further, “Msiexec.exe” used to launch a legitimate system binary 
‘Fodhelper.exe’ to handle UAC bypass which in-turn spawns native 
signed binaries to run malicious code with higher privileges. 
Persistence is established by adding itself to RunOnce registry key 
every time the payload is launched. C2 connection is established by 
utilizing native processes like regsvr32 & dllhost32 processes without 
any command line arguments to initiate outbound connections to 
TOR nodes. Raspberry Robin has found its demand within threat 
groups deploying Clop, Evil Corp, IceID, Bumblebee, Dridex, etc.

It is imperative for organizations to monitor USB device connections 
and disable autorun feature on Windows. Also, policies around use 
of USB drives on endpoints should be developed and enforced. A 
sound awareness program and red team simulation to aid in overall 
training and protection from such threats must be adopted.

What should you do?

 Monitor Indicators of Compromise (IoCs) in your environment to 
identify anomalies.

 Ensure your Windows environment is patched to the brim and is 
protected with multi-factor authentication.

 Conduct a comprehensive, full spectrum, threat assessment 
exercise to uncover blind spots and improvement areas.
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Our machine ingestible feeds and analysis are the result of automated, 
sensor-based intelligence metrics with dedicated, expert insights of 
each threat to provide you the appropriate context on a timely basis in 
industry standard formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry partners and 
independent research for additional context. The intelligence obtained 
is then curated from strategic, tactical and operational perspective to 
give you a wide-ranging view of cyber threats.

We also assist you with our renowned cyber incident response and 
threat hunting services in case you identify an active threat in your 
environment.
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Indicators of Compromise: IP Addresses

77.3.29[.]5 95.112.26[.]67
46.11.6[.]104 95.112.99[.]68
47.62.21[.]60 95.88.31[.]182
77.0.14[.]225 37.223.74[.]108
77.0.54[.]234 77.102.161[.]76
77.0.76[.]210 77.222.169[.]40
77.28.25[.]25 77.227.156[.]97
77.28.30[.]58 77.237.29[.]198
77.28.30[.]92 77.92.212[.]109
77.33.92[.]10 77.99.129[.]181
77.49.34[.]67 78.10.163[.]208
77.56.224[.]7 84.221.210[.]56
77.6.65[.]115 89.103.155[.]86
46.11.83[.]236 95.116.202[.]95
46.11.88[.]157 95.116.84[.]233
46.11.88[.]251 95.88.112[.]237
46.217.252[.]5 179.60.150[.]120
47.62.80[.]170 185.55.243[.]109
77.10.57[.]142 195.158.67[.]252
77.134.1[.]180 46.217.252[.]172
77.162.19[.]47 46.246.235[.]240
77.253.40[.]31 62.117.214[.]168
77.28.19[.]243 77.163.246[.]172
77.28.20[.]241 78.120.231[.]242
77.28.21[.]107 78.127.108[.]253
77.28.22[.]149 80.174.244[.]147
77.28.24[.]132 88.141.193[.]140
77.28.26[.]122 95.112.118[.]167
77.8.158[.]118 95.112.128[.]167
77.8.173[.]243 195.158.67[.]252 
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Indicators of Compromise: Hashes

e8f0d33109448f877a0e532b1a27131a
22531e030b05dbaafe9932b8779c73f6
6f5ea8383bc3bd07668a7d24fe9b0828
90e00d255fc9162080c02510e7e10ffa6b6ed995
bfcfa72ba5095fba108314c1c4deb5faed82ef4d
f2590890dee40225c5727f2ee50e8e8c8283a0f1
f0be02c32a05a653b75bfec845306bd7555042fa
b490bad317e2a5b14c143393f221829825b52fd0
98a9366ddc8a411bcedd6934322ef50e2f203215
7f157d69f981637e1275a670862c2ffa6b3571b3
0a290e597ec33194f95fbccda632b106c93dc28dIndicators of Compromise: Domains

t7[.]nz krrz[.]pm
c4z[.]pl l9b[.]org
f0[.]tel kjaj[.]top
p9[.]tel uoej[.]net
nzm[.]one cnsbi[.]mh
lwip[.]re qmpo[.]art
bpyo[.]in kglo[.]link
glnj[.]nl
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