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TPDD Red Flags & Goncerns Addressed

Third-party due diligence (TPDD) is a key driver of any
organization’s risk mitigation and third-party risk
management (TPRM) programme. TPDD ensures that a risk-
based approach is taken to vet third parties related to your
organisation — be it agents, vendors, distributors,
consultants, suppliers or business partners — all third
parties across the spectrum fall under the key
considerations of an effective TPDD programme.
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Our services help clients to assess third-party risks, such as legal, reputational and financial risks, as well as
regulatory, compliance and sanctions violations. We also help our clients identify negative news related to
third parties, and across a wide spectrum of sectors such as Retail, Manufacturing, Automotive, Financial
Services, Pharmaceuticals, Infrastructure, Banking, Mining, Oil & Gas and others. Our service is sector-
agnostic, however, due to our extensive experience of working with clients across the aforementioned
sectors, we have in-depth industry-focused experience, when it comes to conducting targeted due diligence.

5{3}3 What's driving the focus on third-party risk?

Regulatory requirements
Violations of laws and regulations

Questionable reputation and credentials of
third parties

Increasing reliance on third-parties, as well
as potential third-party related violations

Issues of fraud, regulatory non-compliance,
and unethical practices

Significant litigations

Poor financial standing, leading to financial
stress and insolvency

Poor experience with customers

Little public information on the third party
Counterfeiting and product piracy
Wrong ethical fit

Crime/terrorism links

Involvement in share allotment scams
Labour Issues

Environment, health, and safety issues

Intellectual property rights infringement.

Clients have used the KPMGinIndia's TPDD hub for*

Bankruptcy checks

Environmental, social and governance
integrity checks

Supply chain diligence
Anti-money laundering related due diligence

Background checks on parties identified
during diligence assignments

Research behind standalone counterparty
due diligence assignments

Non-profit organisations (ngo) and corporate
social responsibility (csr) focused
due diligence

Related party transactions/conflict of interest
checks for pre-merger/acquisitions and
stressed asset take overs

Senior management due diligence,
shareholders and ultimate beneficial owners’
due diligence and support during regulatory
investigations

Standalone sanctions and
compliance checks

Continuous monitoring of high-risk third
parties

Red flag checks
Political exposure checks
Business partner due diligence

Franchise due diligence.

*Our solutions can be customised based on client’s need, and type of third party involved.




The India TPDD Hub
25 TheTeam

and Credentials

80+ dedicated professionals in the
Third-Party Due Diligence team

500,000+ targets covered in due
diligence reports every year

Servicing 100+ clients with coverage
of 190+ countries.

‘ Customised and Regulation

D Specific Diligence

Diligence with a focus on Foreign
Corrupt Practices Act (FCPA), UK
Bribery Act (UKBA) across countries;
anti-corruption regulations with in-
depth knowledge on country specific
and industry specific regulators

Custom diligence projects to address
key questions and include specific
criteria such as ESG diligence, related
party transactions/conflict of interest
checks, regulatory-led diligences.

Sectoral Expertise and Industry
Specific Risk Knowledge

Extensive exposure to a wide range of
sectors and industries, with knowledge
on risks specific to each industry

Worked across sectors such as
Energy, Automotive, Financial
Services, Pharmaceuticals, Real
Estate, e-Commerce, Infrastructure,
Industrial Manufacturing, Retail,
Banking, Mining, Oil & Gas and
others.
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Multilingual
“ Gapabilities

» Wide experience on search in various
languages along with knowledge of
key local sources for various
jurisdictions

In-house language specialists for key
dialects such as Mandarin, German,
French, Spanish, Portuguese, Arabic,
Japanese and others.




KPMGinindia services and approach

Quick Screen/Basic Check

For large batches of third parties, deemed to
carry low risk. Includes checks on sanctions and
watch lists to check if the name features on
those, supplemented with media searches.

Standard Checks

For third parties deemed to carry moderate to
high risk. Includes a comprehensive public profile
of the third party and key individuals, detailed
negative media round up with focus on local
public records such as litigations and corporate
registries.

ResearchMethods

Sanctions and watch lists databases To
Business Databases
News/media Databases
Local litigation databases

Internet news flow

Discreet diligence procedures

KPMG subscribed databases.

identify:

Enhanced Checks

For third parties deemed to carry high risk. Apart
from standard checks coverage, includes
intelligence from consent-based reference checks
and site visits plus market sources, as
permissible in the jurisdiction.

Discreet Checks

For third parties deemed to be critical/high risk.
Apart from standard checks coverage, includes
discreetly gathering intelligence from market
sources on the overall background, reputation,
track record and integrity (in select jurisdictions).

Regulatory violations

Market reputation and credibility
Compliance information
Questionable business practices

Negative media coverage on issues such
as money laundering, bribery,
and corruption

Featuring on sanction and watch lists

Political associations (PEP) or any other
areas that may be of concern

Litigation history.




Our Key Differentiators - What makes us unique?

Expertise and Experience

One of the largest teams in India covering over
500,000 due diligence targets per year since
the last 15 years.

Global Reach
Coverage of 190+ countries — for remote
and unreachable countries, we also tap into
our KPMG network of member firms.

Comprehensive Due

Diligence Framework

Not restricted to one risk area-in-depth approach
of looking at everything right from legal
compliance to financial stability to reputation to
operational capabilities amongst others.
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Flexibility and Customisation
Tailor made solutions customised based
on client’s needs and the type of third
parties involved.

relying on a very reliable methodology.
Technology and Automation

n Extensive Coverage and
Reliable Methodology

Capabilities
In-house workflow and vendor lifecycle

Organisations relying only on data aggregators

get limited data and comfort — we offer extensive
coverage when it comes to assessing risk, by

management tools to ease the burden of

clients, and help maintain a proper

audit trail.



TPDD Use Gases - Client Stories

@ Global pharmaceutical and healthcare company — Third-Party
Risk Management (TPRM) service

Background

A multinational pharmaceutical and healthcare company, with presence
across the globe, approached KPMG in India, to provide an improved
managed service provision and achieve a transformed Third-Party Risk
Management (TPRM) service.

Approach

» Assisting the client in assessing 20,000 existing vendors across 18
risk domains and designing a new and transformed TPRM process.
Further, KPMG in India is assisting the client on:

a) Anti-Bribery and Corruption (ABAC) - the risk that third parties,
when acting for or on behalf of the client, may expose the client
to the risk of bribery and corruption; and

b) Sanctions screening - ensuring that the client takes all
reasonable steps to affirm that both the client and the third
parties are not breaching any sanction regimes, or export
controls regulations

Findings
With the help of above solutions, the client is able to enhance their
services provision, ensuring better vendor management and compliance.

This enabled the client to improve the risk mitigation, streamline
processes and strengthen global operations.

s Listed Telecommunications company in India — Third party
= due diligence on counterparties

Background

KPMG in India conducted due diligence for existing and potential
vendors/ partners, of an Indian listed telecommunications company, with
a focus on financial strength and stakeholders' interviews.

Approach

* In-depth public domain research was conducted to identify adverse
press, litigations, sanctions, and political influence of the partners/
vendors. The additional scope of work included financial
assessments of the counterparties.

» Discreet market intelligence diligence on partners/ vendors with high
profile / potential political connections was conducted, to understand
issues of reputation, track record and integrity.

Findings

With the help of above due diligence solutions, the client has been able
to ascertain the experience, credentials and reputation of the vendors/
partners (existing or prospective) to mitigate the risk of any adverse
business practices or credit default.




Multinational pharmaceutical company — distributor

due diligence

Background

An American multinational pharmaceutical corporation, with presence
across the globe, approached KPMG in India to conduct a global
review of its vendor relationships, with focus on compliance with
Foreign Corrupt Practices Act (FCPA) guidelines on due diligence
related to its distributors.

Approach

» Due diligence checks on potential partners in India with focus on
compliance with FCPA guidelines

» Specific focus on assessing the compliance procedures/practices
followed by the distributors

» High risk parties followed up with in-depth telephonic interviews.

Findings

Due diligence solutions helped clients to identify risks and take
appropriate measures. Instances of bribes being paid by distributors in
various healthcare institutions were identified and promptly highlighted
to the client.
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The information contained herein is of a general nature and is not intended to address the circumstances of any
particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future.
No one should act on such information without appropriate professional advice after a thorough examination of the
particular situation.

KPMG Assurance and Consulting Services LLP, Lodha Excelus, Apollo Mills Compound, NM Joshi Marg, Mahalaxmi,
Mumbai - 400 011 Phone: +91 22 3989 6000, Fax: +91 22 3983 6000.
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