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In boardrooms, reputational risk is often a 

focal point of discussion. However, the risks—

and even the strategic opportunities—

associated with social media remain widely 

underestimated. While often regarded as a 

personal domain, social media now wields 

significant influence over corporate 

governance, a frontier many boards are yet to 

fully explore.

In the digital age, where perception often 

shapes reality, directors, senior executives, 

and employees are no longer just guardians 

of internal conduct—they have become visible 

representatives of an organisation’s values. 

The line between personal expression and 

professional accountability is increasingly 

blurred. A single post, endorsement, or 

oversight on social platforms can quickly 

spiral into institutional repercussions.

Despite its powerful impact, many boards still 

treat social media as a peripheral issue, with 

some virtually ignoring it altogether. For 

governance to keep pace with modern 

communication, boards must confront this 

transformation. Achieving success demands a 

delicate balance: crafting robust frameworks 

to manage reputational risks while harnessing 

the strategic potential social media offers.



The hidden risk in the scroll
For directors, digital presence is no longer optional. 

Stakeholders today expect transparency, engagement, and 

thought leadership—not just from the organisation, but from 

its board as well. And this visibility brings with it a dual 

reality: greater influence, greater risk and perhaps a greater 

opportunity.

A director’s post can be perceived as a signal, stance, or 

reflection of corporate values. And in times of social or 

political sensitivity, even silence or neutrality can invite 

scrutiny. This is not just a personal reputational risk—it is 

a governance challenge with implications for all entities a 

director represents. Recent instances have demonstrated how 

a single viral incident, employee statement, misinformation 

campaign or an ill-advised corporate response can escalate 

into a crisis, significantly impacting a company’s reputation 

and market value.

Directors often serve on multiple boards making it vital for 

them to exercise caution in their online presence. A single 

ill-considered post or oversight can have far-reaching 

consequences, including reputational damage; erosion 

of stakeholder trust, legal repercussions, adverse media 

attention; and increased board scrutiny. 

Facilitating constructive engagement while mitigating these risks is particularly challenging due to a variety of factors:

Rise of AI-

generated 

content 

increases the 

risk of 

misleading 

narratives and 

reputational 

damage

Trolls, bots, and 

anonymous 

accounts can 

manipulate 

online discourse, 

making it 

difficult to 

distinguish 

genuine 

concerns from 

orchestrated 

attacks

Social media 
demands 

near-
instantaneous 
engagement, 

increasing 
the risk of 
missteps

Companies 

no longer 

control the 

full narrative. 

Employees, 

customers, 

competitors, 

and activists all 

shape public 

discourse

Accessibility 

and virality of 

social media 

require real-time 

monitoring and 

response 

mechanisms 

which could be 

difficult

Striking a 

balance between 

meaningful 

engagement 

without 

compromising 

sensitive 

business 

information or 

regulatory 

disclosures 

remains an 

ongoing 

challenge

A seemingly innocuous post or personal update can rapidly escalate into a 

boardroom-level crisis. The ripple effects of reputational damage are swift 

and profound. This raises a critical question: ‘Should boards steer clear of 

social media altogether?’



Boards must embrace and not avoid social media: Here’s why
Disengaging from social media is no longer an option for boards, as it continues to redefine the boundaries of governance. 

In an era where accountability unfolds increasingly in the public domain, ignoring social media provides no real safeguard. 

Despite its inherent risks, social media stands as a powerful strategic tool that progressive boards must learn to navigate 

with care and foresight. Social media offers strategic benefits that forward-thinking boards must acknowledge: 

Public 
engagement and 
transparency

Thought 
leadership

Talent 
attraction and 
culture signaling

Crisis 
management 
visibility

Strategic brand 
positioning and 
thought leadership

Directors can shape narratives, share 
insights, and build trust with stakeholders.

It allows directors to demonstrate expertise, 
support corporate values, and elevate 
governance themes.

Authentic and aligned digital presence 
can reflect organisational ethos

Real-time engagement, when done right, 
can support organisational response in 
volatile moments.

Well-managed social media strategies 
enhance corporate reputation by reinforcing 
commitments to values. Boards can help shape 
these narratives that reflect corporate resilience, 
ethical leadership, and long-term vision.

Recognising the 

strategic advantages 

that social media 

provides, it becomes 

imperative for boards to 

not only acknowledge 

its potential but also 

harness it effectively. 

This requires 

institutionaliising a 

robust governance 

framework—one that 

ensures directors 

engage meaningfully 

while safeguarding the 

organisation’s 

reputation, aligning with 

regulatory standards, 

and mitigating 

associated risks. Such a 

framework serves as the 

cornerstone for 

optimising social media 

engagement, paving the 

way for leading 

practices that empower 

boards to thrive in the 

digital landscape. 



Leading practices for boards
While day-to-day social media execution remains a management function, boards must set governance frameworks, ensure oversight, and strengthen organisational preparedness. Key areas of 

board involvement include: 

Establish a clear governance 
framework
Define acceptable digital conduct, 

representation norms, escalation 

procedures, and disciplinary 

consequences. Ensure alignment 

with corporate communications, 

investor relations, and regulatory 

expectations (e.g., SEBI).

Strengthen crisis 
preparedness and response
Create detailed escalation 

protocols with defined roles for 

legal, compliance, and leadership 

teams. Include platform verification 

measures, authenticity checks, and 

simulation-based crisis drills to 

assess readiness

Clarify roles, boundaries, 
and representation
Sensitise directors, senior 

executives, and employees 

that public perception may 

not distinguish personal 

opinions from institutional 

views. Provide guidance 

on disclaimers, content 

boundaries, and platform-

specific use.

Promote 
responsible and 
ethical digital 
engagement work
Encourage leaders 

to engage 

transparently and in 

line with corporate 

values. Monitor and 

manage statements 

related to financials, 

M&A, or market-

sensitive 

information to avoid 

regulatory breaches.

Cultivate strategic digital 
ambassadors
Identify and empower 

internal leaders and trusted 

external voices to shape 

narratives and restore brand 

credibility during crises.

Embed digital 
oversight into board 
processes
Include social media 

risk discussions in 

regular board agendas, 

training modules, and 

onboarding programs. 

Share case studies and 

updates on emerging 

threats and 

reputational incidents.



Response strategy during a social media mishap: The board’s role
In an era where social media can escalate crises in minutes, a poorly handled response can cause lasting reputational and 

financial damage. Boards must ensure their organisations are prepared to respond strategically, balancing transparency with 

restraint. In such cases, a structured approach is essential which includes:

Additionally, the below list of dos and don’ts can be referred by members:

Dos

• Ensure crisis preparedness and regular 

scenario planning through simulations

• Promote a ‘listen first’ approach before 

responding to gauge public reactions

• Respond swiftly but thoughtfully – hasty 

reactions can escalate crises further

• Align responses with corporate values

• Leverage leadership for credibility and 

communicating key messages

• Use the ‘3R’ framework for social media 

presence; Be respectful, relatable, and 

responsible.

Don’ts

• Don’t engage emotionally or react impulsively

• Don’t overlook silence as a strategy – In some 

cases, a measured pause can prevent 

unnecessary escalation

• Don’t issue conflicting messages and avoid 

reference to unverified facts

• Don’t ignore long-term implications of social 

media

• Don’t neglect post-crisis analysis to learn from 

mistakes

• Don’t ignore cultural and regional sensitivities.

Immediate 
internal 
notification

Inform the 

board chair 

or company 

secretary 

without delay.

Contextual 
clarification

Where 

appropriate, issue 

a clarification or 

correction to avoid 

further 

misinterpretation.

Legal and 
communication 
alignment

Work with the legal 

and corporate 

communications 

teams to manage 

public response.

Board review

Use the incident 

as a learning 

opportunity to review 

and strengthen 

board-level digital 

governance 

practices.



Key considerations to evaluate preparedness against social media mishaps

Has the board formally recognised social media 

as a governance and reputational risk?

Is there a defined governance framework outlining 

conduct expectations, platform use, and disciplinary 

consequences across levels?

Do we have a crisis plan with clear escalation 

paths involving legal, compliance, and 

leadership stakeholders?

Are monitoring tools in place to track 

sentiment, detect misinformation, and 

trigger timely responses?

Are we prepared to verify, and 

counter manipulated or misleading 

posts effectively?

Is there clarity on who speaks during a 

crisis—and the board’s oversight role in 

such scenarios?

Do we run simulations or tabletop exercises 

to test crisis readiness?

Are stakeholder-specific messaging protocols 

ready—for regulators, investors, employees, 

and customers?

Does the board receive periodic briefings on 

digital risk trends, compliance updates, and 

lessons from past events?
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