
BPFDoor is a highly stealthy and persistent Linux 

backdoor, believed to be linked to the threat group 

tracked as Earth Bluecrow, aka Red Menshen. First 

identified in July 2021, the malware leverages the 

Berkeley Packet Filter (BPF) to perform covert kernel-

level network monitoring and command execution, 

allowing it to effectively evade conventional detection 

methods. BPFDoor targets critical sectors such as 

government, telecommunications, education, and 

defense, with activity observed across Asia, the 

Middle East, and Africa, including South Korea, Hong 

Kong, Myanmar, Malaysia, and Egypt.

Initial access is gained by exploiting vulnerable Linux systems, 

often through compromised services or misconfigured servers. 

BPFDoor uses the Berkeley Packet Filter (BPF) to monitor 

network traffic directly from the kernel, filtering for specific 

"magic" packets that trigger its backdoor functionality. Operating 

without open ports, the malware remains invisible to traditional 

port scans and firewall detection. It responds only to specially 

crafted packets authenticated via a hardcoded key, supporting 

multiple protocols (TCP, UDP, ICMP) for flexible C2. Upon 

activation, a reverse shell is provided for interactive control, with 

commands executed directly in memory to avoid disk writes and 

minimize forensic evidence. Persistence is achieved through the 

manipulation of system services or startup scripts, allowing the 

backdoor to survive reboots. Detection is evaded by bypassing 

standard logging mechanisms and system utilities, and the 

malware can exfiltrate sensitive data such as credentials and 

system information through covert channels established via BPF. 

Additional stealth is achieved through process masquerading & 

memory-only execution, hindering detection by EDR solutions.

BPFDoor’s kernel-level stealth and covert communication 

capabilities underscore the importance of proactive monitoring, 

timely patching, and robust incident response.

What should you do?

▪ Monitor Indicators of Compromise (IoCs) in your environment 

to identify anomalies.

▪ Ensure your Windows environment is patched to the brim

and is protected with multi-factor authentication.

▪ Conduct a comprehensive, full spectrum, threat assessment 

exercise to uncover blind spots and improvement areas.

We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services

KPMG Cyber Threat Intelligence Platform is an 

industry defining, research-based capability for 

enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result

of automated, sensor-based intelligence metrics with 

dedicated, expert insights of each threat to provide you the 

appropriate context on a timely basis in industry standard 

formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry 

partners and independent research for additional context. The 

intelligence obtained is then curated from strategic, tactical and 

operational perspective to give you a wide-ranging view of 

cyber threats.

We also assist you with our renowned cyber incident response 

and threat hunting services in case you identify an active threat 

in your environment.

KPMG in India Cyber Response Hotline: 1800 2020 502
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