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Executive Summary
The Indian risk and regulatory environment continues to evolve at a 

rapid pace, influenced by both domestic reforms and global 

developments. Heightened supply chain vulnerabilities, particularly in 

technology-driven sectors, are reshaping operational models as 

businesses strive for resilience and agility.

On the international front, the recent shift in US tariff policies is adding 

further uncertainty to global trade dynamics. Indian businesses, 

particularly in manufacturing and technology-linked sectors, are 

recalibrating their strategies to navigate potential cost pressures, 

supply chain disruptions, and market access risks. Geopolitical 

tensions, including ongoing cross-border conflicts between India and 

Pakistan, also contribute to regional uncertainty, prompting businesses 

to account for potential instability in their risk frameworks.

Domestically, the regulatory landscape is becoming more 

sophisticated. The IRDAI’s transition towards a Risk-Based Capital 

framework, new cross-border data transfer obligations under the DPDP 

Act, and a rise in cybersecurity threats across the BFSI sector all point 

towards a risk environment that demands sharper governance and 

proactive compliance.

Regulatory bodies are simultaneously tightening compliance norms — 

strengthening expectations around disclosures, related party 

transactions, auditor oversight, and promoting ease of doing business.

In this evolving environment, organizations must balance operational 

adaptability, digital resilience, and compliance readiness to stay 

competitive and future-ready.

In this issue:
• Risk radar: Key trends and updates

• Featured article: Third-party risk management

• Risk landscape: Key developments

• Compliance corner: Key updates

• Curated insights: Our recent publications
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Risk radar: Trends and updates

Evolving global dynamics: Time to 
reassess supply chain resilience ?
Recent developments in global trade policies including 

revised tariff structures and shifting bilateral arrangements, 

are prompting businesses to take a closer look at cross-

border operations. While India remains well-positioned 

amid these changes, especially given its diversified trade 

relationships and growing manufacturing base, certain 

export-linked sectors may experience varying levels of 

impact.

Industries such as electronics, auto components, and 

textiles, which are part of global value chains, may need to 

recalibrate sourcing and distribution strategies in light of 

evolving trade flows and demand patterns. These shifts 

also present an opportunity: to strengthen domestic 

manufacturing capabilities and explore alternate markets 

for long-term resilience.

For boards and risk leaders, this is a timely moment to 

revisit assumptions around trade exposure, assess 

geopolitical and economic interdependencies, and align 

risk management approaches with a dynamic global 

landscape. By proactively adapting to external shifts, 

companies can position themselves for continued growth 

and agility.

With regulatory scrutiny 

intensifying and expectations 

around governance, risk 

management, and compliance 

evolving rapidly, organizations 

today are navigating a far more 

complex environment. 

In this context, we are pleased to 

share the second edition of our 

Risk and Compliance Update – a 

curated summary aimed at 

helping our readers stay ahead of 

key developments. This issue 

brings together insights on recent 

regulatory updates, enforcement 

trends, and leading practices to 

support informed and strategic 

decision-making. 

Geopolitical factors, including 

ongoing India-Pakistan cross-

border tensions, add to the 

region’s uncertainty, potentially 

influencing investor sentiment 

and business continuity planning. 

We hope you find this edition 

valuable and look forward to        

your feedback and              

suggestions for future         

issues.

Sector in the limelight
Technology

The technology sector continues to evolve rapidly, 

presenting both opportunities and regulatory 

challenges. With increased digitization and 

emerging technologies like AI and quantum 

computing, the sector is drawing significant 

regulatory attention. Some key recent 

developments include:

• MeitY releases draft Digital India Bill aimed at 

overhauling the IT Act, 2000, with a focus on 

data governance, platform accountability, and 

user rights. 

• CERT-In mandates enhanced incident reporting 

timelines and stricter compliance for data 

breach disclosures and cyber resilience 

measures

• Union Budget 2025 proposed incentives for 

deep tech, AI innovation hubs, and 

semiconductor manufacturing under the India 

Semiconductor Mission.

Risk radar
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In 2025, the risk landscape for 

financial institutions continues to 

evolve and is shaped by increased 

reliance on third parties, complex 

supply chains, and expanding 

outsourcing models. From IT vendors 

and fintech collaborators to 

outsourcing partners and data 

processors, third parties today play a 

critical role in service delivery. 

However, this interconnectedness 

also brings with it heightened 

exposure to risks such as data 

breaches, operational failures, 

regulatory non-compliance, and 

reputational damage.

Recognizing these concerns, 

regulators such as the RBI have 

sharpened their focus on third-party 

risk oversight. The RBI’s guidelines on 

outsourcing of IT services underscore 

the need for comprehensive due 

diligence, contractual safeguards, exit 

strategies, and ongoing risk 

monitoring. Institutions are now 

expected to establish formalised 

TPRM frameworks that are aligned 

with enterprise risk management and 

board-level governance.

Way forward
As third-party ecosystems expand, organizations must embed TPRM as a core component of their enterprise risk 

strategy. This involves moving beyond point-in-time vendor assessments to implementing continuous 

monitoring, tiered classification, and integrated oversight mechanisms. Institutions must also strengthen board-

level visibility, contractual safeguards, and contingency planning-particularly for critical outsourced services. 

Leveraging technology for automated due diligence, real-time alerts, and unified risk dashboards will be key to 

managing the complexity and scale of third-party relationships in today’s interconnected environment.

RBI’s  Guidelines 
on Outsourcing of 

IT Services

Effective from April 2025, these 

updated guidelines are built on 

the 2023 circular, introducing 

stricter mandates for 

organizations on data 

localization, cloud governance, 

and third-party concentration 

risk.

RBI emphasizes 
enhanced oversight 

for NBFCs

Implementation 
of the DPDP Act, 

2023

Emerging global 
benchmarks: 
DORA and OCC

In April 2025, the Deputy 

Governor urged NBFCs to 

bolster their internal controls 

and board-level oversight, 

particularly concerning 

liquidity and credit risks and 

ultimately highlighting the 

need for stronger third-party 

oversight.

The draft rules under the DPDP 

Act, mandate organizations to 

ensure that their third-party 

vendors comply with stringent 

data protection standards, 

including obtaining explicit 

consent for data processing 

and implementing security 

measures.

While not Indian regulations, 

global benchmarks like the 

Digital Operational Resilience 

Act (DORA) in the EU and the 

OCC’s TPRM Handbook in the 

U.S. are influencing Indian 

regulators, predicting 

increasing alignment.

Major regulatory and compliance updates
The rising imperative of Third-

Party risk management

Read more Read more Read more Read more

https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12486
https://www.rbi.org.in/Scripts/BS_SpeechesView.aspx?Id=1503
https://www.pib.gov.in/PressReleasePage.aspx?PRID=2090271
https://kpmg.com/de/en/home/insights/2024/12/dora-benchmark.html
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Risk landscape: Other key updates

SEBI’s cybersecurity and cyber resilience 

framework (CSCRF), introduced in August 

2024, mandates regulated entities to adopt 

strong cyber defenses and conduct Root 

Cause Analysis (RCA) for incidents. Forensic 

audits are compulsory for high-risk cases 

and conditionally required for others. While 

the original compliance deadline was March 

31, 2025, SEBI has now extended it to June 

30, 2025, for all entities except MIIs, KRAs, 

and QRTAs. 

The Insurance Regulatory and 

Development Authority of India (IRDAI) is 

advancing its shift to a Risk-Based Capital 

(RBC) framework, aiming to align global 

best practices. This approach requires 

insurers to hold capital based on their 

actual risk exposure, moving away from 

current factor-based solvency model. The 

transition deadline has been extended to 

April 2027 to allow the industry adequate 

time to adjust.

As global companies increasingly move 

data across jurisdictions, cross-border data 

governance is becoming a hot-button risk 

issue. In India, the Digital Personal Data 

Protection Act, 2023 has introduced new 

rules, including potential restrictions on 

transferring personal data to certain 

countries. GRC leaders now face a complex 

web of privacy obligations, vendor 

compliance checks, and technology 

governance issues.

Cross-border data transfer 

rules under DPDP Act

Recent months have seen a notable uptick 

in cybersecurity breaches targeting 

financial institutions. According to a CERT-

In alert in April 2025, ransomware and 

phishing attacks rose by 24% in Q1. The 

risks are further intensified by third-party 

vulnerabilities. As a result, financial 

institutions are ramping up investments in 

cyber resilience frameworks and incident 

response mechanisms to protect customer 

data and critical infrastructure.

Surge in cybersecurity 

incidents across BFSI space

IRDAI’s shift to risk-based 

capital framework

How are SEBI-regulated entities 

preparing to meet CSCRF’s 

forensic requirements while 

strengthening overall cyber 

resilience frameworks?

How are insurers preparing to align 

their capital strategies with actual risk 

exposures under the new risk-based 

capital framework?

Are organizations reassessing their 

data flows and vendor compliance 

frameworks to mitigate emerging 

cross-border transfer risks?

In the face of rising cyberattacks, 

how are financial institutions 

enhancing incident response and 

third-party risk management?

SEBI’s cybersecurity and Cyber 

resilience framework

5

Key 

points to 

consider

Read more Read more Read more Read more

https://www.sebi.gov.in/legal/circulars/aug-2024/cybersecurity-and-cyber-resilience-framework-cscrf-for-sebi-regulated-entities-res-_85964.html
https://insightfinance.in/IRDAI-to-Implement-Risk-Based-Capital-Framework-for-Insurers-by-2025
https://visionias.in/current-affairs/monthly-magazine/2025-02-22/security/draft-digital-personal-data-protection-rules-2025
https://www.cm-alliance.com/cybersecurity-blog/january-2025-recent-cyber-attacks-data-breaches-ransomware-attacks
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Compliance corner: Key highlights (1/2)
SEBI’s recent advisories mandate standardized disclosures of material events and KPIs in IPO 

offer documents to enhance transparency, comparability, and regulatory compliance. Industry 

Standards Forum (ISF), a regulatory initiative by SEBI, will aid in aligning industry practices with 

SEBI’s framework. Post-listing, companies must report KPIs in a defined format for at least a 

year. Read more

• Are companies IPO ready with standardized disclosures and KPI reporting 

to meet heightened transparency expectation?

• Have internal systems been upgraded to capture, monitor, and report KPIs 

consistently across business units?

Points to consider:

The National Stock Exchange (NSE) issued FAQs on industry standards for Related Party 

Transactions (RPTs) effective April 1, 2025 (extended to July 1, 2025), mandating structured 

disclosures for Audit committees and shareholders, These apply to listed entities for new and 

modified RPTs. Read more

• How robust are organizations’ processes to manage complex RPT 

disclosures and avoid potential regulatory scrutiny?

• Has the Audit committee been briefed on the revised RPT disclosure 

requirements and new approval thresholds? Are there adequate systems to 

flag compliance exceptions in real time?

SEBI has issued consultation paper relating to secretarial compliance report, appointment of 

auditors and related party transactions focusing on enhancing the secretarial compliance report 

for listed entities, setting eligibility criteria for appointment of statutory auditors, improving 

disclosures to the Audit committee, Board, and shareholders and providing clarity regarding 

RPT provisions. Read more

• Is the organization reassessing auditor appointment practices and RPT 

governance to align with evolving compliance expectations?

• Is there a plan to periodically reassess auditor independence and related 

party audit processes? 

SEBI has implemented key recommendations to enhance ease of doing business for listed 

entities.  Amendments to LODR mandate disclosure of Employee Benefit Scheme documents, 

with safeguards for commercial confidentiality. A unified filing system is now in place for key 

disclosures across BSE and NSE. Read more

• Are internal disclosure policies and employee benefit schemes review 

ready to meet the new unified filing and confidentiality standards?

• Are confidential employee compensation schemes and sensitive 

disclosures being reviewed for alignment with new LODR requirements?

SEBI has recalibrated the regulatory architecture for High-Value Debt Listed Entities (HVDLE’s) 

signaling a strategic pivot in how corporate debt is governed in India. By doubling the threshold 

to ₹1,000 crore and introducing tailored governance norms under the LODR Regulations, SEBI 

has made its intent clear: entities that tap into public debt markets must uphold governance 

standards comparable to their equity-listed counterparts. Read more

• For HVDLE’s operating as trusts, societies, or other non-company forms—

how are you aligning with corporate-grade governance expectations?

• Is your organization prepared for the operational shift to structured XBRL 

reporting, and does your compliance function have the tools and training it 

needs?

6

https://www.sebi.gov.in/legal/circulars/feb-2025/industry-standards-on-key-performance-indicators-kpis-disclosures-in-the-draft-offer-document-and-offer-document_92380.html
https://nsearchives.nseindia.com/web/sites/default/files/inline-files/CML66697.pdf.pdf
https://www.sebi.gov.in/reports-and-statistics/reports/feb-2025/consultation-paper-on-aspects-relating-to-secretarial-compliance-report-appointment-of-auditors-and-related-party-transactions-of-a-listed-entity_91740.html
https://www.sebi.gov.in/legal/circulars/dec-2024/circular-for-implementation-of-recommendations-of-the-expert-committee-for-facilitating-ease-of-doing-business-for-listed-entities_90406.html
https://www.sebi.gov.in/legal/regulations/mar-2025/securities-and-exchange-board-of-india-listing-obligations-and-disclosure-requirements-amendment-regulations-2025_93156.html
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Compliance corner: Key highlights (2/2)
RBI has updated Master Direction on Foreign Investment in India, providing clarity on the 

framework for foreign investments particularly focusing on downstream investments and related 

regulatory concerns. The revision introduces changes in the context of  Stock transactions such 

as Permissible capital instruments of Debentures and preference Shares, Aggregate Foreign 

Portfolio Investment, Foreign investment in investing companies etc. Read more

• Are companies reassessing their foreign investment structures and 

transaction models to mitigate regulatory and compliance risks?

• Are there controls in place to differentiate and monitor permissible and 

non-permissible capital instruments? Has the organization visited its group 

structure to ensure compliance?

Points to consider:

The Ministry of Corporate Affairs has issued Companies (Prospectus and Allotment of 

Securities) Amendment Rules, 2025 and it has extended the mandatory DEMAT requirement for 

Private companies till June 30, 2025. However, this extension shall not apply to Producer 

companies and Small companies. Read more

• Are private companies using the extended timeline to strengthen 

compliance systems and ensure seamless DEMAT transition?

• Is the board ensuring this extended timeline is being used for system 

readiness, especially for shareholder communication and governance 

transparency?

SEBI has issued Securities and Exchange Board of India (investor Charter) (Amendment) 

Regulations, 2025. The amendment adds provisions in multiple SEBI regulations, requiring 

regulated entities to adhere to the Investor Charter. Addition includes the mandate for 

stockbrokers, merchant bankers, share transfer agents, debenture trustee, custodians, 

depository participants, vault managers banker to an issue, etc. Read more

• How prepared are organizations to meet the enhanced transparency, 

grievance redressal, and disclosure standards under the expanded Investor 

Charter?

• Have investor-facing functions been reoriented to meet the expectations of 

the expanded charter?

SEBI has issued Securities and Exchange Board of India (Mutual Funds) (Amendment) 

Regulations, 2025 with effect from April 1, 2025. These amendment requires asset management 

companies (AMCs) to invest a percentage of employee remuneration in mutual fund schemes. 

AMCs are required to conduct stress tests on specific schemes and disclose the results in a 

format which will be notified by SEBI. Read more

• Are asset managers aligning employee incentives and risk management 

practices to meet new stress testing and disclosure mandates?

• Are new disclosures and performance metrics being incorporated for 

oversight?

RBI has introduced a new regulation allowing resident exporters to open and maintain 

foreign currency accounts with a bank outside India, for realization of full value of export and 

advance remittance received by exporter toward export of goods or services. Read more

• Have exporters evaluated the risks and opportunities of offshore foreign 

currency accounts within their broader treasury and hedging strategies?

• Are there protocols to ensure compliance with export documentation and 

RBI realization timelines?
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https://www.rbi.org.in/scripts/bs_viewmasdirections.aspx?id=11200
https://www.indiafilings.com/learn/mandatory-dematerialization-for-private-companies-extended-to-june-30-2025/#:~:text=The%20Ministry%20of%20Corporate%20Affairs%20%28MCA%29%20has%20officially,deadline%20has%20been%20pushed%20to%20June%2030%2C%202025.
https://investor.sebi.gov.in/Investor-charter.html
https://www.sebi.gov.in/legal/regulations/feb-2025/securities-and-exchange-board-of-india-mutual-funds-amendment-regulations-2025_92004.html
https://www.rbi.org.in/scripts/BS_ViewMasDirections.aspx?id=10395
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https://kpmg.com/in/en/insights/2025/05/firstnotes-governance-norms-for-high-value-debt-listed-entities-hvdles.html
https://kpmg.com/in/en/insights/2025/05/firstnotes-governance-norms-for-high-value-debt-listed-entities-hvdles.html
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/03/evolving-third-party-landscape-in-indias-media-and-entertainment-industry.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/03/evolving-third-party-landscape-in-indias-media-and-entertainment-industry.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/03/evolving-third-party-landscape-in-indias-media-and-entertainment-industry.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/03/evolving-third-party-landscape-in-indias-media-and-entertainment-industry.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/03/third-party-risks-in-the-pharmaceutical-supply-chain.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/03/third-party-risks-in-the-pharmaceutical-supply-chain.pdf
https://kpmg.com/in/en/insights/2025/01/the-insider-threat-safeguarding-upsi-from-within-a-refresh.html
https://kpmg.com/in/en/insights/2025/01/the-insider-threat-safeguarding-upsi-from-within-a-refresh.html
https://kpmg.com/in/en/insights/2024/12/forensic-lens-on-related-parties-and-transactions.html
https://kpmg.com/in/en/insights/2024/12/forensic-lens-on-related-parties-and-transactions.html
https://assets.kpmg.com/content/dam/kpmgsites/xx/pdf/2025/03/cyber-considerations-2025.pdf.coredownload.inline.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/04/risk-agenda-2025.pdf.coredownload.pdf
https://assets.kpmg.com/content/dam/kpmgsites/xx/pdf/2025/03/top-geopolitical-risks-2025-web.pdf.coredownload.inline.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/02/a-new-age-of-cybersecurity-culture.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/01/draft-dpdp-rules-guidance-to-dpdp-act-implementation.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/01/draft-dpdp-rules-guidance-to-dpdp-act-implementation.pdf
https://assets.kpmg.com/content/dam/kpmgsites/in/pdf/2025/01/draft-dpdp-rules-guidance-to-dpdp-act-implementation.pdf
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