
Gootloader is a JavaScript-based malware used by 

threat actors for initial access and has been active 

since 2020. It is linked to Storm-0494, which leverages 

Gootloader infections to enable Vanilla Tempest, often 

leading to the deployment of various ransomware 

families. Gootloader targets legal, accounting, and 

financial firms, and has historically impacted 

organizations in the United States, Canada, Germany, 

France, and South Korea.

Initial access occurs via SEO poisoning and compromised 

websites hosting obfuscated JavaScript disguised as legitimate 

documents. The loader uses WordPress comment endpoints to 

deliver XOR-encrypted ZIP files with unique keys derived from 

filenames, appearing benign in sandboxes but executing a 

JavaScript payload on real systems. Heavily obfuscated 

JavaScript and VBScript invoke a second-stage PowerShell 

script that performs reconnaissance by collecting environment 

variables, window details, and conducting Active Directory 

enumeration including Kerberoasting and SPN scanning. 

Persistence is achieved by placing shortcut files in Startup and 

AppData folders using Windows 8.3 short filenames. Privilege 

escalation is performed by creating new domain accounts and 

adding them to domain and local administrator groups. Lateral 

movement occurs through WinRM after identifying privileged 

users and systems via enumeration routines. Command and 

control is maintained through the Supper SOCKS5 backdoor, 

enabling encrypted communication, proxying, and remote shell 

access with strong obfuscation. Evasion techniques include API 

hammering, process injection, and clearing event logs, and 

sensitive system and user data is compressed, encoded, and 

exfiltrated to attacker-controlled channels.

Gootloader’s memory-only execution and SEO poisoning make it 

highly evasive and dangerous, requiring proactive detection and 

user awareness to mitigate.

What should you do?

▪ Monitor Indicators of Compromise (IoCs) in your environment 

to identify anomalies.

▪ Patch your Windows environment with the latest version 

asper the OEM and secure it with multi-factor authentication.

▪ Conduct a comprehensive, full spectrum, threat assessment 

exercise to uncover blind spots and improvement areas.
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We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services

KPMG Cyber Threat Intelligence Platform is an 

industry defining, research-based capability for 

enhanced visibility into cyber threats. 

Our machine ingestible feeds and analysis are the result

of automated, sensor-based intelligence metrics with 

dedicated, expert insights of each threat to provide you the 

appropriate context on a timely basis in industry standard 

formats such as STIX/ TAXII/ MISP.  

These feeds are additionally co-related with our industry 

partners and independent research for additional context. 

The intelligence obtained is then curated from strategic, tactical 

and operational perspective to give you a wide-ranging view of 

cyber threats.

We also assist you with our renowned cyber incident response 

and threat hunting services in case you identify an active threat 

in your environment.
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Indicators of Compromise: IP Addresses

37.59.205[.]2 178.32.224[.]219

103.253.42[.]91 91.236.230[.]134

146.19.49[.]177 213.232.236[.]138

193.104.58[.]64

Gootloader - Initial Access Broker Powering Multi-Stage Attacks

Indicators of Compromise: Domains

usma[.]ru cargoboard[.]de

unica[.]md eliskavaea[.]cz

aradax[.]ir hotporntv[.]net

cloudy[.]pk myanimals[.]com

latimp[.]eu allreleases[.]ru

leadoo[.]com egyptelite[.]com

x.fybw[.]org idmpakistan[.]pk

kollabmi[.]se solidegypt[.]net

r34porn[.]net smithcoinc[.]biz

vps3nter[.]ir gravityforms[.]ir

wessper[.]com whiskymuseum[.]at

lovestu[.]com minklinkaps[.]com

apprater[.]net xxxmorritas[.]com

jungutah[.]com ostmarketing[.]com

lepolice[.]com wagenbaugrabs[.]ch

medicit-y[.]ch zonewebmaster[.]eu

motoz.com[.]au yoga-penzberg[.]de

redronic[.]com yourboxspring[.]nl

tiresdoc[.]com espressonisten[.]de
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Indicators of Compromise: Hashes

2f056ce0657542da3e7e43fb815a8973c354624043f19ef134dff271db1741b3

5ec9e926d4fb4237cf297d0d920cf0e9a5409f0226ee555bd8c89b97a659f4b0

7557d5fed880ee1e292aba464ffdc12021f9acbe0ee3a2313519ecd7f94ec5c4

87cbe9a5e9da0dba04dbd8046b90dbd8ee531e99fd6b351eae1ae5df5aa67439

a79eaf53a4b42e80d9ecdb8b139e9dc812cedf063153da3f8a2b7a49bc7b81d4

ad88076fd75d80e963d07f03d7ae35d4e55bd49634baf92743eece19ec901e94

b9a61652dffd2ab3ec3b7e95829759fc43665c27e9642d4b2d4d2f7287254034

c2326db8acae0cf9c5fc734e01d6f6c1cd78473b27044955c5761ec7fd479964

c2b9782c55f75bb1797cb4fbae0290b44d0fcad51bf4f2c11c52ebbe3526d2ac

cf44aa11a17b3dad61cae715f4ea27c0cbf80732a1a7a1c530a5c9d3d183482a
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Indicators of Compromise: Domains

cortinaspraga[.]com pathfindertravels[.]se

filmcrewnepal[.]com cookcountyjudges[.]org

fotbalovavidea[.]cz dailykhabrain.com[.]pk

michaelcheney[.]com blossomthemesdemo[.]com

studentspoint[.]org restaurantchezhenri[.]ca

thetripschool[.]com supremesovietoflove[.]com

headedforspace[.]com patriotillumination[.]com

campfosterymca[.]com worldwealthbuilders[.]com

spirits-station[.]fr ferienhausdehaanmieten[.]de

sugarbeecrafts[.]com claritycontentservices[.]com

buildacampervan[.]com us.registration.fcaministers[.]com

themasterscraft[.]com

https://www.youtube.com/user/kpmgindia
https://www.instagram.com/kpmg/?hl=en
https://www.facebook.com/KPMGIndia/
https://twitter.com/KPMGIndia
https://www.linkedin.com/company/kpmgindia/

