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Beyond borders, within rules

Guardians of global data: A GGG

privacy playbook (1/2)

The Digital Personal Data Protection (DPDP) Act, minimisation, consent management, children’s data
2023, operationalised through the 2025 Rules, protection, cross-border transfers, and breach
introduces a transformative framework for handling response obligations.

personal data in India. For Global Capability
Centres (GCCs), custodians of extensive employee,
customer, and operational data such as identity
details, HR records, service logs, device usage, and
cross-border business information, the implications
are particularly significant.

Compliance is not only a regulatory requirement but
also a strategic opportunity for GCCs to differentiate
on trust, operational resilience, and stakeholder
empowerment in a highly competitive global capability
landscape. By embedding privacy by design into
employee management, customer support, and

GCC operations rely heavily on shared service analytics workflows, GCCs can strengthen confidence
delivery, AI/ML analytics, vendor ecosystems, among parent organisations, reduce regulatory and
employee lifecycle management, and global reputational risks, and position themselves as
collaboration frameworks, all of which are directly privacy-first centres of excellence in India’s digital
impacted by DPDPA’s mandates on data economy.

Key implications:

» Dual roles and accountability: GCCs act as both for consent capture, tracking, and lawful use of
data processors (for parent operations) and data data are mandatory to avoid penalties
fiduciaries (for employee data), increasing

. o * Incident and vendor risk management: Breach
compliance responsibilities

notifications, vendor oversight, and subcontractor
* Cross-border and localisation challenges: GCCs compliance require robust governance
must align DPDPA with global laws frameworks across jurisdictions
General Data Protection Regulation (GDPR),
Central Consumer Protection Authority (CCPA) and
manage possible data localisation requirements

» Cost, talent and operational trade-offs:
Compliance demands privacy-skilled talent,
automation, and investment, creating tension

» Consent and purpose limitation: Strong systems between budget control and regulatory risk.

: : oy
Leveraging DPDP for advantage: IIJB
» Trust as a differentiator: By embedding strong makes them indispensable for parent companies

privacy practices, GCCs can position themselves navigating multi-jurisdictional compliance

as trusted custodians of data. This builds
confidence with parent companies and global
clients, making GCCs preferred partners for
sensitive operations

* Talent magnet and capability building: Investing
in privacy sKkills creates a new talent pool in India,
positioning GCCs as hubs for data protection
expertise. This not only solves compliance but

« Privacy-first innovation: Integrating DPDPA also attracts global projects requiring specialised
principles into AI/ML workflows ensures ethical, privacy knowledge
bias-free models. GCCs can market themselves as
leaders in responsible Al, which is increasingly
valued worldwide

* Operational efficiency and competitive edge:
Early adoption of privacy automation (consent
management, breach response, vendor audits)

* Global compliance hub: GCCs can develop reduces long-term costs. GCCs can showcase
privacy centres of excellence that harmonise privacy maturity as a competitive edge when
DPDPA with GDPR, CCPA, and other laws. This bidding for new mandates.
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Immediate actionables:

Data mapping and classification: Identify all
personal data processed (employees, customers,
vendors). Classify data flows to determine fiduciary
Vs processor roles

Consent and privacy notices: Implement
mechanisms for valid consent capture and
withdrawal. Update employee/customer privacy
notices to meet DPDPA standards

Governance and accountability setup: Appoint a
Data Protection Officer (DPO) or equivalent.
Establish clear accountability between parent
entity and GCC for compliance obligations

Incident Response framework: Define breach
notification protocols aligned with DPDPA

KPMG in India got you covered...

timelines. Coordinate with global teams to
harmonise multi-jurisdictional incident responses

Vendor and contract review: Update contracts
with vendors/subcontractors to include DPDPA
compliance clauses. Conduct due diligence on
third-party data handling practices

Employee awareness and training: Roll out
privacy training programs for staff handling
personal data. Build awareness of fiduciary
responsibilities under DPDPA

Technology and process readiness: Deploy
tools for consent management, audit trails, and
data minimization. Embed privacy-by-design in
Al/ML workflows and automation systems.

KPMG in India’s Privacy Offerings
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