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Nitrogen is a financially motivated ransomware group
firstidentified in late 2023. The group has transitioned
from malware development to a sophisticated double-
extortion model. Nitrogen leverages advanced
techniques such as malvertising and trojanized
installers to target IT professionals within
organizations. Primary targeted sectors include
financial services, manufacturing, construction, and
professional services across the United States, United
Kingdom, Canada, and additional regions.

Initial access is obtained through poisoned search-engine ads
that redirect victims to fake websites hosting trojanized installers
for tools like WinSCP, AnyDesk, Advanced IP Scanner, and
PUuTTY. Once executed, these installers trigger DLL sideloading
to deploy a staged loader (NitrogenStager) that reaches out to
command-and-control infrastructure and downloads additional
payloads for credential harvesting and lateral movement. For
reconnaissance, the threat actor leverages embedded modules
to map networks, enumerate accounts, and establish
persistence through registry run-keys and scheduled tasks.
Lateral movement and post-exploitation are achieved using
frameworks such as Cobalt Strike and Meterpreter, enabling
remote command execution and privilege escalation. To evade
detection and maintain control, Nitrogen abuses a vulnerable
‘truesight.sys’ driver to disable antivirus and EDR processes,
modifies boot configurations using ‘bcdedit,” and clears security
logs to remove forensic evidence. Data is staged locally and
exfiltrated to attacker-controlled servers before encryption
begins, ensuring leverage for extortion. The ransomware
payload then encrypts files with the “.NBA” extension and drops
ransom notes titled ‘readme.txt’ across affected directories.

Nitrogen’s reliance on malvertising, legitimate tool abuse, staged
loaders, and anti-detection techniques reflects its operational
maturity, necessitating robust, multi-layered defenses.

What should you do?

= Monitor Indicators of Compromise (IoCs) in your environment
to identify anomalies.

= Patch your Windows environment with the latest version
asper the OEM and secure it with multi-factor authentication.

= Conduct a comprehensive, full spectrum, threat assessment
exercise to uncover blind spots and improvement areas.

KPMG Cyber Threat Intelligence Platform is an
industry defining, research-based capability for
enhanced visibility into cyber threats.

Our machine ingestible feeds and analysis are the result
of automated, sensor-based intelligence metrics with
dedicated, expert insights of each threat to provide you the
appropriate context on a timely basis in industry standard
formats such as STIX/ TAXII/ MISP.

These feeds are additionally co-related with our industry
partners and independent research for additional context.

The intelligence obtained is then curated from strategic, tactical
and operational perspective to give you a wide-ranging view of
cyber threats.

We also assist you with our renowned cyber incident response
and threat hunting services in case you identify an active threat
in your environment.

We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services

KPMG in India Cyber Response Hotline: 1800 2020 502
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