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Authentication Mechanisms For Digital 
Payment Transactions Directions, 2025

Key takeaways from the RBI directions
RBI released directions on authentication mechanisms for digital payment transactions (RBI/2025-26/79 
CO.DPSS.POLC.No. S 668/02-14-015/2025-2026 via a notification on 25 September 2025.

All digital payment transactions in India are required to 
authenticate via two factors of authentication (2FA)

1 April 2026
Is the effective date of compliance for all Payment 
System Providers and Payment System 
Participants, including banks and non-bank entities, 
unless exempted.

Principles for 2FA authentication
Minimum two factors of 
authentication
First factor – customer credentials
Second factor - “something the user 
has”, “something the user knows” or 
“something the user is”

At least one of the factors to
be dynamic
For digital payment transactions 
(excluding card present 
transactions) – at least one factor 
should be dynamic in nature, i.e. 
unique proof of possession

Robust
Compromise of one factor should 
not affect reliability of the other

Examples of factors of authentication
• SMS based OTP
• Passphrase

• Software token
• Fingerprint

• Other biometrics - (device
native or Aadhaar based).

• PIN
• Card hardware

Other Key 
Requirements

Interoperability / Open 
Access – 
offer services such as 
tokenisation to all token 
requestors for all use cases 
or channels

Risk based approach – 
issuers shall also perform 
fraud risk management for 
suspicious transactions

Responsibility of the 
issuer – 
to ensure integrity of 
authentication mechanism, 
compensate customer in 
case of any loss, comply 
with DPDP Act 2023

• Contactless card small-value transactions
• E-mandates (excluding first payment)
• Prepaid instruments like Mobile money transfer and gift

cards
• NETC transactions like FASTag
• Travel bookings (global distribution systems) through

corporate cards
• Offline small-value digital payments

These directions are not applicable to cross-border 
digital payment transactions

However, card issuers are required to (by 1 October 
2026), to validate non-recurring, cross-border card not 
present transactions, where authentication request is 
raised by overseas merchant / acquirer

Cross-border transactions
Exceptions
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