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Executive summary *
Inthis issue:
u
Signals across the risk environment point to a shift from episodic disruption to structural adjustment.
Regulatory expectations, workforce dynamics and market behaviour are now moving in parallel,

compressing decision windows and redefining how organisations absorb stress. Supervisory attention * Risk radar: Tends and updates
is sharpening around digital interaction, customer protection and conduct reliability, reflecting concern
over the widening distance between innovation and oversight. Institutions are increasingly being
assessed on the consistency and defensibility of outcomes rather than the design of policy frameworks, . Risk pulse: Key developments
placing greater accountability on risk leaders to ensure operational reliability under pressure.

 Featured article: The workforce reset

« Compliance corner: Key highlights
Inside organisations, workforce dynamics are emerging as a critical pressure vector. Hybrid and
fragmented work models are blurring accountability and intensifying strain on continuity and
productivity, particularly where ownership and escalation pathways are unclear. Expectations around
fairness, transparency and capability development continue to rise, while the shift to a consolidated
labour framework broadens compliance exposure across formal, contract, gig and platform roles. This
is heightening sensitivity to documentation discipline and classification accuracy for those responsible
for control assurance.

* Curated insights: Our recent publications

Regulatory direction is moving toward demonstrable and data backed control performance, with
scrutiny centred on how quickly institutions can surface issues, validate impact and coordinate
response. Financial conditions are reinforcing this pressure as currency volatility, elevated hedging
costs and tightening liquidity challenge planning assumptions and shorten adjustment cycles. Exposure
is increasing where digital scaling, operational interdependencies and capital decisions converge,
strengthening the need for integrated visibility across risk, finance, technology and operations.

Across these shifts runs a clear thread. Resilience will depend on the ability to sustain clarity and
coordination when pressures align rather than arrive sequentially. Advantage will belong to

organisations, and the risk leaders within them, who can interpret signals early and demonstrate
reliability under concurrent stress. We hope you find this edition valuable and welcome your
perspectives.
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Risk radar: Trends and updates

Strengtheninginvestor and customer protectionin the digital
financial ecosystem

The operating environment for digital financial systems is entering a phase where pressure is no longer
sequential but concurrent, and the velocity at which risk manifests is increasingly compressing the space
between disruption and response. Supervisory posture is evolving accordingly: the assessment of resilience
is shifting from reviewing the adequacy of policy frameworks to evaluating the real-time performance of
controls under overlapping stress conditions. As digital transaction volumes scale and interdependencies
deepen, institutions are being required to demonstrate that surveillance, escalation and remediation
mechanisms can operate without latency when multiple operational pressures converge simultaneously.

Sectorinthe limelight

Financial Sector

Financial services are navigating overlapping risks as regulatory

scrutiny, market volatility, and structural shifts challenge resilience

across funding, governance, and operations. Currency depreciation

and capital flow changes are tightening liquidity, while rising hedging

costs and yield swings strain treasury assumptions. Consolidation in

public sector banking adds concentration risk, and rapid digital ‘
expansion increases exposure to cyber threats, fraud, and

operational fragility, reinforcing the link between customer protection

and system integrity

This shift in expectation is reinforced by government efforts to strengthen identity integrity and fraud-
prevention infrastructure, including enhancements within the Sanchar Saathi platform, signaling an
emphasis on proactive defense rather than retrospective explanation. At the same time, implementation
requirements under the DPDP Rules are elevating scrutiny on data governance accuracy, consent
traceability, and breach-readiness standards, demanding greater accountability where onboarding,
authentication, and outsourced environments intersect. In parallel, emerging supervisory focus on Al
governance requires institutions to ensure algorithmic transparency, bias mitigation, and explainability in
automated decision-making. Global standards such as the EU Al Act and NIST Al RMF signal a shift toward
mandatory Al risk frameworks.

Recent developments underscore these risks. The rupee’s fall past
90 against the dollar has strained liquidity for institutions with foreign
currency exposure. Regulatory penalties for compliance lapses
signal tougher oversight, increasing reputational risk and
emphasising the need for strong controls.

For risk leaders, the challenge is shifting from policy alignment to

For Risk leaders and management, the challenge is no longer the complexity of individual risk events, but proving resilience under simultaneous shocks. Institutions must
the cumulative strain created when operational, regulatory and financial pressures move at the same time. demonstrate capacity to absorb liquidity stress, maintain
Fragmented control models and sequential decision pathways are proving insufficient in an environment governance credibility, and validate controls when confidence
where escalation delays compound exposure and documentation weaknesses translate directly into erodes. Advantage lies with organisations that integrate macro
scrutiny. Strengthening integrated visibility, compressing detection-to-action cycles and reinforcing signals, regulatory expectations, and operational assurance into a
defensible documentation will be essential to sustaining confidence as concurrency becomes a defining unified risk view—rather than treating them as isolated issues.

characteristic of the digital ecosystem.
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Featuredarticle

The workforce reset: control, capability and
compliance in a shifting labour landscape

Workforce dynamics have entered a structural reset that is testing
resilience more intensely than expected. Hybrid and distributed work
are reshaping decision-making and accountability, and productivity
strain now surfaces through fragmentation and uneven workloads
rather than attrition. Early signals of organisational risk appear not in
headcount but in the quiet breakdown of cohesion, capability and trust
under pressure.

The question leadership teams must confront is whether they are
architecting resilience intentionally or passively inheriting
fragility?

This shift is unfolding alongside cost pressure, capability scarcity,
rising expectations of transparency and real-time stakeholder scrutiny.
Organisations are being forced to redesign work while control
frameworks built for stable environments are losing effectiveness.

The consolidated labour codes are accelerating this transition. By
redefining employment structures across full-time, contract, gig and
platform roles, the codes expand the compliance perimeter and
demand accuracy in documentation and classification. The exposure
lies in the transition period, where uneven interpretation and
incomplete readiness can rapidly escalate into financial or reputational
impact. The codes are not the change alone; they reveal fragility in
systems not designed for transparency.

For risk leaders, the concern is how fast local failures can cascade into
enterprise instability. Retrospective controls are insufficient when
accountability and workload shift daily. Resilience now depends on
disciplined oversight, predictive insight and the ability to adapt without
losing control or credibility.
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Major regulatory and compliance update

Four Labour Codes, 2025 — new unified labour laws
implemented 21 November 2025

The Codes replace 29 earlier statutes governing wages, social security, industrial relations and health

and working conditions. The reforms broaden protection and apply uniformly across formal, contract,
gig and platform workers, significantly increasing compliance expectations for employers. Organisations
now face tighter scrutiny around wage definition, benefit eligibility, working-condition standards and
dispute handling, making accuracy in workforce classification and documentation critical. The transition
period carries elevated risk, as gaps in readiness or inconsistent interpretation can quickly translate into

legal, financial or reputational exposure.
Read more

Redefiningworkforceriskforresilience

Leaders today must redefine workforce risk beyond static metrics like headcount or turnover, embracing predictive insights
into capacity, capability distribution, and sustainable work patterns based on real work data. Scenario planning that
anticipates productivity drag, uneven workloads, and skill concentration will shape resilient strategies, while stability
depends on reimagining work economics and governance through transparent role shifts, clarified decision ownership, and
disciplined cost structures.

In an environment of heightened security concerns, stringent regulations, and hybrid work models, preventing unscreened
personnel from accessing critical information is paramount, as even a single oversight can lead to reputational damage,
regulatory penalties, and operational disruption. Independent background checks and rigorous due-diligence embedded into
governance frameworks enable organisations to safeguard integrity and transform workforce resilience:into a strategic
asset rather than a reactive measure—positioning them to thrive under pressure.

TR
T
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Risk pulse: Key developments (1/2)

The Digital Personal Data Protection Rules, 2025, notified on 13 November
2025, under the DPDP Act 2023, outline compliance obligations for Data
Fiduciaries, with phased implementation: Rules 1, 2, and 17-21 effective
immediately; Rule 4 after one year; others after 18 months. Risk teams
must prioritise data breach prevention, Significant Data Fiduciary (SDF)
assessments, and verifiable consent mechanisms to mitigate regulatory

penalties and operational disruptions.
 Roadlore

DPDP RULE 2025

Key Provisions and Obligations under DPDP Rules 2025

Mandatory notice and consent: Risk: Non-compliance = invalid consent = processing violation.

Reasonable security safeguards (Rule 6): Implement encryption, masking, access controls, logging, backups, 1-year log retention, and
security clauses in contracts.
Risk: Breaches from weak controls lead to penalties.

Breach intimation duties (Rule 7): Notify affected users immediately and the Data Protection Board within 72 hours with detailed reports.
Risk: Requires automated detection, forensic logs, and response playbooks.

Data retention and auto-deletion (Rule 8 and Third Schedule): Erase personal data after three years of inactivity unless legally required;
notify users 48 hours before deletion.
Risk: Needs lifecycle governance and automated purging.

Child data processing exemptions (Rule 12): Healthcare entities may process children’s data for specified purposes.
Risk: Classify child-data flows and verify exemption limits.

Obligations for significant data fiduciaries (Rule 13): Conduct annual DPIAs, audits, algorithm due diligence, and restrict certain data

transfers outside India.
Risk: High compliance burden; scrutiny of Al and cross-border transfers.

Rights of data principals (Rule 14): Enable easy access, correction, erasure, and grievance mechanisms with public request options.
Risk: Requires rights-management workflows and SLAS.

Compliance corner Curated insights

Key points to consider

Do we have documented and tested
security controls encryption, access
management, logging, and breach
prevention meeting Rule 6 standards?

How effectively we detect, investigate,
and notify affected users and the Data
Protection Board within the mandated
timelines for a breach?

Do we have automated processes to
enforce retention limits, trigger timely
deletion, and notify users before
erasure?

Have we identified all child-data
processing activities and validated
exemptions under DPDP rules?

Are DPIAs, audits, algorithm reviews,
and user rights mechanisms (access,
correction, erasure, grievance) fully
operational and tracked?

How can the organisation aim to
produce a machine-readable audit trail
to assess the purpose the content was
obtained from the user - and
withdrawn from the user?
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consider

India’s public sector bank merger plan:
global ambitions and systemic risks

India is planning a mega merger of public
sector banks (psbs) to create global-scale
institutions capable of funding large
infrastructure and development projects. This
move aligns with the country’s ambition to
become the third-largest economy globally
and meet the growing credit demand. The
government aims to consolidate select psbs
into fewer, stronger entities, similar to
previous merger waves in 2017 and 2019 that
reduced the number of psbs from 27 to 12.

Read more

How should we manage potential
concentration risk and ensure
adequate diversification in loan
portfolios post-merger?

Key
points to

<A>

Risk pulse: Key developments (2/2)

Cabinet approves export promotion
mission to strengthen India’s export

The union cabinet cleared the export
promotion mission with an outlay of
INR25,060 crore to boost India’s export
competitiveness, especially for MSMEs and
labor-intensive sectors.

EPM consolidates fragmented schemes into
a digital, outcome-based framework, offering
trade finance (NIRYAT PROTSAHAN) and
market readiness support (NIRYAT DISHA).
Priority sectors include textiles, leather,
gems and jewelry, and engineering goods.

Read more

How can we use the export promotion
mission to secure trade finance for msme-
linked supply chains while meeting global
compliance and sustainability norms?

Risk radar
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Right to Disconnect Bill, 2025 -
Introduced in Lok Sabha

The Right to Disconnect Bill, 2025, got
introduced in the Lok Sabha during the winter
session. The bill seeks to give employees the
legal right to ignore work-related calls and
emails beyond office hours or on holidays,
aiming to reduce burnout and promote a
healthier work-life balance. It also proposes
setting up an Employees’ Welfare Authority
to enforce these rights. While the intent is
progressive, private member bills rarely
become law.

Read more

How will organisations adapt their work
culture and digital communication
policies if the Right to Disconnect
becomes law?

|  Compliance corner |

Global Shift in Al Gains Momentum:
India Leads Amid Skill Gap Concerns

India is emerging as a global leader in Al

adoption and innovation, surpassing many

countries in growth metrics. However,
concerns are rising over skill gaps and
workforce readiness to sustain this
momentum. The trend reflects India’s
ambition to leverage Al for economic
growth but highlights the urgent need for
upskilling and reskilling programs.

Read more

How can businesses balance rapid Al
adoption with workforce readiness and
risk management?
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Compliance corner |

Compliance corner:Key highlights (1/3)

Points toconsider:

Securities Contracts (Regulation) (Stock Exchanges and Clearing Corporations) (Fourth
Amendment) Regulations, 2025: SEBI has notified the Stock Exchanges and Clearing
Corporations (Fourth Amendment) Regulations, 2025, introducing changes aimed at
strengthening governance, risk management, and operational resilience of market infrastructure
institutions. Read more

Specification of the terms and conditions for debenture trustees for carrying out activities
outside the purview of SEBI: SEBI issued a circular in November 2025 specifying the terms and
conditions for debenture trustees undertaking activities outside SEBI’s regulatory purview.

Read more

Companies (Meetings of Board and its Powers) Amendment Rules, 2025: MCA has notified the
Companies (Meetings of Board and its Powers) Amendment Rules, 2025, introducing significant
changes to streamline board governance and decision-making processes. Read more

Resolution Professionals and Bankruptcy Trustees (Recommendation) (Second) Guidelines,
2025: IBBI has issued the guidelines for the Insolvency Professional (IP) Panel for 2025, outlining
the process for empanelment and allocation of assignments under the Insolvency and
Bankruptcy Code. Read more

BSE notified regarding the applicability of recent amendments to anchor investor allocation
under Schedule XIIl of SEBI ICDR Regulations: BSE has issued a notification regarding the
applicability of recent amendments to the Anchor Investor Regulations, clarifying compliance
requirements for public issues. Read more

Is the organisations risk management frameworks and internal controls
aligned with the enhanced requirements under the amendment?

Has the organisation updated its appointment and tenure policies for key
managerial personnel in line with the new regulations?

Has the organisation’s board approved a framework for evaluating and
monitoring such activities to prevent conflicts of interest?

Are the organisation's debenture trustee agreements and policies reflective
of SEBI’'s new conditions for non-core activities?

Does the organisation need to update its articles of association or board
charters to reflect revised approval thresholds and processes?

Has the organisation revised internal policies and secretarial standards to
incorporate the new disclosure requirements?

Is the organisation engaging with IBBI’s updated IP panel framework for our
insolvency-related cases and advisory needs?

Are the existing contracts and engagement letters with IPs aligned with the
new scoring and rotation norms?

Does the organisations underwriting and allocation policies comply with
the new lock-in and disclosure requirements?

Is there a monitoring mechanism in place to ensure intermediaries and
book-running lead managers follow the updated rules?
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Compliance corner:Key highlights (2/3)

Points toconsider:

RBI issues digital banking channels authorisation directions, 2025: The RBI introduced a new
framework for digital banking channels, effective 1 January 2026. It covers internet banking,
mobile apps, USSD, and SMS banking, mandating explicit customer consent for onboarding,
strict eligibility criteria, IPv6 readiness, and cybersecurity audits. Read more

SEBI notifies LODR fifth amendment—Schedule XIl for RPT materiality; broadened related party
scope: SEBl amended LODR Regulations to introduce turnover-based materiality thresholds for
Related Party Transactions (RPTs) under Schedule Xll. The definition of related parties now
includes KMPs and their relatives. Audit committee approval is mandatory for high-value
subsidiary transactions, and annual report disclosures have been enhanced. Read more

To promote ease of doing business, RBI consolidates 9,446 circulars into 244 master directions:
The Reserve Bank of India has consolidated 9,446 legacy circulars into 244 master directions to
simplify regulations and promote ease of doing business. This major overhaul, effective from
November 2025, replaces decades of scattered instructions with a streamlined framework
covering 11 categories of regulated entities, including commercial banks. Read more

RBI allows 15-month time for exporters to bring in proceeds of overseas shipments: The
Reserve Bank of India has extended the time limit for exporters to realise and repatriate
proceeds from overseas shipments to 15 months from the date of export, up from the earlier 9-
month period. Read more

ASU on financial instruments-credit losses (purchased loans): FASB issued ASU to refine
guidance under Topic 326: Financial Instruments—Credit Losses, specifically for purchased
loans. The update addresses concerns raised during post-implementation reviews of ASU 2016-
13, clarifying how entities should account for acquired financial assets such as loans obtained
through business combinations, asset acquisitions. Read more

Has the organisation assessed readiness for consent flows and digital
channel compliance?

Are cybersecurity audits and PRAVAAH filings scheduled to meet RBI
timelines??

Has the organisation assessed how the new SEBI guidelines on RPTs will
impact approval processes and governance framework?

Are systems in place to ensure detailed justifications, valuation reports,
and turnover percentages are accurately prepared for audit committees
and shareholders?

Do our board committees (Risk, Audit, Compliance) have updated charters
and calendars to review compliance against the new master directions?

Which existing organisational policies/compliances need revision,
consolidation, or retirement to map cleanly to the new directions?

Does the organisation have internal controls and monitoring systems in
place to track export proceeds timelines accurately to avoid FEMA
violations?

Is the organisation leveraging this flexibility to negotiate better payment
terms with overseas buyers without increasing credit risk?

How will the revised treatment of purchased loans affect our acquisition
strategy and financial reporting?

Does the organisation need to revisit the credit risk assessment models to
align with the updated guidance?
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Compliance corner:Key highlights (3/3)

Points toconsider:

Data protection law notified, firms get 18 months to comply: The Government of India has
officially notified the Digital Personal Data Protection Act, 2023, granting companies 18 months
to achieve full compliance. The law establishes stringent obligations for data fiduciaries,
including obtaining clear consent, ensuring purpose limitation, implementing robust security
safeguards, and enabling user rights such as data access and erasure. Read more

Master Direction — Reserve Bank of India (Repurchase Transactions (Repo)) Directions, 2025:
RBI's Master Direction — Repurchase Transactions (Repo) Directions, 2025, issued on 11
November 2025, expands the scope of eligible collateral for repo and reverse repo transactions
by including Municipal Debt Securities. This move aims to deepen the municipal bond market,
enhance liquidity, and diversify collateral options for market participants. Read more

Reserve Bank of India (Trade Relief Measures) Directions, 2025: RBI's trade relief measures
introduces relief measures for borrowers engaged in export sectors impacted by global trade
disruptions. Applicable to banks, NBFCs, housing finance companies, and other regulated
entities, the directions mandate framing policies to provide debt servicing relief to eligible
borrowers whose accounts were standard as of 31 August 2025. Read more

Transfer pricing tolerance range for AY 2025-26: Department of Revenue a notification,
amending rules under the Income-tax Act, 1961. This notification primarily specifies updated
conditions for certain exemptions, deductions, or compliance requirements —often related to
notified entities, transactions, or schemes. The objective is to streamline tax administration,
provide clarity on eligibility, and align provisions with current fiscal policy goals. Read more

MCA revises small company definition under Companies Act, 2013: Companies with paid-up
capital up to INR10 crore and turnover up to INR100 crore now qualify as small companies. This
amendment aims to ease compliance, benefiting nearly 10 lakh companies with simplified
reporting, fewer board meetings, and reduced penalties—supporting start-ups and MSMEs.
Read more

By when can the organisation appoint a Data Protection Officer (DPO) and
define clear accountability for compliance?

Does the organisation have mechanisms for data subject rights (access,
correction, erasure) and breach notification?

How will the inclusion of municipal debt securities in repo transactions
impact our short-term funding and liquidity planning?

Does the organisation have robust frameworks to assess the credit quality
and risks associated with municipal bonds?

How significant is our exposure to export-oriented borrowers, and which
sectors are most vulnerable to global trade disruptions?

How will these relief measures impact our credit risk profile and
provisioning requirements?

Should the organisation revisit CSR contributions or investment strategies
based on the updated provisions?

How should management ensure timely dissemination of these changes to
internal teams and auditors?

How will the revised definition of small company impact our compliance
framework and cost optimisation strategies?

Do we need to update internal governance policies to leverage exemptions
like fewer board meetings and simplified reporting?
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Curated insights: Our recent publications
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Custodians of trust: Building India’s labour codes: Reforms to Risk management role of board, Adversarial Actions in Digital Asset
resilience in an era of complexity reality audit and risk committees Payment Technologies

DPDP Rules 2025: Guidance to Unlocking the power of Al in Expected Credit Loss (ECL) Securing the supply chain:
DPDP Act implementation eDiscovery Preparing for the electric vehicle
raw material challenge
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