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Artificial Intelligence is rapidly becoming 

central to national security, economic 

competitiveness, and public service 

delivery. From cybersecurity and border 

monitoring to financial integrity and 

disaster response, AI is now embedded 

across critical national systems. At the 

same time, advanced AI models and 

cloud infrastructure are becoming 

concentrated among a small number of 

global companies, mainly based in the 

United States and China, creating new 

dependencies for countries.

This broader context frames the 

discussions at this AI Summit, which 

brings together policymakers, industry 

leaders, and domain experts to explore 

how nations can harness AI responsibly 

while protecting strategic interests.

Within the Summit, this roundtable on 

Sovereign AI & national security 

focuses on a specific question: how can 

India strengthen national resilience and 

autonomy in an increasingly AI-driven 

world?

For India, this question is amplified by 

scale. With population-level digital identity 

and one of the world’s largest real-time 

payment systems, any disruption or 

external dependency in digital 

infrastructure becomes a national 

concern.

The panel therefore examines sovereign 

AI, the ability to build and operate AI 

systems on trusted Indian digital 

foundations, using sovereign data, while 

remaining connected to global innovation.

This background paper sets shared 

context for the discussion. It outlines 

India’s digital model in a global context, 

highlights the national security 

implications of AI, and frames the core 

dimensions and trade-offs that will shape 

India’s path to digital sovereignty. It is 

intended to support dialogue and 

reflection, not to recommend specific 

policies
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1. Why sovereign AI matters now?

Artificial Intelligence is already part of 

everyday national systems, including:

• Cybersecurity

• Border and maritime monitoring

• Financial fraud detection

• Disaster response

• Public services.

As discussed earlier, across the world, AI 

capability is becoming concentrated. Most 

advanced AI models and large cloud 

infrastructure are controlled by a small 

number of companies, mainly in the United 

States and China.

This creates risks for countries:

• Sensitive data may sit on foreign systems

• Critical services may depend on overseas 

infrastructure

• Governments may not fully understand 

how AI decisions are made

• A few platforms may dominate entire 

digital markets

For India, these risks are larger because of 

scale.

Today, over 1.3 billion people are enrolled in 

Aadhaar digital identity1. India’s UPI system 

accounts for about 49 per cent of all real-

time digital payment transactions globally2. 

UPI now processes over 130 billion 

transactions every year3. Internet 

penetration at a household level is over 86 

per cent4. At this scale, any failure or 

external dependency becomes a national 

issue.

Sovereign AI means building AI systems on 

trusted Indian digital foundations, using 

contextually relevant data, while staying 

connected to global technology and 

innovation. This effort is led by the 

Government of India, with coordination from 

the Ministry of Electronics and Information 

Technology.

1 State of India’s Digital Economy Report 2023, International Centre for Research on India’s Digital Economy (ICRIER), 08 February 2023

2 UPI Recognized as World’s Largest Real-Time Payment System by IMF, Press Information Bureau, Government of India, 08 December 2025

3 India: 2025 Analysis of Payments and E-commerce Trends, Payments CMI, 03 June 2025

4 Results of Comprehensive Modular Survey: Telecom, 2025, Ministry of Statistics and Programme Implementation, Govt. of India, 29 May 2025
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Countries are taking different paths to digital 

sovereignty:

• United States: Relies mainly on private 

technology companies, with government 

security layered on later.

• China: Uses strong state control over 

platforms and data.

• European Union: Focuses on regulation, 

privacy, and competition rules.

India has chosen a different route. Instead of 

building large government platforms or 

depending fully on private tech giants, India 

built public digital infrastructure that anyone 

can use.

• This includes:

• Digital identity through the Unique 

Identification Authority of India

• Real-time payments through the National 

Payments Corporation of India

• Open digital commerce through the Open 

Network for Digital Commerce

These systems share three design 

principles:

• Core infrastructure is publicly governed

• All systems are interoperable

• Infrastructure is separate from apps and 

services

• This architecture is rare globally.

UPI is now recognised as the world’s largest 

real-time payments system. No western 

democracy operates identity and payments 

at this population scale under public 

governance. China achieves scale through 

state platforms. Europe does not yet have 

common digital rails across countries.

India’s approach is unique. And sovereign AI 

is being built on top of this foundation.

2. India’s digital model compared with the world

AI already supports critical national 

functions:

• Detecting cyber threats

• Analysing satellite and drone images

• Tracking financial fraud

• Predicting floods and cyclones

• Managing large transport and logistics 

networks

If these systems depend fully on foreign AI 

or cloud providers, four risks emerge:

• Sensitive data may leave the country

• Services may fail during global tensions

• AI decisions may be hard to audit

• A few companies may gain too much 

control

Different countries manage this differently. 

The U.S. relies on defence partnerships, 

China relies on state ownership, Europe 

relies on regulation.

India is choosing an infrastructure-led 

approach: ensuring that critical AI systems 

can operate on sovereign digital rails, while 

using global technology where appropriate.

This is what sovereign AI means in practice.

3. Sovereign AI and national security
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For India to achieve sovereignty in AI and be 

a globally relevant force in the space, there 

are five key layers in which Indian AI 

ecosystem needs to achieve sovereignty. 

These dimensions reflect the core areas 

typically used to assess digital sovereignty 

maturity across these five layers:

• Application Layer: Focus on real-world 

use cases in agriculture, health, and 

governance.

• Model Layer: Developing cost-effective, 

domestic AI models (20–50 billion 

parameters).

• Chip Layer: Indigenous chip design and 

manufacturing (aiming for 2nm nodes).

• Infrastructure Layer: Gigawatt-scale data 

centers and a national 38,000 GPU 

compute pool.

• Energy Layer: Leveraging clean energy 

and Nuclear Small Modular Reactors 

(SMRs) to power the AI revolution 

sustainably.

Institutional readiness cuts across all four 

dimensions. This includes clear ownership, 

coordination across ministries, executive 

sponsorship, and continuous monitoring to 

ensure that sovereignty measures translate 

into operational outcomes.

To support structured thinking on sovereign 

AI, KPMG in India has developed an internal 

analytical framework that brings together 

infrastructure, data, platform governance, 

capability development, and institutional 

readiness into a single lens. While the 

framework itself is not detailed in this paper, 

it is used to help governments assess 

current maturity, identify gaps across these 

dimensions, and prioritise investments in a 

systematic way. Elements of this thinking 

inform the discussion in this session.

4. Core dimensions of Sovereign AI

India must balance:

• Openness versus security

• Speed of innovation versus 

governance

• Global integration versus autonomy

• Public infrastructure versus private 

innovation

Rather than choosing extremes, India is 

pursuing open systems with strong 

public oversight, risk management, and 

assurance mechanisms.

5. Key trade-offs
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Closing perspective
Sovereign AI is not about isolation. It is about ensuring that India’s digital systems are 

trusted, resilient, and under national control.

India’s experience shows that sovereignty can be built through open infrastructure, 

strong governance, and disciplined execution, aligning technological innovation with 

national security and economic growth.

Authors:

• Abhishek Verma, Head of Digital 

Government Advisory, KPMG in India

• Shubham Arora, Partner, Digital 

Government Advisory, KPMG in India

1. Which AI capabilities must always be sovereign?

2. Where is foreign dependence acceptable?

3. How should India prioritise investment in compute, data, and models?

4. How can government institutions move faster?

5. What role should private companies play on sovereign digital rails?

6. Can India’s model help other emerging economies?

6. Questions for deliberation at the roundtable:
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