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Why digital identity? 
Digital identity sits at the heart of trust in our modern 
lives. We constantly rely on ‘knowing’ the person or 
organisation we are dealing with online, or proving 
our own identity. This is constantly highlighted by our 
increasing reliance on digital technology for every part  
of our lives. We get a bit grumpy when anything we  
want to do can’t be done online, but often we don’t have  
a way to do this both safely and easily. 

Despite living digitally, proving who we are has  
remained clunky and inconsistent, getting in the way 
of connecting and operating between our physical and 
digital realities. AI has only accelerated this challenge by 
reducing online trust. Similarly, organisations are facing 
barriers such as legacy systems, fragmented experiences 
and rising security threats. Whether a consumer or an 
organisation, these barriers continue to hold us all back 
from a truly seamless experience across our physical  
and digital worlds.
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Most common initial attack vectors were: 
•	 Phishing; and 
•	 stolen or compromised credentials.1



Australia’s cyber-attacks
Our close neighbours have had some hard knocks that 
New Zealand can learn from.

1.	 Increase in phishing attacks 
Phishing surged during the pandemic, with cyber 
criminals exploiting the shift to digital services. In 2023 
alone, Scamwatch recorded nearly 109,000 phishing 
reports, costing Australians NZD $29.7 million*2. The 
volume of phishing content hosted in Australia spiked 
by 479%, highlighting the growing threat to personal 
data and credentials.

2.	 Notable data breaches 
Australia experienced several significant data breaches 
in recent years, which underscored the vulnerabilities 
in existing systems. The Optus data breach exposed 
personal data, including identity documents, of up to  
10 million Australians,3 and Medibank saw up to  
9.7 million customers have sensitive personal and 
financial data posted online.4

Learnings from Australia 
The increase in cyber breaches have shown that 
businesses are increasingly being held accountable –  
not just for direct crimes, but for failing to protect 
customers from scams. Regulatory scrutiny is  
intensifying, with the expectation that organisations 
should take greater responsibility for digital trust and 
identity verification. The shift signals a future where 
trust frameworks and proactive identity measures aren’t 
optional, they’re essential.
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Organisations with high levels of 
shadow AI saw breach costs increase.



Emerging threats: What the global data tells us1

1.	 Credential theft is the #1 entry point 
Of all cyber intrusions in 2024, 30% involved  
attackers. This highlights the growing importance 
of identity-based security and the need for strong 
authentication and credential management.

2.	 Phishing-delivered infostealers up 84% 
There was an 84% year-over-year increase in phishing 
emails delivering infostealer malware, which harvests 
credentials for follow-on attacks. This reinforces the 
need for proactive identity verification and phishing-
resistant authentication.

3.	 Asia-Pacific is the most targeted region 
The APAC region accounted for 34% of global 
cyberattacks in 2024, the highest of any region.  
This underscores the regional relevance of digital 
identity resilience for New Zealand and Australia.

4.	 AI is fuelling identity attacks 
Threat actors are now using generative AI to craft 
phishing emails and write malicious code, making 
identity attacks cheaper, faster and harder to detect. 
This supports the case for modern, AI-aware identity 
platforms like IBM Verify.
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Global average cost of a data breach 
in 2025 – down 9% from 2024.
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Challenges in the current identity  
landscape for New Zealand

 
Solutions proposed 

Distrust in government: Low trust environments 
hinder engagement with essential services like health 
and education. Government is a player, but not the  
only one.

Plug into trust: Recognise existing trust anchors - iwi, 
non-government organisations (NGOs), community 
groups, businesses - and use them to verify identity 
outside government systems.

Missing credentials: Many people - especially 
children, elderly and marginalised groups - lack 
traditional identity documents. Our definition of 
credentials needs to broaden.

Derive credentials: Build credentials from  
historical relationships (e.g. long-term bank  
accounts, iwi membership) even if traditional 
documents are missing.

Rebooting identity: Life transitions (e.g. post-
incarceration, immigration) often require individuals to 
start from scratch, despite existing verified data.

Connect experiences: Link verified data across 
systems (e.g. immigration to banking) to reduce  
friction and improve service continuity.

Delegated authority: Long-standing issues around 
representing others (e.g. caregivers, legal proxies) 
remain unresolved in digital identity systems.

Adopt authority: Embed delegation into identity 
processes using existing models like enduring powers 
of attorney – don’t wait for government to solve it.
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We can help accelerate the digital trust journey by recognising the trust networks that already exist within our 
communities. Not every credential needs to be an official government credential like a passport or a driver’s license.
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Identity Interconnect
These events aim to bring together identity specialists, 
technologists, and change agents from across Aotearoa to 
tackle shared challenges. We dive into the opportunities, 
complexities, and the evolving landscape of digital  
identity. It’s about working together to build the future  
of digital identity.

Key themes from the  
previous Identity Interconnect 
discussions included: 
•	The capacity for digital identities to be used to prove 

identity without relying on traditional documentation 
such as passports and driving licenses, and the 
subsequent benefit to marginalised communities, those 
who no longer maintain these documents, or under 18s.

•	The potential use cases for the private sector, including 
fraud reduction in financial services.

•	The importance of interoperability of digital credentials 
between different entities, both in the public and  
private sector.

•	The need for commonality of language and cohesive 
understanding between entities, to ensure shared 
understanding of use cases and identity solutions.

•	The importance of legislation to drive consistent 
standards; and the adaptability of solutions to  
meet these standards as our understanding of  
our communities, technology and associated  
threats grow and evolve.
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of breached organisations lacked 
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We’ve got the tech 
Over multiple recent workshops and forums we’ve 
discussed the problem statements and use cases that 
are important to a range of organisations and situations. 
We were then able to consider these through the solution 
lens, already knowing what the identity technology was 
capable of, based on our partnership with IBM. 

IBM Verify is a modern identity platform designed  
to simplify authentication and build user trust. It  
enables seamless, citizen-centric access across  
devices and services.

IBM Verify hits a sweet spot of a stable and mature 
platform that is also rapidly evolving to keep up to date 
with global changes and deliver additional features. IBM 
Verify has a strong investment roadmap that guarantees 
improvement to meet shifting demand and unique use 
cases – helping to bridge the physical and digital divide.

It allows us to capture new users, engage them  
at the authentication step, and enable them to self-
manage; all while providing powerful governance and 
administration features.
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of organisations experienced 
breaches involving AI models or 
applications.1
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Guiding principles 
The future of digital identity is about choice, personal control and trust. You should be able to select an identity  
provider you trust – one that connects seamlessly with government and private services, handles the complexity  
behind the scenes and lets you decide what to share and with whom. Whether you’re a citizen, a business, or both, 
verified identity should make every interaction easier and more secure. Below are some guiding principles to consider  
as you prepare your organisation:

1.	 People first 
Digital identity must start with people – not technology 
or government. It’s about understanding how people 
live, what they need and how they already engage 
with trusted networks. Solutions should reflect real-life 
journeys, not idealised digital flows.

2.	 Create choice 
When people have options, they feel ownership.  
And when they own their identity, they’re more likely  
to engage, trust and participate. Choice empowers 
users to decide how, when and with whom their 
identity is shared.

3.	 Build what people want 
Utility and frequency matter. Identity solutions must 
be useful in everyday life – not just for high-stakes 
moments. If people don’t see the value, they won’t  
use it. Co-design with communities and test for  
real-world relevance.

4.	 Use what we already have 
We don’t need to reinvent trust. Communities, iwi, 
NGOs, and businesses already act as trust anchors. 
Recognising and integrating these existing relationships 
can accelerate adoption and reduce friction.
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5.	 Act now - don’t wait for perfection 
Return on investment is immediate when we start 
small and iterate. The trust framework provides the 
rules, but delivery is up to us. Waiting for the perfect 
system delays benefits and risks losing momentum.

6.	 Fit for purpose 
Not every interaction needs a passport-level credential. 
Identity solutions should be proportionate and fit for 
the context, not over-engineered. As Matthew Evetts, 
Partner at KPMG, put it, “Don’t use a Rolls Royce to 
visit the pub.”

7.	 Government is a player, not the player 
Government has a role, but it’s not the only actor.  
The private sector, communities, and individuals all 
have a part to play in shaping and delivering trusted 
identity systems.
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Imagine a world where fraud is reduced, services are personalised, and trust is built into every transaction.  
With digital identity we can do so much more, do it easily, and with more confidence and safety. 

We’ve seen glimpses of this future – now it’s time to build it, together.
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Get in touch

Matthew Evetts 
Partner – Cyber & Digital 
KPMG New Zealand 
mevetts@kpmg.co.nz

Haider Khan 
Brand Partner – IT Automation 
IBM 
Haider.Khan@IBM.com

We welcome further conversations to discuss how we can partner with you to 
build trust throughout your organisation, with citizens and with consumers.

These events aim to bring together identity specialists, technologists, and 
change agents from across Aotearoa to tackle shared challenges. We dive 
into the opportunities, complexities, and the evolving landscape of digital 
identity. It’s about working together to build the future of digital identity.

Register your interest for the next event,  
hosted by KPMG.

Peter Bailey 
Director – Cyber Security 
KPMG New Zealand 
peterbailey@kpmg.co.nz

Prann Rawal 
Tech Lead – Automation Security  
IBM 
Pran.Rawal@IBM.com
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1.	 Cost of Data Breach 2025 Report, IBM  
https://www.ibm.com/reports/data-breach 

2.	Targeting Scams Report March 2025, Report of the  
National Anti-Scam Centre on scams data and activity 2024,  
National Anti-Scam Centre, Scamwatch.  
https://www.nasc.gov.au/system/files/targeting-scams-report-2024.pdf

3.	Optus: How a massive data breach has exposed Australia.  
BBC News, Sydney. 29 September 2022, Tiffanie Turnbull.  
https://www.bbc.com/news/world-australia-63056838 

4.	Medibank refuses to pay ransom for hacked data as  
affected customer number doubles to 9.7m.  
ABC News, 7 November 2022, Samuel Yang.  
https://www.abc.net.au/news/2022-11-07/medibank-refuses-to-pay-
ransom-data-hack-cyber-attack/101622914

* All currency figures have been converted from USD to NZD, based  
on exchange rates obtained from Refinitiv at the time of publishing. 
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