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In February 2026, KPMG Middle East was honored to fulfil the 
responsibility as knowledge partner for the World Defense Show (WDS26) 
in Riyadh, Saudi Arabia. This strategically important event brought together 
defense industry, academia, innovators, end users and decision makers 
to discuss and showcase the latest developments in technology, supply 
chains and workforce capability. 

As official knowledge partner, KPMG played a central role by creating 
thought-leading publications and facilitating over 25 panels and keynote 
addresses with more than 100 panelists and speakers. We thereby 
demonstrating our commitment, knowledge and experience in supporting 
Defense and Security clients as they face unprecedented ambiguity and 
challenges in the region and around the globe. These challenges can be 
met through the support and guidance that KPMG can offer as a defense 
integrator with our unrivalled ability to be the trusted partner for clients in 
supporting them on their journey from concept and policy to production 
and employment.

The analysis contained in this publication is the result of gathering the 
thoughts and insights from those who attended WDS26, from active 
active panelists to influential keynote speakers or industry commentators. 
We hope our analysis serves as a credible waypoint in pursuing the 
ambition of a regional defense eco-system that is resilient, innovative and 
agile. This paper does not assess WDS26 against the ongoing military 
activity in the GCC region (at time of writing). The character of conflict 
continues to change and current events will require deeper analysis.

As the WDS26 knowledge partner, we believe KPMG has proven itself to 
be a diverse, insightful, outcome-driven and passionate firm that is ready, 
capable and experienced to support clients as they seek opportunity and 
prosperity in an uncertain world.

Introduction

The World Defense Show 2026 
(WDS26) firmly positioned Saudi 
Arabia as a core player in the global 
defense ecosystem. It is no longer 
simply a venue for showcasing 
platforms – Riyadh is emerging 
as a global convening power that 
influences procurement doctrine, 
industrial partnerships, and 
technology transfer standards for  
the decade ahead.

This publication outlines the strategic 
impact of WDS26 thorough the 
insights and comments made across 
multiple sectors, from academia, 
to industrialists, defense end users 
and political decision makers. At 
time of writing (March 2026) there is 
significant geopolitical events taking 
shape that are centered on military 
activity across the Gulf region – and 
therefore, this publication is relevant 
and timely. 

The publication initially assesses 
the changes in character of conflict, 
based upon geopolitical events 
and ambition to create strategic 
autonomy to absorb any strategic 
shock created by an uncertain and 
ambiguous security environment. 
Strategic autonomy reflects some 
acute changes in the character 
or war, with the impact of AI and 
data centric warfare delivering 
fast decision-making processes 
and capability employment. To 
enable such changes, there is a 
realization that defense integration 
will be at the very heart of future 
defense planning and strategies. 

Executive summary

Chris Moore
Head of Defense and National Security

KPMG Middle East  

These strategies will embrace a 
diverse and expansive eco-system 
composed of government end-users, 
international and regional OEMs, 
dual-use technologies, innovators 
and private finance (to name only a 
few), which creates significant first 
mover advantage in innovating and 
swiftly adapting-at scale-to meet 
any crisis as it unfolds. Collectively, 
these sectors understand capability 
now operates across all-domains, 
that interoperability is key, not 
just amongst defense coalitions 
partners, but within the organization-
to retrofit new capability that can 
rapidly dock into a robust, sovereign 
data backbone.

Clearly such realization is vulnerable 
to fragile supply chains that lack 
resilience in cybersecurity with 
components and software, data 
governance and infrastructure. These 
vulnerabilities were highlighted 
throughout WDS26 and deserve 
examination in this publication – 
that sovereign supply chains must 
consider every link in the end-to-end 
chain with the ability to swiftly adapt 
to changes in production, inventory, 
location, transportation, information, 
sourcing, or pricing as needed.

Speakers, panelists and exhibitors at 
WDS26 consistently observed the 
opportunities in creating sovereign 
supply chains that lie in changes to 
capital flow and defense economics; 
both factors will be examined, along 
with the gaps and strategic friction 
points, and their implications for the 
defense industry. 

Finally, WDS26’s rich platform of 
debate and discussion provided a 
wealth of insights that have been 
drawn together in this publication, 
from changes to the strategic 
operating environment, and the 
advent of novel technologies that 
create more capability choices to 
manage emerging threats. 

Together, this approach is built upon 
the firm foundations of localization, 
funding and robust supply chains. 
WDS26 offered several observations 
and recommendations; these have 
been captured by the authors to 
propose areas where advisory and 
enablement opportunities could exist. 
Collectively, the proposed solutions 
will help realize KPMG’s WDS26 
mantra of make tomorrow secure.
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The third edition of the World Defense Show confirmed Saudi Arabia’s prominence as a first-in-class defense 
exhibition host. The event also solidified the Kingdom’s positioning as an integral node in the global defense 
ecosystem – a convening regional and international power capable of shaping procurement policy and doctrine, 
building industrial partnerships, and facilitating technology-transfer. The observations emitted from Riyadh in February 
2026 were unmistakable: defense integration across military, government, industry, and technology players is an 
operational imperative.

Three structural shifts converged at WDS26 to make this event an inflection point. Firstly, the dramatic movement in 
geopolitical landscape; secondly, the advent of a new era of competition, crisis and conflict that has witnessed further 
change to the character of war, and lastly the changes in how Defense is prioritized and resourced. Each of these 
structural shifts merit greater examination below:

Executive context: 
Why WDS26 matters strategically

The geopolitical landscape has 
dramatically evolved and is 
increasingly complex

Ongoing state-on-state conflicts– 
including the grinding attrition in 
Ukraine, the aftershocks of the 2025 
Twelve-Day War, and escalating 
great-power competition across 
global corridor(s) have necessitation 
greater innovation and agility in 
defense planning. Multipolarity 
is no longer a forecast; it is the 
operating environment. Nations 
across the Gulf, Europe, and the 
Indo-Pacific are recalibrating alliances, 
accelerating procurement timelines, 
and demanding sovereign industrial 
capacity at a pace not seen since the 
height of the Cold War.

The leadership dialogues and 
ministerial-level panels at WDS26 
sent a series of strategic signals 
that deserve careful examination. 
Those panelists, keynote speakers 
and industry commentators 
highlighted four areas for defense 
prioritization and potential 
investment opportunities: integration, 
sovereignty, economic autonomy 
and capability prioritization. The 
overall conclusion is nations need 
to fuse together more levers of 
national power to create resilience 
and coherence when managing 
fragile value chains in uncertain and 
ambiguous security environment. 
These insights are assessed 
further below:

Integration as a national 
capability, not a program 

Multiple delegations framed 
integration explicitly as a capability to 
be designed, exercised, and matured 
over time, not a one-off procurement 
initiative. This represents a significant 
doctrinal evolution. The implication is 
that defense ministries are beginning 
to institutionalize integration through 
standing joint enabling capabilities–
such as C5ISTAR, special forces 
(SF), joint medical, joint logistics, and 
cyber and electromagnetic activities 
(CEMA) – that sit across complex 
defense ecosystems, all-domain 
exercises, wargames, and simulation 
programs rather than relying on ad 
hoc coordination during crises. For 
industry, this signals a shift from 
platform sales toward long-term 
integration-as-a-service relationships.

Strategic signals from government and 
leadership dialogues

The character of conflict itself 
has shifted

The dominance of expendable 
uncrewed systems, the 
weaponization of the information 
environment, and compression of 
sensor-to-shooter timelines have 
rendered legacy force structures 
increasingly fragile. WDS26 panels 
and equipment demonstrations 
reinforced the next capability edge is 
architectural – rooted in the ability to 
fuse platforms, data, and decision-
making across all domains – rather 
than platform-centric.1 Nations that 
treat integration as a designed, 
tested, and sustained capability will 
prevail; those that pursue it as an 
afterthought will face operational and 
strategic consequences.

The economics of defense 
have changed

European NATO members have 
doubled expenditure in response to 
the Ukraine conflict. Gulf states are 
redirecting sovereign wealth toward 
domestic industrial capacity. The 
private sector, historically peripheral 
to defense in many markets, is now 
being invited and incentivized to 
participate as a core partner. WDS26 
made clear that future defense 
spending will be judged not by 
volume alone, but by its contribution 
to sovereign resilience, industrial 
depth, and workforce capability.

Sovereignty as an 
industrial strategy

Sovereignty was the most frequently 
referenced concept across WDS26 
panels, but its meaning has matured. 
It is no longer synonymous with 
autarky or simple offset compliance. 
Leadership remarks consistently 
linked sovereignty with the ability 
to design, produce, sustain, and 
export domestic defense capability– 
with workforce readiness and data  
sovereignty (sovereign control of data 
and above secret capabilities) being 
regarded as a strategic asset as co-
equal pillars alongside manufacturing. 
Saudi Arabia’s General Authority for 
Military Industries (GAMI) reported 
that defense localization has reached 
24.9 percent, up from approximately 
4 percent in 2018, with the 50 
percent target by 2030 reaffirmed.2 
This trajectory signals that global 
OEMs will face increasingly rigorous 
demands for genuine technology 
transfer, intellectual property co-
creation, and workforce integration as 
conditions of market access.

Economic security 
is a determinant of 
strategic advantage

Several panels at WDS26 addressed 
the convergence of economic and 
defense strategy with refreshing 
candor. The levers of national power–
diplomacy, information, military, 
and economic – were discussed 
not as separate instruments but as 
interdependent elements requiring 
whole-of-nation alignment. The 
implication for advisory firms and 

strategic partners is that defense 
engagement in the Gulf must be 
understood within the context of 
broader economic diversification, 
fiscal sustainability, and human 
capital development. Defense 
spending is no longer an isolated 
line item; it is an engine of 
industrial transformation.

Clear capability 
choices prioritized

No government delegation explicitly 
catalogued its vulnerabilities, 
but the pattern of investment 
announcements, partnership 
signings, and panel emphasis 
revealed clear priorities: advanced 
command-and-control architectures, 
CEMA , AI-enabled decision support, 
autonomous systems integration, 
and critically, the human capital 
to operate and sustain all of the 
above. The persistent emphasis 
on workforce development 
signals that talent availability is 
recognized as a binding constraint on 
modernization timelines.
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Defense integration as a key 
ingredient within national security, 
defense, and military strategies 
This chapter assesses the centrality of defense integration within national security and military strategies. WDS26 
clarified that defense integration operates across four interdependent pillars – strategic, military, technological, and 
industrial – and that weakness in one pillar degrades the whole. This framework, advanced prominently at the show, 
provides useful architecture for assessing where the ecosystem stands and how the national security and military 
strategies need to weave them together. There are four drivers for integration. Firstly, the need to operate across 
all-domains, secondly to harness the advent of human-machine teams to expand mass and reduce the sensor-to-
shooter link through a digital backbone. The final driver is interoperability – for capabilities and organizations to operate 
seamlessly together to face any crisis. Each of these drivers for integration, and their implications for defense industry, 
will be examined below:

Coalition interoperability

In an era of shifting alliances 
and multinational operations, 
interoperability with coalition partners 
has become a design requirement 
rather than a retrofit. Several WDS26 
discussions addressed the political 
and institutional dimensions of 
interoperability and integration – 
emphasizing that technical connectivity 
is insufficient without shared 
governance, trust frameworks, and 
agreed data-sharing protocols. The 
nations that build political and industrial 
trust through joint ventures, shared 
testing programs, and transparent 
localization initiatives will achieve 
interoperability faster than those 
relying on technical standards alone.

All-domain operations and the 
new baseline

The integration baseline has 
shifted decisively. All-domain 
joint operations– spanning land, 
air, maritime, cyber, space, and 
the information environment – 
are no longer aspirational; they 
are the expected standard of a 
credible defense posture.3 WDS26 
demonstrations and capability 
briefings reinforced those isolated 
responses to all-domain threats are 
no longer tolerable. Interoperability in 
command, control, communications, 
computers, cyber, intelligence, 
surveillance, target acquisition, 
and reconnaissance (C5ISTAR) and 
CEMA is now a prerequisite, not 
a differentiator.

Trusted, and sovereign, standardized data forms the 
foundation  without it, modern tools cannot connect to legacy 
systems. 

Doctrine, policy and standards, and information sharing 
agreements provide the governance rules that determine who 
can access what data, and under what conditions. 

Industrial partnerships and strategies formalize 
collaboration between government and private sector, turning 
localization ambitions into sovereign capability where the 
speed of procurement is key with open architectures and 
software defined capability at the edge being determinants 
of success.

Innovation must be integrated carefully with legacy systems 
rather than replace them, requiring rigorous testing and 
translation layers in addition to procurement pipelines that 
assess the intangible benefits of innovation return on 
investment (IROI) from R&D to capability delivery. Sensor-to-
shooter value chain compression is expanding the 
competitive space, widening the gap between the battle and 
business space, that requires a theory of victory that builds a 
digital backbone, data sovereignty, industrial, and 
innovative partnerships.

Capital sustains the entire transformation across budget 
cycles and leadership changes. Without adequate funding 
and budgeting continuity that is aligned to strategic planning 
cycles, with the flexibility in defense strategies to adapt, even 
the best-designed frameworks collapse by ways and means 
consuming ends. 

None of the five essential elements described above work in 
isolation; real capability only emerges when all are designed 
and governed together to meet the prevailing threat – only 
then will be fusion layer concept be realized.

Human-Machine Teaming and 
expendable mass

The proliferation of expendable 
uncrewed aerial systems has moved 
from a conflict observation to a force-
design imperative. WDS26 exhibitors 
and panelists addressed human-
machine teaming (HMT) not as a 
technology demonstration but as an 
operational architecture requiring new 
doctrine, training frameworks, and 
sustainment models. The integration 
challenge here is not principally 
technological; it is organizational and 
procedural. The mass proliferation 
of autonomous systems enabled 
by AI, creates opportunities for 
militaries to operationalize mass 
and tempo to achieve decisive 
strategic (and tactical) advantage. 
Military organizations that fail 
to quickly integrate large-scale 
autonomous systems into their 
into their capabilities and command 
infrastructure architecture will incur a 
structural asymmetric disadvantage.

Sensor-to-shooter compression 
and the digital backbone

The compression of kinetic and non-
kinetic targeting value chains was 
a consistent theme, with particular 
emphasis on the digital backbone that 
enables it – requiring coherent data 
models, secure edge computing, and 
AI-augmented decision support. The 
fusion layer concept emerged as the 
architecture of choice for enabling 
this compression.4 Five essential 
elements of the fusion layer concept 
were discussed: standardized and 
trusted data, operational regulation 
doctrine governing its use, industrial 
partnerships contributing capability, 
innovation integrating safely 
with legacy systems, and capital 
sustaining the transformation across 
budget cycles.These elements are 
explained further to the right.
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This chapter explores the emergence 
of sovereign industrialization as a 
new competitive advantage in global 
defense. It examines the evolution of 
localization models, the implications 
for international defense companies, 
and the growing importance of 
resilient supply chains as nations 
seek to secure control over critical 
defense capabilities in an increasingly 
uncertain strategic environment.

The global defense industrial 
landscape is entering a new phase 
in which sovereign capability is 
becoming a decisive strategic asset. 
Nations are increasingly seeking 
to develop resilient domestic 
defense ecosystems that combine 
industrial capacity, technological 
innovation, and secure supply 
chains. This shift reflects growing 
geopolitical competition, accelerating 

Sovereign industrialization as 
new competitive advantage

From offset compliance to 
strategic co-creation

The localization narrative at WDS26 
has evolved materially and now 
extends beyond simple transactional 
relationships. Early generation 
localization programs were 
characterized by offset obligations 
transactional requirements 
designed to recapture a percentage 
of procurement expenditure 
domestically.5 The forum’s discourse 
has moved beyond this. Localization 
is now framed as strategic co-
creation to energize defense 
ecosystems; the joint development of 
sovereign capability through shared 
intellectual property, embedded 
workforce development, and long-
term industrial partnerships that align 
with operational readiness, not just 
economic targets, are key ingredients 
of success. 

Saudi Arabia’s localization trajectory 
from 4 percent in 2018 to 24.9 
percent in 2024, with a local content 
share of 40.7 percent reflects this 
shift.6 However, localization struggles 
to meet the demanding requirements 
of modern defense ecosystems. For 
example, the skills needed to develop 
defense ready applications for radar, 
CEMA, robotic and autonomous 
systems (including AI), or capabilities 
such as C5ISTAR and space-based 
modules (ie SIGINT) require decades 
to develop. Of most concern is the 
focus on hardware, and lack of focus 
on software such as algorithms and 
wave forms. 

The institutional architecture 
supporting these requirements has 
matured accordingly but strategic 
oversight and delivery platforms are 
urgently required. The organizations 
within Saudi Arabia that are able 
to realize this architecture are: 
GAMI that provides regulatory 
oversight, Saudi Arabian Military 

Industries (SAMI) to anchor industrial 
execution, National Academy for 
Military Industry (NAMI) to deliver 
technical training and knowledge 
transfer, and General Authority for 
Defense Development (GADD) which 
aligns research and development 
with capability priorities, the Saudi 
Data and AI Authority (SDAIA) 
provides operational, innovation 
and research in data and AI, 
the National Data Management 
Office (NDMO) enhances data 
governance and management, and 
the National Cybersecurity Office 
(NCA) safeguards national security 
and critical infrastructure. This is no 
longer a patchwork of initiatives, it 
is an ecosystem by design that will 
continue to evolve and mature.

Implications for global OEMs

For international defense companies, 
the message from WDS26 is 
unambiguous: market access in 
the Gulf and increasingly across 
other sovereign markets will require 
genuine industrial commitment. 
Of concern, WDS26 panelists 
observed a lack of original equipment 
manufacturer (OEM) capacity 
and currency to bridge the gaps 
exposed. Superficial localization 
arrangements, where final assembly 
substitutes for meaningful technology 
transfer, are being scrutinized 
with growing sophistication. 
Companies that succeed will be 
those that co-invest in workforce 
capability, establish research and 
development partnerships with 
national institutions, share intellectual 
property under structured governance 
frameworks and memorandums 
of understanding (MOUs), and 
demonstrate long-term commitment 
to the host nation’s industrial base, 
with clear exploitation paths. Those 
companies that do not could find 
themselves progressively excluded 

from the most significant growth 
markets in global defense and unable 
to keep up with the accelerating 
pace of change. Modern defense 
ecosystems must adopt innovative 
pipelines that balance ends, ways, 
and means, plan for uncertainty, 
agility, and prioritize portfolios to 
strategically align with clear and 
comprehensive national interests.

Supply chain sovereignty

The fragility of global supply chains 
exposed repeatedly over the past 
five years has elevated supply 
chain sovereignty from a policy 
aspiration to strategic necessity. 
WDS26 discussions emphasized the 
need for resilient, localized defense 
ecosystems that reduce dependence 
on volatile global corridors while 
maintaining interoperability with allied 
or (potential) coalition systems. For 
example, supply chains lack resilience 
in cybersecurity with components 
and software, sovereign data 
centers, subterranean fiber-optical 
cables, malware, and back-doors 
introducing vulnerabilities. It is not 
enough for supply chains to simply 
be sovereign – they must consider 
every link in the end-to-end chain 
and nimbly adjust the seven supply 
chain drivers (production, inventory, 
location, transportation, information, 
sourcing, pricing) to dynamically 
changing needs. Moreover, modern 
defense ecosystems must adapt 
to above secret data regulatory 
requirements across supply chains 
and with industry. Building industrial 
depth, from advanced manufacturing 
through to through-life support, 
ensures continuity through adversity 
and strengthens national control over 
essential defense capability.

technological change, and the fragility 
of globally dispersed supply networks 
exposed over recent years.

Discussions at WDS26 underscored 
a clear evolution in localization 
strategies. What once functioned 
primarily as offset compliance – 
mechanisms designed to recapture 
a portion of procurement spending 
domestically – has matured into 
a broader framework of strategic 
co-creation. Governments are 
now pursuing deeper industrial 
partnerships that integrate workforce 
capability, shared research and 
development, and long-term 
intellectual property collaboration to 
build sovereign capability aligned with 
operational readiness.

Saudi Arabia’s rapid progress in 
defense localization illustrates 
both the ambition and complexity 

of this transformation. While 
significant advances have been 
made in expanding local industrial 
participation, modern defense 
systems increasingly depend 
on advanced software, data 
architecture, and highly specialized 
technologies that require decades 
of development and sustained 
institutional coordination.

This chapter explores the emergence 
of sovereign industrialization as a 
new competitive advantage in global 
defense. It examines the evolution of 
localization models, the implications 
for international defense companies, 
and the growing importance of 
resilient supply chains as nations 
seek to secure control over critical 
defense capabilities in an increasingly 
uncertain strategic environment.
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AI, autonomy, and data-centric architectures are rapidly 
transforming the character of modern warfare. Military 
advantage is increasingly determined not only by platform 
capability but by the ability to collect, process, and act 
upon vast volumes of data in real time. Advances in 
machine learning, autonomous systems, and distributed 
computing are enabling new operational concepts that 
promise greater speed, precision, and adaptability on 
the battlefield.

WDS26 demonstrated that many of these technologies 
are now transitioning from experimental pilots to early 
operational deployment. Capabilities such as AI-enabled 
intelligence fusion, automated logistics optimization, and 
machine-assisted planning are beginning to influence 
force design and operational planning. However, the path 
from prototype to scalable battlefield integration remains 
uneven, with critical gaps in infrastructure, doctrine, and 
system readiness.

The primary constraint is not the sophistication of 
AI models themselves, but the enabling architecture 
required to operationalize them. Sovereign data pipelines, 
resilient communications networks, trusted AI assurance 
frameworks, and effective human–machine teaming 
doctrine are essential to translating technological potential 
into reliable operational capability.

This chapter examines the emergence of AI-driven and 
autonomous systems within modern defense ecosystems. 
It explores the operationalization of data-centric warfare, 
the governance frameworks required to build trust in 
AI-enabled decision systems, and the critical distinction 
between deployable capability and technological hype in 
shaping future defense investment.

AI, autonomy, and 
data-centric warfare

Where autonomy moved from pilot to operational reality

WDS26 demonstrated meaningful progress in moving autonomous systems 
from controlled demonstrations to early operational deployment that deliver 
capability to meet adaptive threats. Swarming, AI-enabled planning, scenario 
building, intelligence fusion, and autonomous logistics were presented not as 
laboratory concepts but as capabilities entering force design and structures. 
However, the gap between prototype maturity and scalable operational 
integration remains significant. The gap is particularly acute in transitioning 
low technology readiness levels (TRLs) into delivery and achieving system 
readiness levels (SRLs).

The critical bottleneck is not the AI models themselves but the integration 
infrastructure: sovereign data pipelines, software defined radios (SDR), 
quantum computing at the tactical level, security accreditation for AI-
augmented decision systems, and the doctrine governing human-machine 
teaming under operational conditions. Mission ready AI applications and use 
cases were a key topic of discussion at WDS26, leading to a safe use of AI 
approach that has the potential to reduce planning cycles and scenario building 
by scales of magnitude.

AI governance and battlefield trust

The governance conversation has matured but remains unresolved. Multiple 
panels at WDS26 addressed the need for AI assurance frameworks that 
establish trust in autonomous decision-making – not abstract ethical 
principles but operational frameworks that enable commanders to rely 
on AI recommendations under combat conditions. The consensus is 
emerging that AI governance must be embedded at the design stage, not 
applied retrospectively, and those nations that establish credible assurance 
frameworks first will gain a regulatory and export advantage. AI governance is 
key but must not overtake the innovation and technology advantage currently 
enjoyed. Of concern, national defense ecosystems appear to prioritize 
governance over capability interests.

Hype versus mature 
deployment

A candid assessment distinguishes 
three tiers to deliver deployable 
capability that meets the threat and 
has the agility to address emerging 
volatility. Mature deployment includes 
AI-enabled ISR processing, planning 
and scenario building, predictive 
maintenance, and automated logistics 
optimization. Emerging-operational 
capabilities include autonomous 
swarming, AI-augmented command 
support, radar, quantum, and cyber 
and electromagnetic convergence. 
Hype-exceeding-reality includes 
fully autonomous lethal decision-
making, quantum-enabled battlefield 
networks, and seamless cross-
domain AI orchestration. 

Much discussion over quantum 
underlines a security spiral that 
has the potential of upending 
sovereign ecosystems. Quantum 
could accelerate cybersecurity risks, 
attack economic stability, and provide 
precision targeting at low cost to 
predatory actors. The investment 
implication is that capital should flow 
toward integration infrastructure 
and governance frameworks rather 
than headline-grabbing platform 
capabilities that lack operational 
scalability or adaptability . Building 
these mature joint enabling 
architecture(s) into complex defense 

ecosystems are a key determinant 
of strategic advantage. Modern 
defense ecosystems must grapple 
with uncertainty and prioritize IROI 
that balances tangible cash and 
the intangible benefits required of 
sovereign security as a public good.
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The economics of defense are 
shifting. Government procurement 
remains central, but public-private 
partnerships, sovereign wealth 
engagement, and private-sector 
investment are now driving 
innovation, localization, and 
operational agility. Modern defense 
finance is no longer just about 
budgets, it is about strategically 
deploying capital to build capability, 
industrial depth, and resilience.

At WDS26, Saudi Arabia showcased 
this transition. While the FY2026 
military budget totaled SAR240 
billion, the more significant signal 

Capital flows, investment patterns, 
and defense economics

The emerging defense capital architecture

WDS26 reinforced a structural shift in how defense is financed. Traditional 
government-funded procurement is being supplemented – and in some areas 
displaced – by public-private partnerships, sovereign wealth fund engagement, 
and private-sector capital formation. The level of scrutiny placed on capital is 
shifting to operational expenditure and commercial platforms lack the agility to 
meet demand. Saudi Arabia’s FY2026 budget allocated SAR240 billion to the 
military, but the more significant signal was the growing emphasis on private 
sector integration into the defense ecosystem as a mechanism for achieving 
localization, innovation, and fiscal sustainability simultaneously.

The Kingdom’s Vision 2030 target of increasing private sector GDP contribution 
from 40 to 65 percent provides the macroeconomic frame.7  Within defense, 
public-private partnerships offer cost efficiency, accelerated innovation, 
risk sharing across project lifecycles, and the mobilization of private capital 
for infrastructure that might otherwise strain government balance sheets. 
The announcement of the Ministry of Defense’s administrative complex 
PPP – a state-of-the-art facility in northern Riyadh – signals that defense PPP 
frameworks are moving from concept to execution.

Capability consolidation

The economics of defense integration will drive consolidation. Small to mid-tier 
defense technology firms that have demonstrated capability in niche domains 
– CEMA, AI, unmanned systems – will face increasing pressure to scale or be 
acquired. Sovereign industrial champions and global primes will pursue vertical 
integration to secure supply chains and control critical technology nodes. The 
deal landscape in Gulf defense is likely to intensify materially over the next 24 
to 36 months.

Where growth capital is 
moving

Capital is concentrating in seven 
areas:

1.	 Autonomous systems and 
counter-unmanned platforms

2.	 Radar and spaced based 
signals intelligence (SIGINT)

3.	 Maintenance, repair, and 
overhaul (MRO) localization

4.	 Defense workforce 
development infrastructure

5.	 AI-enabled command and 
decision support

6.	 C5ISTAR, radar, maintenance

7.	 Cyber electromagnetic 
activities (CEMA)

In addition to those listed above, 
other sectors that remain 
undercapitalized but strategically 
critical include; defense-specific 
data infrastructure, testing and 
certification facilities, and mid-tier 
systems integration capacity.

was the integration of private-sector 
capital into defense programs – 
aligning with Vision 2030’s goal 
of raising private-sector GDP 
contribution from 40 to 65 percent.7 
This represents a deliberate move 
toward sustainable, innovation-driven 
defense ecosystems.

Investment is concentrating in 
mission-critical areas: autonomous 
systems, AI-enabled decision 
support, CEMA, radar and space-
based platforms, C5ISTAR, 
maintenance, and workforce 
development. Yet gaps remain in 
data infrastructure, testing, and 

mid-tier integration capacity – 
highlighting opportunities for strategic 
capital deployment.

This chapter explores how defense 
capital is flowing, how investment 
patterns shape capability and 
consolidation, and how the economic 
dynamics of defense are creating 
a new framework for sovereign 
industrial advantage. The emphasis 
is on translating financial resources 
into operational impact and long-term 
strategic resilience.
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Legacy system integration

Every defense force operates on a foundation of legacy. Systems designed decades ago for single 
purposes, by different suppliers working to different standards, cannot simply absorb modern AI tools, 
predictive algorithms, or shared data models. They require translation layers, data cleansing, security 
accreditation, and frequently, political navigation around existing procurement agreements. The fusion 
layer concept is the right architectural response, but implementing it across heterogeneous, safety-
critical environments remains the single largest technical challenge in defense transformation.

Even as defense ecosystems 
evolve, structural and operational 
friction points limit the translation 
of technology into operational 
advantage. The post-WDS26 
landscape underscores that 
advanced platforms, AI, and 
sovereign industrialization alone are 
not enough; capability gaps remain 
across integration, workforce, 
certification, and governance.

Legacy systems, designed decades 
ago, cannot seamlessly absorb 
modern AI, autonomous systems, 
or predictive analytics without 
complex translation, security, and 
certification layers. Meanwhile, 
talent shortages in AI, CEMA, and 
systems engineering constrain 
the pace at which innovation can 
be operationalized.

Certification fragmentation and 
inconsistent standards further 
slow interoperability, while the 
gap from prototype to fielded 
system highlights misaligned 
acquisition frameworks and 
institutional incentives. Governance 
and data trust deficits compound 
the challenge, leaving even 
advanced systems underutilized or 
operationally isolated.

This chapter examines these 
friction points and their implications 
for defense transformation. 
It highlights where targeted 
interventions– across technical 
architecture, workforce 
development, standards, and 
governance – are required to 
accelerate capability deployment 
and ensure investments deliver 
real-world operational impact.

Ecosystem gaps and 
strategic friction points

01

02

03

04

05

Talent scarcity

The workforce constraint is real and binding. Shortages in CEMA, systems engineering, AI, and data 
analytics are global phenomena, but they are particularly acute in defense markets undergoing rapid 
expansion. Saudi Arabia has welcomed institutional investments through NAMI, GAMI, SAMI, and 
SDAIA are strategically sound, but the pipeline from education to operational proficiency requires 
years to mature. In the interim, the gap between technology acquisition and workforce readiness 
risks creating expensive underutilization of advanced platforms.

Certification and standards fragmentation

Defense systems are safety-critical. Every integration point must be tested, evaluated, and certified. 
When platforms from multiple OEMs, designed to different standards, must interoperate within a 
national or coalition architecture, the certification burden multiplies exponentially. There is no global 
standard for AI assurance in defense, no universally accepted framework for autonomous systems 
certification, and insufficient institutional capacity in most markets to conduct the required testing at 
the pace modernization demands. For example, cyber and electronic warfare (EW) ranges are key to 
developing tactics training and procedures (TTPs), countermeasures, ensuring force protection (FP) 
and safety critical systems, and yet there are no recognized standards to fulfil.

The prototype-to-field gap

Innovation ecosystems are producing capable prototypes at unprecedented speed. Converting them 
into fieldable, sustained, and scalable capability that addresses prevailing threats remains slow. 
Acquisition frameworks written for hardware procurement are poorly suited to software-defined 
capabilities with continuous update cycles. Until procurement doctrine evolves – and the institutional 
incentives around it change– the gap between what is technically possible and what is operationally 
deployed will persist.

Governance and data trust deficits

Interoperability depends on data sharing. Data sharing depends on trust , sovereignty and above 
secret data sharing. Trust depends on governance frameworks and regulatory compliance that 
define ownership, access conditions, classification protocols, and accountability. In environments 
where coalition partners, government agencies, and private industry must all access shared 
data, these frameworks are underdeveloped. Without them, the most advanced architecture 
remains operationally isolated . The gap between business-space and battlespace in these areas is 
particularly acute.
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Even as defense ecosystems 
evolve, structural and operational 
friction points limit the translation 
of technology into operational 
advantage. The post-WDS26 
landscape underscores that advanced 
platforms, AI, and sovereign 
industrialization alone are not enough; 
capability gaps remain across 
integration, workforce, certification, 
and governance.

Legacy systems, designed decades 
ago, cannot seamlessly absorb 
modern AI, autonomous systems, 

Strategic implications 
for the defense industry

Where partnerships are 
inevitable

No single entity can deliver defense 
integration alone. The complexity 
of connecting strategic, military, 
technological, and industrial pillars 
demands structured collaboration 
between governments, primes, 
mid-tier integrators, technology 
startups, academic institutions , 
research and development centers, 
non-profit thank-tanks and sovereign 
investment vehicles. The partnership 
model for the next five years will be 
characterized by joint ventures with 
genuine IP sharing, co-investment 
in workforce infrastructure, shared 
testing and certification facilities, 
and consortium-based approaches to 
large-scale integration programs.

What primes must change

WDS26 dialogue highlighted the 
need for global prime contractors 
to fundamentally reorient their 
engagement models for sovereign 
markets. The era of platform-led 
export sales with thin localization 
wrappers is ending. WDS26 signaled 
that market winners will offer 
integrated capability partnerships: 
co-development, workforce 
embedding, IP sharing under 
governed frameworks, and long-term 
sustainment commitments. Primes 
that continue to optimize for platform 
margin rather than ecosystem 
value creation will cede ground to 
competitors willing to share more and 
integrate deeper. The integration of 
small and medium-sized enterprises 
(SMEs) is key to driving innovation 
and developing sovereign capabilities.

or predictive analytics without 
complex translation, security, and 
certification layers. Meanwhile, 
talent shortages in AI, CEMA, and 
systems engineering constrain 
the pace at which innovation can 
be operationalized.

Certification fragmentation and 
inconsistent standards further slow 
interoperability, while the gap from 
prototype to fielded system highlights 
misaligned acquisition frameworks 
and institutional incentives. 
Governance and data trust deficits 

compound the challenge, leaving 
even advanced systems underutilized 
or operationally isolated.

This chapter examines these friction 
points and their implications for 
defense transformation. It highlights 
where targeted interventions 
– across technical architecture, 
workforce development, standards, 
and governance – are required to 
accelerate capability deployment and 
ensure investments deliver real-world 
operational impact.

What mid-tier integrators 
can leverage

The integration gap between 
platform OEMs and national defense 
architecture creates a significant 
opportunity for mid-tier systems 
integrators. Companies that can 
bridge legacy and modern systems, 
translate operational requirements 
into technical architectures, and 
manage the governance complexity 
of multi-vendor environments are 
positioned for outsized growth. The 
fusion layer cannot be delivered by 
platform vendors alone; it requires 
independent integration capability.

What emerging tech players 
must do to scale

Defense technology startups and 
scale-ups face a specific challenge: 
transitioning from prototype 
excellence to operational scalability 
within safety-critical, heavily 
regulated environments. The path 
to scale requires investment in 
certification capability, partnerships 
with established primes or 
integrators for market access, and 
engagement with national workforce 
development programs to build local 
support capacity. Companies that 
wait for procurement frameworks to 
adapt to their business models will 
be outcompeted by those that adapt 
their models to existing frameworks.
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Advisory and ecosystem 
enablement opportunities 

Growth strategy. Identifying optimal defense 
and dual use companies to accelerate capability 
development and technology indigenization, 
diversifying into the defense sector leveraging 
contemporary strengths.

Integration architecture design. Designing 
the fusion layer that connects legacy business 
systems, operational technology, and modern 
digital infrastructure across a national defense 
enterprise. This requires deep domain expertise in 
defense operating models, enterprise architecture, 
and security accreditation not generic IT 
consulting.

Industrial localization strategy. Advising 
international OEMs and host governments on 
localization frameworks that move beyond offset 
compliance to genuine co-creation: structuring 
technology transfer agreements, workforce 
integration covenants, and IP governance 
that satisfy both sovereign requirements and 
commercial viability.

AI assurance and governance frameworks

Developing operational AI governance that 
enables battlefield trust testing and evaluation 
protocols, assurance standards, and accountability 
mechanisms for autonomous and AI-augmented 
systems. First-mover advantage in this domain 
will shape regulatory norms across the sector.

Defense ministry digital transformation 

Supporting the transformation of defense 
ministries from hardware-centric acquisition 
organizations to artificial intelligence and data-
driven enterprises capable of managing capability 
portfolios, real-time readiness metrics, and 
integrated planning across the full diplomatic, 
information, military and economic (DIME) levers 
of national power.

Workforce capability indexing

Developing and implementing measurement 
frameworks – such as a Defense Workforce 
Capability Index – that link localization rates, 
technical qualification levels, and operational 
self-sufficiency to readiness outcomes. What gets 
measured gets managed; the defense ecosystem 
currently lacks the measurement infrastructure to 
track human capital with the same precision as 
technology performance.

JV structuring and M&A in defense technology

Structuring joint ventures that balance sovereign 
equity requirements with commercial incentives, 
and advising on acquisitions that consolidate 
fragmented defense technology capability into 
scalable platforms. The deal landscape in Gulf 
defense is entering an acceleration phase that 
demands transactional sophistication alongside 
strategic vision and execution experience.

Sovereign wealth fund engagement

Advising sovereign wealth funds on defense 
technology investment strategies that align 
portfolio returns with national industrial 
development objectives. This requires the ability 
to evaluate defense technology maturity, market 
timing, commercial feasibility, and integration 
risk – a specialized capability at the intersection of 
finance and defense domain expertise.

Capital formation and PPP structuring

Designing public-private partnership frameworks 
for defense infrastructure, training facilities, 
maintenance operations, and technology 
development – balancing fiscal constraints, 
sovereignty requirements, risk allocation, and 
lifecycle performance standards.

The post-WDS26 defense landscape presents a 
unique intersection of government priorities, industrial 
capability, and capital deployment. Navigating this 
complexity requires more than traditional consulting 
it demands solutions that address the structural 
requirements of modern defense ecosystems. The 
following advisory and enablement opportunities 
highlight high-value domains where expertise can 
accelerate capability development, strengthen 
sovereign industrial capacity, and align strategic, 
operational, and financial objectives.

Integration architecture design

Designing the fusion layer that connects legacy 
business systems, operational technology, and 
modern digital infrastructure across a national 
defense enterprise. This requires deep domain 
expertise in defense operating models, enterprise 
architecture, and security accreditation—not 
generic IT consulting.

Industrial localization strategy

Advising international OEMs and host 
governments on localization frameworks that 
move beyond offset compliance to genuine 
co-creation: structuring technology transfer 
agreements, workforce integration covenants, 
and IP governance that satisfy both sovereign 
requirements and commercial viability.

Growth strategy

Identifying optimal defense and dual use 
companies to accelerate capability development 
and technology indigenization, diversifying into 
the defense sector leveraging contemporary 
strengths.
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The trajectory emerging from WDS26 is clear in its direction if 
uncertain in its pace. The next three to five years will be defined by 
five dynamics.

Firstly, integration maturity will become the primary differentiator of 
defense effectiveness. Nations that can fuse strategy, force structure, 
technology, and industrial capacity into a coherent, exercised, and 
adaptable architecture will hold decisive advantage. Those that pursue 
modernization through disconnected procurement programs will 
accumulate expensive platforms without proportionate operational 
effect.

Next, sovereignty will deepen as an industrial and workforce strategy, 
not merely a political aspiration. The markets that are building 
institutional capacity – training academies, certification bodies, 
research partnerships, data sovereignty and compliance, and governed 
IP frameworks – will attract the most capable international partners 
and generate self-sustaining defense ecosystems. Those that rely on 
transactional offset arrangements will remain structurally dependent.

Thirdly, AI and autonomy will move from demonstration to force 
integration, but governance will be the gating factor. The nations and 
alliances that establish credible AI assurance frameworks – enabling 
their forces to trust and employ autonomous capabilities operationally 
– will achieve the greatest return on their technology investments. 
Those without governance frameworks will face either operational 
paralysis or unacceptable risk.

Additionally, private capital will become a structural component of 
defense financing. Public-private partnerships, sovereign wealth 
engagement, and venture investment in defense technology will 
expand significantly, creating new opportunities and new governance 
requirements. Defense economics will increasingly resemble 
infrastructure economics: long-term, partnership-based, and 
performance-measured.

Lastly, the talent constraint will intensify before it eases. Every 
modernization ambition such as; integration, autonomy, localization, 
digital transformation– depends on human capital that does not yet 
exist at scale. The nations and companies that invest earliest and 
most systematically in workforce development will gain compounding 
advantage. Those that defer will face escalating costs and elongated 
timelines.

The actors that will lead are those treating integration as a capability, 
sovereignty as an ecosystem, and human capital as the binding 
constraint. The actors that will struggle are those still optimizing for 
platform acquisition, offset compliance, and short-term contract value. 
WDS26 made the distinction between these two paths unmistakable.

Let’s make the future secure, together. 

Looking ahead
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The following matrix maps eight critical capability domains against three dimensions: integration depth, sovereign 
control, and technology maturity. It provides a snapshot of the post-WDS 2026 baseline and identifies where investment, 
partnership, and governance effort should concentrate.

Appendix: Strategic integration matrix

This matrix illustrates the central finding of this analysis: no single domain has achieved advanced status across all three 
dimensions simultaneously. The highest-priority areas for concentrated investment and strategic partnership are those 
where integration depth and sovereign control fall behind technology maturity – and vice versa. Closing these gaps 
defines the competitive agenda for the post-WDS26 era.

Capability domain Integration depth Sovereign control Technology maturity

All-domain C2 Advanced
Partial 
Coalition-dependent

Maturing

AI/autonomy Emerging
High
National priority

Early-operational

CEMA Moderate
High
Sovereignty-critical

Operational

Manned-unmanned 
teaming

Early
Medium
JV-dependent

Pilot/prototype

Defense industrial base Moderate
Growing 
Localization-driven

Scaling

Workforce and human 
capital

Emerging
High
Vision 2030-aligned

Foundational

Data/digital backbone Early-moderate
Medium
Legacy constraints

Transitioning

PPP/capital formation Early
Medium
Framework emerging

Nascent

Leading up to WDS26, KPMG published a series of five white papers setting out the theme of defense integration. 
Following the initial, overarching paper that was published in November 2025, four connected papers on sovereignty, 
human capital, technology and financing were published in January 2026 and presented in greater detail at WDS26. This 
current post-event analysis builds on those papers and the conversations at WDS26. 

Access all papers, available in English and Arabic, in the WDS resource center on the KPMG website. 

 Further reading
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