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as frontier Al capabilities reshape the threat landscape.

The structural shift

What is happening in cyber is no longer episodic.
Capability disclosures from frontier Al laboratories,
MAS engagement with financial institutions on Al-
driven cyber threats, and CSA's advisory on
frontier Al models all point to the same conclusion:
a structural shift is underway. Singapore's
regulators and government have made the position
clear. This is a board and senior management
matter, requiring enhanced threat exposure
management driven from the top.

Recent capability demonstrations from frontier Al
laboratories, including the autonomous discovery
of decades-old vulnerabilities in widely deployed
software, have been independently assessed by

What changes for the enterprise

national security agencies. They mark the point at
which long-standing assumptions about cyber risk
no longer hold. Frameworks, controls and policies
calibrated to a slower, human-bounded threat
economy are no longer fit for purpose. What we
are seeing is the start of a new operating regime in
which the speed, scale and sophistication of cyber-
offensive capability are no longer bounded by the
supply of skilled human attackers.

The implications cut across governance, risk,
controls and assurance. They are most immediate
for financial institutions and Critical Information
Infrastructure operators in Singapore, but the
structural shift applies to enterprises across all
sectors.

Three areas requiring senior management attention

Board and Recalibration of
1 Senior Management 2 Risk and Control

Frameworks

Accountability

Cyber risks in the age of frontier
Al cannot sit primarily with
technology teams. Boards set the
tone, mandate the recalibration of
risk posture, and change the
questions they ask of
management. Audit Committees
should expect a different shape of
reporting in response.
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Risk taxonomies, materiality
thresholds and the metrics
reaching the CRO require
re-baselining to reflect
Al-compressed attacker
timelines and the chaining of
low-severity flaws into materially
exploitable paths.

Operational

Velocity and

Assurance
The window from disclosure to
active exploitation is now
measured in days or hours; a
meaningful share precedes any
patch. CVSS-only prioritisation
and quarterly reviews are no
longer sufficient. Internal Audit

must now test what was not
previously tested.



The fundamentais of
cyher security still hold.

What changes is the tolerance for
slowness, and the cost of
accumulated neglect.

How KPMG can support

Board, Audit Committee and Senior Management briefings
Private sessions on the structural shift, accountability expectations under the Singapore
regulatory posture, and the questions directors should now be asking of management.

Recalibration of risk and control frameworks
Targeted re-baselining of risk taxonomies, materiality thresholds and third-party risk views,
including revalidation of prior assessment outcomes against the shift in threat landscape.

Recalibration of first-line operations, second-line oversight and third-line assurance, including
audit scope, testing approaches and evidence requirements, calibrated for Al-speed threats.

Targeted technical readiness
External exposure audit, detection and response uplift with greater emphasis on behavioural and
exposure-based defence, supply-chain and SBOM review, and platform architecture reviews.

3 Operating model uplift across the three lines

Schedule a briefing Gﬂﬂtact us

A structured conversation with your
three lines, on your terms.

Private sessions for boards, Audit
Committees and senior management.
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