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Focus on capabilities to support privacy; not technologies
Key areas of focus:

1 Semantics – the meaning of information

2 Syntax – the format of information

3 Data quality – the confidence to use information

4 Rights – permission to use information

5 Trust – who is accessing information

6 Transport – how to move information

7 Information governance – behaviour and governance to protect and 

exploit information

8 Discovery – knowing where information is

Source: iStand UK
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Cyber threat grows

Major cyber attack in last two years

Greater threat

2017 32%

2016 28%

2015 25%

2014 22%

CIOs feeling ‘very well prepared’

Less prepared

2017 21%

2016 22%

2015 23%

2014 29%

“You are never 

completely ready… It 

just becomes your turn”

Ty Murray

Source: Navigating Uncertainty Harvey 

Nash/KPMG CIO Survey 2017



5

Document Classification: KPMG Public

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

#KPMGITIA17

Concerns increasing in all areas
Which type of threats give you most cause for concern in terms of a cyber-attack? 

16%

27%

37%

40%

48%

69%

19%

28%

39%

48%

52%

71%

Competitors

Foreign powers

Spammers

Insiders

Amateur cyber criminals

Organised cyber crime

2017 2016

#KPMGITIA17
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Some examples of global apps

Babylon 

(UK)

— NHS application allowing virtual GP visits and conferences by video

— Broader implications for global health in countries without strong 

GP networks (Rwanda)

Matchi

(Global)

— Matchi is a leading global fintech innovation and matchmaking platform that 

connects financial institutions, including banks and insurance companies, with 

leading-edge fintech solutions and companies worldwide.

Be My Eyes

(Denmark)

— Connects blind people to sighted volunteers

— Uses live video chat allowing the blind person to ‘borrow’ the sighted persons 

vision to navigate surroundings, read instructions, read the expiry date on a 

milk carton, or get other visual information as needed

eRedbook

(UK)

— NHS application allowing parents to keep a digital health record for their 

child including vaccinations and other health milestones on a smart phone 

or other device
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Apps as new front doors for consent
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Source: DataWell – consent prototype



8

Document Classification: KPMG Public

#KPMGITIA17

Apps as new front doors for consent

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: DataWell – consent prototype



9

Document Classification: KPMG Public

#KPMGITIA17

Apps as new front doors for consent

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: DataWell – consent prototype



10

Document Classification: KPMG Public

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

#KPMGITIA17

Internet of Huh? Examples of internet of things

Sensor driven insurance

— All sectors embracing IoT to improve ability to 

model probability of outcomes

— Telematics and usage based premiums

— Environmental sensors with two-way 

communications

— Wearables and connected biometrics

— Diagnostics and process control automation

HOWZ: Support for frail elderly, long term conditions, 

and their carers

— Track and share information about an individual’s well-

being, particularly their functional ability, every day

— Those in regular contact with the elderly person (e.g. 

families, care providers, home delivery, social services 

and the UK National Health Service) can record their 

visits as observations for the benefit of others involved 

in that person’s care

— Electricity Monitoring, smart sensors, app

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
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Cognitive machine learning and artificial intelligence

What is it?
— Cognitive computing systems like IBM Watson and Google DeepMind that can 

read and learn from unstructured data such as natural language

How does it 

work?

— They can read academic papers, reports, case notes, articles and web content 

and is eventually able to handle exponentially more information than a human 

can. The system can then help inform decisions at a tactical level

Can you share 

an example?

— A compelling example is IBM’s Watson tool that has been ‘taught’ Oncology 

and is currently deployed in several hospitals in the US, supporting consultants 

and patients with both diagnosis and treatment paths

— Xantura is attempting to use machine learning for Children's Services

Helpful links
— Watson: https://m.youtube.com/watch?v=338CIHlVi7A

— Xantura: https://www.xantura.com/points-of-view

https://m.youtube.com/watch?v=338CIHlVi7A
https://www.xantura.com/points-of-view
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Distributed ledger and block chain

What is it?

— Block Chain or Distributed Ledger technology is an emerging enabler for public 

services. It’s more than just a technology that enables Bitcoin and e-currency, 

it’s a way of encrypting data in pieces and providing the key to those pieces to 

an individual or set of data owners

How does it 

work?

— Block Chain can be used as a game changer to both securely record and allow 

for the sharing and verification of data between trusted parties

— There are also challenges with Block Chain as in terms of the newness of the 

technology, emerging infrastructure requirements

Can you share 

an example?

— Block Chain Pilots (https://www.linkedin.com/pulse/blockchain-age-distributed-energy-noman-rana

— Citizen identification

Asset registries—

— Accountability and auditability

— Distributed Energy/P2P networks

Helpful links

— Start ups https://letstalkpayments.com/public-and-private-blockchain-concepts-

and-examples/

— 4 use cases: https://www.multichain.com/blog/2016/05/four-genuine-

blockchain-use-cases/

https://www.multichain.com/blog/2016/05/four-genuine-blockchain-use-cases/
https://www.multichain.com/blog/2016/05/four-genuine-blockchain-use-cases/
https://www.linkedin.com/pulse/blockchain-age-distributed-energy-noman-rana
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Personal data stores

What is it?

— Emerging technologies increasingly allow residents to view and control their 

digital profiles in terms of data. Residents can use them to manage their own 

data and consent online and even donate or sell their data to interested parties 

(Data Markets, Trusts, and Charities)

How does it 

work?

— Personal data stores show you your ‘digital selves’ in terms of data and what is 

known about them. There are new models for health and social care that allow 

residents to decide when and how they wish to share data with both the public 

and private sector

Can you share 

an example?

Copenhagen is taking a step further to become one of the first public sector 

entities to try and monetize its data in a citywide information marketplace 

http://www.networkworld.com/article/3079810/software/copenhagen-to-sell-

public-and-private-city-data-via-exchange-marketplace.html

Helpful links

— Mydex (a personal data store controlled by the individual) and Hub of All 

Things (the HAT – a platform enabling individuals to trade and exchange their 

personal data) are good examples of what’s emerging in that space today

——



14

Document Classification: KPMG Public

© 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

#KPMGITIA17

Contact
If you have any questions or would like further information in relation to the 

presentation, please contact:

Richard Walker

Associate Director, KPMG LLP

+44 (0)7795 128 085

richard.walker2@kpmg.co.uk

mailto:richard.walker2@kpmg.co.uk
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Contact
If you have any questions or would like further information in relation to the 

presentation, please contact:

Eric Applewhite

Director, KPMG LLP

+44 (0)7796 937808

eric.applewhite@kpmg.co.uk

Read Eric’s latest Blog:

https://home.kpmg.com/xx/en/home/insights/2016/06/sharing-government-

data-for-a-better-world.html

https://home.kpmg.com/xx/en/home/insights/2016/06/sharing-government-data-for-a-better-world.html
mailto:eric.applewhite@kpmg.co.uk
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