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The events of 2020 — COVID-19, Brexit, social injustice and the economic downturn — paint a picture of a
daunting and opaque business and risk environment for the coming year. Global volatility — driven by trade
and geopolitical tensions, resurging debt, technology and business model disruption, elevated cyber risk
and regulatory scrutiny — will add to the challenge. The pressure on employees, management, and

governance will be significant.

Prioritising a heavy audit committee agenda will be
particularly challenging. Along with the business and the
full board, audit committees will continue to operate
against a backdrop of tremendous uncertainty and an
uneven economic recovery. Drawing on insights from
our surveys and discussions with audit committees and
business leaders, we've flagged eight issues that audit
committees should keep in mind as they consider and
carry out their 2021 agendas:

Reassess the committee’s agenda and workload

During COVID-19 many audit committees have reported
having substantial oversight responsibilities for a range
of risks beyond the core financial reporting and related
control risks — including financial risks such as liquidity
and access to capital, legal/regulatory compliance,
cybersecurity and data privacy, supply chain and other
third-party risks, as well as health and safety, remote
work, and other operational risks posed by the COVID-19
environment.

In 2021, virtually all companies will continue to deal with
significant disruption and uncertainty, and will grapple,
managing remote workforces, accelerating digital
transformations, building more resilient supply chains,
and strengthening connections with customers.

Keeping the audit committee’s agenda focused will
require vigilance. Virtually all companies will continue to
deal with significant disruption and uncertainty, and will
grapple managing a remote workforce and get back to
work arrangements, accelerating digital transformation,
building more resilient supply chains, and strengthening
connections with customers — all while attempting to
innovate and take advantage of opportunities arising
from this disruption.

To address the ongoing disruption, audit committees are
asking management to update and stress test risk
assessments, scenario planning and crisis protocols.
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Does the audit committee have the time and expertise
to oversee the major risks now on its plate? Does cyber
risk require more attention at the full-board level — or
perhaps a different board committee? Is there a need for
a compliance or risk committee? Where does oversight
of ESG metrics and reporting belong? Many boards are
reluctant to create an additional committee but
considering whether a finance, technology, risk,
sustainability, or other committee would improve the
board'’s effectiveness can be a healthy part of the risk
oversight discussion.

Maintain focus on the corporate reporting and
control implications of COVID-19

The financial reporting, accounting, and disclosure
impacts of COVID-19 are far-reaching and will continue
to unfold in 2021. Among the key areas of audit
committee focus are:

— Forecasting and disclosures: The uncertain
trajectory of COVID-19 and the economy — coupled
with the extensive use of forward-looking
information in financial statements — have made
disclosures regarding the current and potential
effects of COVID-19 (e.g., the business review,
principal risks and uncertainties, liquidity, results of
operations, and known trends and uncertainties) a
top area of focus. Other prominent areas of audit
committee attention include: preparation of forward-
looking cash-flow estimates; impairment of non-
financial assets, including goodwill and other
intangible assets; accounting for financial assets,
including fair value; going concern; and use of non-
GAAP metrics and alternative performance
measures.

Examples of good reporting practice can be found in
the Financial Reporting Lab’s reports ‘COVID-19
Going concern risk and viability” and ‘COVID-19
Resources, action, the future’.
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— Internal control over financial reporting (ICFR):
Companies are reassessing, enhancing, or
establishing new internal controls due to COVID-19
related disruption to business operations. For
example, among the common disruptions prompting
a closer look at internal controls include IT system
access and authentication to enable a remote/virtual
workforce; cybersecurity; entity level controls
(communication and assignment of authority,
segregation of duties, access review controls),
return to work plans, and data privacy.

Understanding the impact of COVID-19 on the
external audit process

Audit committees should understand what changes to
the audit process auditors are contemplating in light of
COVID-19 and why. As a starting point, the external
auditor needs to conduct incremental risk assessment
procedures that are sufficient to provide a reasonable
basis for identifying and assessing the risks of material
misstatement (whether due to error or fraud), and
design further audit procedures. What changes in audit
scope and revisions to the audit approach are
necessary? New or heightened risks the auditor may
need to consider, include:

— Liquidity, access to capital, debt covenant
compliance

— Ability to continue as a going concern

— Cybersecurity risk and changes in internal controls
over financial reporting due to virtual working

— Asset and goodwill impairment
— Fair value estimates

— Third-party vendor considerations
— Business interruption

— Fraud risk

The internal control environment is a critical area of
focus. With the shift to remote working and financial
reporting processes moving from in-person to virtual,
there is an increased risk of internal control breakdowns.
In evaluating the design and implementation of controls
relevant to the audit, an important area of auditor focus
will be on how controls may have changed to
accommodate remote workforces and process flows.

What changes to controls have been required as a result
of the work from home environment, changes in
reporting lines or new people responsible for controls,
increased fraud risk due to employee financial hardship
as well as pressure to meet financial targets?

Frequent communication with the auditor is more
important than ever.

— Engage with the auditor and management to discuss
potential challenges to a timely completion of the
audit. Review the timeline and stages of work.

— Determine a good cadence for communications that
include both the auditor and management so that the
audit committee receives the information it needs in
a timely manner.
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— Discuss any changes to the audit plan with the
auditor, including changes to areas of focus and how
the auditor plans to address new or modified areas
of risk. Discuss if there are changes to how the
auditor will identify and test internal controls plans to
address areas of new or modified risk.

— Discuss if there are changes to how the auditor will
identify and test internal controls.

— Discuss which disclosures may need to change as a
result of COVID-19.

Also, consider discussing with the auditor the challenges
and risks of conducting the audit remotely. For example,
what alternative methods are available for conducting
physical counts? Will additional time be needed to get
the audit work done remotely? What complexity does
working remotely add to the audit?

Further thoughts on the audit implications of COVID-19
can be found in the FRC's Bulletin ‘Guidance for auditors
and matters to consider where engagements are
affected by coronavirus'.

Audit reform

Pay close attention to the audit reform agenda — in
particular the Government’s planned response to the
various inquiries — Kingman, CMA, Brydon, etc.

Specifically, consider the audit committee (and board’s)
response to the calls for:

— Increased audit and assurance to be required over
the annual report to cover alternative performance
measures, risks, forward looking reporting and ESG
reporting

— The introduction of a stronger framework for internal
control reporting in the UK along the lines of that
required by the Sarbanes-Oxley Act in the US

— The introduction of a business resilience statement,
to replace the existing going concern and viability
statements

— Increased reporting in relation to fraud risks

— Increased transparency within auditor reports,
particularly in relation to judgements and estimates

— The introduction of an audit committee regulatory
framework — potentially defining minimum audit
committee standards, work programmes, scope,
membership and qualifications

— Regulatory observers sitting in audit committees

— The introduction of a three year rolling Audit and
Assurance Policy covering the Audit Committee’s
approach to the appointment of auditors, the scope
and materiality of the audit, the assurance budget
and the relationship of any audit to identified risks,
which shareholders would be invited to comment on

— All relevant directors being held to account for their
duties to prepare and approve true and fair corporate
reports, not just those who are members of
professional bodies
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— The publication of individual corporate reporting
review reports and audit quality review reports on
individual audits

— The introduction of managed shared audits to
increase competition within the audit market

Oversee the scope and quality of the company’s ESG
reports and disclosures

For several years, companies have faced increasing
demands - from investors, research and ratings firms,
activists, employees, customers, and others — for more
transparent and higher-quality information about ESG
issues and risks. How does the company define its
corporate purpose, and how does it consider the
interests of stakeholders — employees, customers,
suppliers, and communities — in addition to
shareholders? These demands increasingly have teeth,
particularly from investors exerting pressure during
shareholder engagement and director elections. Boards
also risk potential lawsuits and exposure if the company
discusses these issues (such as a commitment to
diversity) in a manner that does not align with what is
happening on the ground. We expect the 2021 proxy
season to feature a significant number of ESG proposals.

The events of the past year — COVID-19 and its
disproportionate impact on specific communities — have
focused companies on the have focused companies on
the ”"S” in ESG. For example, how a company addresses
employee issues such as diversity and inclusion, health
and safety, and work-from-home arrangements and
communicates with suppliers and customers regarding
their COVID-19-related challenges highlights the
importance of the “S"” issues. How the company
considers its stakeholders in creating sustainable long-
term value may have a major impact on reputation. And
stakeholder demands are not limited to social issues as
disclosure on climate issues continues to be a high
priority for many institutional investors.

Stakeholder demands for more detailed ESG reporting,
include requests for comparable and consistent
information and how it links to strategy and
performance. Audit committees should encourage their
management teams to reassess the scope and quality of
the company’s ESG reports and disclosures — including
benchmarking against peers, consideration of the
methodologies and standards of ESG raters (which may
vary widely) and ESG reporting frameworks. Whether on
a website, in a sustainability report or in the annual
report and accounts, the audit committee should ask,
what controls are in place to ensure the quality of the
ESG information being disclosed? Is it reviewed with the
same rigor as financial information? Does (or should) the
company obtain third-party assurance to provide
investors with a greater level of comfort? Does the audit
committee understand and receive reports on the basis
for and processes used to generate the disclosures?

Beyond ratings, this is about how ESG risks and
opportunities are handled and their impact on the
creation of long-term value and whether investors elect
to invest or not.

Investors want to understand which ESG issues are of
strategic significance to the company. How is the
company addressing ESG as a long-term strategic issue
and embedding it into the company’s core business
activities (strategy, operations, risk management,
incentives, and corporate culture) to drive long-term
performance and value creation? Is there a clear
commitment and strong leadership from the top as well
as enterprise-wide buy-in? Real transparency is not easy,
and it's usually uncomfortable. But to make real
progress and be accountable as a company today, you
have to ‘'show your work.” What targets have you set
and what are you doing to reach those targets?

In light of the “S" commitments that business leaders
have made to various stakeholders, expectations will
continue to grow for companies to “show their work,”
shortcomings and all. The company’s progress on these
ESG issues — from employee well-being to addressing
social justice issues and climate risk — will be front and
center for stakeholders as we head into a challenging
recovery and a new reality.

Understand how technology is impacting the
finance function’s talent, efficiency, and value-add

With COVID-19, we have seen an acceleration of
companies’ digital transformation efforts. Technology
changes also present important opportunities for finance
to reinvent itself and add greater value to the business.
As audit committees monitor and help guide finance's
progress in this area, we suggest three areas of focus:

— Recognising that much of finance’s work involves
data gathering, what are the organisation’s plans to
leverage robotics and cloud technologies to
automate as many manual activities as possible,
reduce costs, and improve efficiencies?

— Understand how the finance function is using data
analytics and artificial intelligence to develop sharper
predictive insights and better deployment of capital.
The finance function is well-positioned to guide the
company'’s data and analytics agenda and to
consider the implications of new transaction-related
technologies, from blockchain to crypto-currencies.
As historical analysis becomes fully automated, the
organisation’s analytics capabilities should evolve to
include predictive analytics, an important opportunity
to add real value.

— As the finance function combines strong analytics
and strategic capabilities with traditional financial
reporting, accounting, and auditing skills, its talent
and skill-set requirements must change accordingly.
Is finance attracting, developing, and retaining the
talent and skills necessary to match its evolving
needs?
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In this environment, it is essential that the audit
committee devote adequate time to understand
finance's transformation strategy.

Help ensure that internal audit remains focused on
the most critical risks, including any COVID-19 risks

Is our internal audit plan risk-based and flexible — and
does it adjust to changing business and risk conditions?
This is an increasingly common question that heads of
internal audit are asked by the audit committee.

The audit committee should work with the head of
internal audit and chief risk officer to help identify the
COVID-19-related risks and other risks that pose the
greatest threat to the company’s reputation, strategy,
and operations — such as tone at the top and culture,
legal/regulatory compliance, incentive structures,
cybersecurity and data privacy, ESG risks, and global
supply chain and outsourcing risks.

Ask again whether the audit plan is risk-based, flexible,
and can adjust to changing COVID-19 and other business
and risk conditions. What's changed in the operating
environment? What are the risks posed by the
company’s digital transformation and by the company’s
extended organisation — sourcing, outsourcing, sales and
distribution channels? Are we sensitive to early warning
signs regarding safety, product quality, and compliance?
What role should internal audit play in auditing the
culture of the company?

Set clear expectations and help ensure that internal audit
has the resources, skills, and expertise to succeed — and
help the head of internal audit think through the impact
of digital technologies on the internal audit function.

Sharpen the focus on the company’s ethics,
compliance, and whistle-blower programs

The reputational costs of an ethics or compliance failure
are higher than ever, and COVID-19 has increased the
risk of such a failure, particularly given the changed
control environment, increased fraud risk due to
employee financial hardship, and the pressure on
management to meet financial targets.

The KPMG Board Leadership Centre

Fundamental to an effective compliance program is the
right tone at the top and culture throughout the
organisation, which supports the company’s strategy,
including its commitment to its stated values, ethics,
and legal/regulatory compliance.

This is particularly true in a business environment made
more complex by COVID-19, and as companies move
quickly to innovate and capitalise on opportunities in
new markets, leverage new technologies and data, and
engage with more vendors and third parties across
increasingly complex supply chains. Coupled with the
challenging global regulatory environment — the array of
data privacy, environmental, financial services, and
consumer protection regulations, as well as the UK
Bribery Act — compliance risks and vulnerabilities will
require vigilance. Closely monitor the tone at the top and
culture throughout the organisation with a sharp focus
on behaviors (not just results) and yellow flags. Is senior
management sensitive to the human resource issues
stemming from COVID-19, particularly the pressures on
employees (in the office and at home), employee health
and safety, employee productivity, engagement and
morale, and normalising work-from-home arrangements?
In a crisis of this magnitude, leadership and
communications are key, and understanding and
compassion are more important than ever. Does the
company’s culture make it safe for people to do the right
thing?

Help ensure that the company’s regulatory compliance
and monitoring programs are up to date, cover all
vendors in the global supply chain, and clearly
communicate the company’s expectations for high
ethical standards. Focus on the effectiveness of the
company's whistle-blower reporting channels and
investigation processes. Does the audit committee see
all whistle-blower complaints and receive reports on
how they are handled? If not, what is the process to
filter complaints that are ultimately reported to the audit
committee? As a result of the radical transparency
enabled by social media, the company’s culture and
values, commitment to integrity and legal compliance,
and its brand reputation are on full display.

The KPMG Board Leadership Centre offers support and guidance to non-executive directors, whether managing a
portfolio non-executive career or embarking on a first appointment. Membership offers you a place within a community
of board-level peers with access to topical and relevant seminars, invaluable resources and thought leadership, as well as
lively and engaging networking opportunities. We equip you with the tools you need to be highly effective in your role,
enabling you to focus on the issues that really matter to you and your business.

Learn more at www.kpmg.com/uk/blc.
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