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Welcome to the second addition of Al Regulatory Radar. As the pace of Al
development and capability continues to accelerate exponentially, we are seeing
increasing regulatory guidance, expectations and commentary on its use and
impact. FS regulators are beginning to suggest areas where there may need to be
regulatory framework adaptation, however this hasn'’t yet translated into proposed
legislation or regulation. In this issue of Al Regulatory Radar, we focus on two
regulatory trends — concerns about the potential impacts of frontier Al models on
cyber risks and discussion around how agentic Al should be governed.

Partner, Regulatory and Risk Advisory Lead, KPMG in the UK.

Impact of frontier Al on
cyber risk
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Initial feedback on a new generation of Al models
referred to as ‘Frontier AI' suggests that they can
find and exploit software vulnerabilities at a scale
and speed that no human team or previous Al has
matched, significantly raising the likelihood and
impact of cyber-attacks. Financial regulators
around the world have reacted by issuing
statements to industry with guidance on actions
that firms can take to protect themselves.

+ The Bank of England’s (BoE’s) July 2026
Financial Stability Report (FSR) repeats
messages from the earlier HM Treasury, BoE
and Financial Conduct Authority (FCA) joint
statement — that, in line with existing
operational resilience rules, regulated firms
and financial market infrastructures should take
action to plan for and mitigate cybersecurity
risks posed by frontier Al. Among the actions
listed, the statement urges firms to triage,
prioritise, risk assess and remediate
vulnerabilities more quickly, more frequently
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and at scale, including through automation.
The FSR also expands on some of the
messages from BoE Deputy Governor Sarah
Breeden’s recent speech, flagging that the
authorities are considering whether present
standard of recovery capability across
regulated firms remains adequate given the
scope for more severe and fast-moving
disruption scenarios. This includes
consideration of whether enhanced
response and recovery options should be
expected of certain systems supporting
important business services that are critical
to UK financial stability.

The European Central Bank’s (ECB) 7 July

letter to CEOs of significant institutions

contains very similar messages to the BoE

report. However, the ECB has asked banks to

submit action plans to their supervisory teams

by 31 October, building on their existing cyber-

risk strategies and focusing on:

* Accelerating vulnerability and patch
management at scale

* Enhancing monitoring, detection and Al
enabled defensive capabilities
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https://www.bankofengland.co.uk/financial-stability-report/2026/july-2026
https://www.bankofengland.co.uk/news/2026/may/boe-fca-and-hm-treasury-joint-statement-on-frontier-ai-models-and-cyber-resilience?utm_source=Bank+of+England+updates&utm_campaign=f06bec9ac0-EMAIL_CAMPAIGN_2026_05_15_02_08&utm_medium=email&utm_term=0_556dbefcdc-f06bec9ac0-113510933
https://www.bankofengland.co.uk/speech/2026/june/sarah-breeden-panel-at-the-european-central-bank-forum-on-central-banking-2026
https://www.bankingsupervision.europa.eu/press/letterstobanks/shared/pdf/2026/ssm.2026_letter_on_AI_enabled_cybersecurity_threats.en.pdf
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» Verifying that third-party risk management is
fit for purpose in the current situation, in
light of the role of ICT service providers in
critical supply chains.

% The International Monetary Fund (IMF) has
also flagged that, as Al enhances the
capabilities of malicious actors, cyber
resilience is becoming a macro-financial
concern. It recommends that central banks and
financial supervisors strengthen expectations
for cyber resilience, conduct system-wide
exercises that include Alenabled scenarios
and improve information-sharing on threats
and defences.

% Governments and cyber security agencies
are also issuing guidance as the risks are not
confined to financial services.

Useful related KPMG publications/material
Frontier Al and Cyber Risk: What Enterprises
Should Do Now — Strengthening cyber resilience
and shared accountability - KPMG Singapore

Al vs Al: Cyber security at machine speed

- KPMG UK

Opportunities and challenges
posed by the growing use
of agentic Al

Agentic Al offers opportunities to bring efficiencies
and cost savings to financial services, especially
when used to automate operational processes. It
could also help consumers to better manage their
personal finances. Financial regulators are
considering how financial services might evolve
with the use of agentic Al and how the regulatory
framework and firms’ approaches to governance
may also need to change to make the most of the
opportunities in a safe way.

Agentic Al is an Al system composed of one or
more coordinated Al agents that can
autonomously break down tasks, collaborate and
pursue complex objectives over extended periods
in dynamic environments, with minimal human
supervision.

The Financial Stability Board’s (FSB) consultation
on Sound Practices for Responsible Adoption

of Al calls out specific agentic Al risks caused

by the high level of autonomy that may be given
to Al agents. These risks include unauthorised
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actions, erroneous actions due to goal
misalignment and insufficient information, data
breaches and disruption to connected systems.
The FSB suggests steps that firms can take for
oversight of agentic Al models, including
assigning and documenting individual identifiers
to Al agents, and placing boundaries on agents
e.g. requiring human approval at appropriate
checkpoints or limiting agents’ ability to interact
with their external environment.

In the UK, the FCA’s Mills Review of the impact
of Al on retail financial services finds that there

is likely to be an increase in the autonomy of Al
agents as financial services firms and consumers
expand their use of Al. Humans currently operate
Al supports on demand, but this could evolve to a
state in which humans are observers who monitor
while Al agents execute financial transactions.
This would pose challenges for both firms’
governance and oversight of Al models and
agents and the current regulatory frameworks for
accountability and consumer protection that were
designed primarily for human-mediated
interactions.

The Mills’ Review and the UK FS Al Champions’
Al Adoption Plan highlight the need to establish
trusted protocols around agentic finance, and
specifically agentic payments, clarifying how
agents can be authorised, identified and held
accountable. These should include legal and
liability frameworks, Know Your Agent (KYA)
protocols and technical standards to ensure
trusted machine-to-machine authentication.
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https://www.imf.org/en/blogs/articles/2026/07/23/how-central-banks-can-contain-financial-stability-risks-as-ai-accelerates-change
https://kpmg.com/sg/en/insights/cyber/frontier-ai-and-cyber-risk-what-enterprises-should-do-now.html
https://kpmg.com/sg/en/insights/cyber/frontier-ai-and-cyber-risk-what-enterprises-should-do-now.html
https://youtu.be/VnsBp6vhuv0?si=TgXqb_nnIPZVbEZy
https://www.fsb.org/2026/06/fsb-consults-on-sound-practices-for-the-responsible-adoption-of-artificial-intelligence-ai/
https://www.fca.org.uk/publications/corporate-documents/mills-review
https://www.gov.uk/government/publications/ai-adoption-plan-financial-services/financial-services-ai-adoption-plan
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Similar frameworks are being developed and
discussed in Singapore. The Monetary Authority
of Singapore (MAS), alongside industry, has
developed a framework titled ‘Safequards for
Agentic Finance at Runtime (SAFR). SAFR
provides a set of governance checkpoints that
verify and record an Al agent’s proposed actions
before the execution of its tasks.

The Singapore InfoComm Media Development
Authority (IMDA) has published a discussion
paper examining how legal responsibility should
be allocated when Al agents act autonomously,
use tools, interact with third parties and cause
harm. Three key areas were identified for further
study:
* How should responsibilities along the value
chain be clarified in the context of agentic Al?

* How can actors with limited bargaining power,
such as consumers, be better equipped?

* Who bears responsibility for unforeseeable
agent actions?

The IMDA has also updated its Model Al
Governance Framework for Agentic Al to include
real-world case studies and new best practices.

Useful related KPMG publications/material:

A new frontier for risk culture — How Al could

change how we think about banking risk culture
- KPMG UK.

é’g; Other regulatory updates

01 FSB sound practices for
responsible adoption of Al

The FSB’s consultation aims to help FS firms
navigate Al adoption responsibly in the rapidly
evolving landscape. The 12 sound practices
cover organisation-wide governance and
management of the different stages of Al
development and deployment.

0 2 European commission
— Al Act transparency obligations

Under the EU Al Act, providers will be required

to design Al systems that inform users when they
are directly interacting with an Al and will have to
add machine-readable marks to enable the
detection of Al-generated or manipulated content.
Deployers will have to inform users when they are
exposed to deep fakes, Algenerated content with
no human review on matters of public interest,
and emotion recognition or biometric
categorisation systems. The guidelines explain
certain concepts, set out exemptions and
definitions and provide examples. Compliance
with the transparency obligations may

be demonstrated through adherence to the
voluntary code of practice.

European Commission draft
0 guidance on the classification
of high risk Al systems

The draft guidelines, including practical examples,
assist providers and deployers of Al systems

in assessing whether an Al system should

be classified as high-risk under the EU Al Act.
The final guidelines will be adopted by the end of
2026. Following political agreement on the Al
Omnibus, the application of the high-risk rules has
been postponed to:

» December 2027 for stand-alone Al systems
* August 2028 for Al embedded in products


https://www.mas.gov.sg/news/media-releases/2026/mas-partners-industry-to-develop-safeguards-for-ai-agents-in-finance
https://www.mas.gov.sg/news/media-releases/2026/mas-partners-industry-to-develop-safeguards-for-ai-agents-in-finance
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/agents-legal-responsibility.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/agents-legal-responsibility.pdf
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/updated-model-ai-governance-framework-for-agentic-ai
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/updated-model-ai-governance-framework-for-agentic-ai
https://assets.kpmg.com/content/dam/kpmgsites/uk/pdf/2026/05/a-new-frontier-for-risk-culture.pdf
https://www.fsb.org/2026/06/fsb-consults-on-sound-practices-for-the-responsible-adoption-of-artificial-intelligence-ai/
https://digital-strategy.ec.europa.eu/en/policies/guidelines-transparency-ai-generated-content
https://digital-strategy.ec.europa.eu/en/policies/code-practice-ai-generated-content
https://digital-strategy.ec.europa.eu/en/library/draft-commission-guidelines-classification-high-risk-ai-systems
https://digital-strategy.ec.europa.eu/en/news/eu-agrees-simplify-ai-rules-boost-innovation-and-ban-nudification-apps-protect-citizens
https://digital-strategy.ec.europa.eu/en/news/eu-agrees-simplify-ai-rules-boost-innovation-and-ban-nudification-apps-protect-citizens
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EIOPA calls for exclusion of certain
04 insurance models from high-risk
classification

EIOPA continues to campaign for the exclusion of
generalised linear models, including linear and
logistic regression (GLMs), and generalised
additive models (GAMs) used for risk assessment
and pricing in life and health insurance from the

scope of high-risk Al systems under the EU Al Act.

EIOPA’s view is that risks are adequately
addressed by existing insurance, conduct,
prudential, data-protection and operational
resilience frameworks.

Enforcement of EU Al Act rules and
05 transparency requirements

Enforcement of the Al Act and new transparency
rules commenced on 2 August 2026. General-
purpose Al (GPAI) providers must document
technical information, maintain a copyright policy,
and publish summaries of training content, and
deployers of interactive Al and deepfakes must
implement clear user disclosures and machine-
readable markers. Enforcement will be shared
between the Al Office, national competent
authorities and the European Data Protection
Supervisor (EDPS), supported by new complaint
and whistleblower monitoring tools.

FCA Emerging Technology
06 Horizon Scan

The scan is intended to support collaboration,
informed debate and knowledge-sharing across
the UK'’s financial services ecosystem as
technological change accelerates. The FCA sets
out plausible ways emerging technologies could
combine to create new outcomes for consumers,
firms and markets. For example:

» Al-powered personalised intelligence could
help consumers navigate their financial lives
but raises questions about autonomy, digital
exclusion and consumer protection.

Advances in Al could expose consumers and
firms to new forms of fraud and deception and
make it harder to detect.
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=Q, | Other KPMG publications

CCO Insight: Al in Focus — the role of
compliance in Al governance

US Requlatory Recap Q2 2026 — US
regulatory updates on model risk management

and the Al Executive Order
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The information contained herein is of a general nature and is
not intended to address the circumstances of any particular
individual or entity. Although w e endeavor to provide accurate
and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it wiill
continue to be accurate in the future. No one should act on
such information w ithout appropriate professional advice after
a thorough examination of the particular situation.

Throughout this presentation, “we”, “KPMG”, “us” and “our”
refers to the global organisation or to one or more of the
member firms of KPMG International Limited (“KPMG
International’), each of w hich is a separate legal entity.
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KPMG refers to the global organisation or to one or more

of the member firms of KPMG International Limited (“KPMG
International’), each of w hich is a separate legal entity. KPMG
International Limited is a private English company limited by
guarantee and does not provide services to clients. For more
detail about our structure please visit kpmg.com/governance.

The KPMG name and logo are trademarks used under
license by the independent member firms of the KPMG
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